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Aaryanes P.M. Metoabl cuHTe3a agalTUBHBIX CUCTEM
oOecriedeHms 1H(POPMaLIIOHHOM OesornacHOCTI
KOpIiopatusHEIX ceteil // Mocksa, «YPCC», 2001, 248 c.

Monozpagus  nocséawerna eonpocam paspabomxu  HayuHo-
MeMoJOAOZUUECKUX OCHO6 U APXUMEKMYPHUIX NPUHLUNOE
curmesa aAdanmueHvLX cucmem obecnevenusl
unpopmavuortoii d6esonactocmu (ACONDB) kopnopamustivtx
cemeti (KC). Coeaacto npedrazaemomy nodxody ACOUDB
npedcmasrena Kax CHeyuarusuposantas cemv, noCmpoeHHas
no stealth-mextorozuu u 0X6aMbl6aAtoOULasl 6ce
KOHMPOAUpYemole MOUKU U  pecypcol  UHPOPMAUUOHHOU
cpeprr KC. ACOUMB cocmoum u3 63aumodeticmeyoujux
PYHKUUOHANDHBIX nodcucmem c pacnpedereHHO
CMpYyKmypo, npedHASHAUeHHBLX OASl PeaAU3AUUY 0MOCALHDIX
3aday no obecneveHuto UHPOPMAYUOHHOL  De3sonacHocmu
cemu. Paspabomarvl coomeemcmeytoujue mamemamuveckue
MOOeAU U Memodbl CuHmMe3a OAsl Kaxxdotl U3 Mmux nodcucme.
[Ipedroxena  KoHuenmyarbHas — MOJeAL  YNpPasAeHusl
zA00arvHbIM - cocmostuem  Oesonactocmu - KC,  cozaacto
xomopou Ppyrxyuonuposariue ACOVDB ocyujecmersiemcs Kax
MHO0201LA206ble npoeccul npunAmus peuienuil. Boipabomarior
obujecucmemmoie  Kpumepuu U mpedosaHuUsL  OAd
NpaxKmuueckou pearudauuy npeorazaemor PyHKuuoHaAbHOuU
cmpyxkmypor ACONDB. Knuza npednasnauena OAsl HAYUHbLX
pabomHuKos, ACNUPAHMOS U CcmydeHmos, a makxe OAs

CNeUUaAUCIos, SAHUMATOULUXCA meopemuvecKumu u
3



npaxKmuueckumu acneKmamu obecneveHusl
UHPOPMALUOHHOU 0e30nACHOCU KOMNbIOMEPHDIX cemeil U
cucmem.

Aaryaues P.M., Aaexniepos P.K., Aanes VI.M. O6 oanom
MeToge oOecriedeHUs] Oe30IIaCHON CeTeBOI CpeAbl AAs
pacipeaeAeHHBIX BBIYMICAEHUI / Tpyasbr II
Mexaynapognoii koH(pepeHnuun «Ilapaaaeabnbie
BBIUNICAEHMS M 3a4a4uM ynpaBaeHus», Mocksa, Poccs,
4-6 oxTs1I0ps 2004, c. 814-821.

B Odannou pabome mnpusedena Moderb pacnpedererHHolx
BOIYUCACHUI 6 OMKPLIMLIX KOMNLIOMEPHOLIX cemsax. s
obecnevenus 0e30nacHOCMU  PACNPEOCACHHDIX 6bIYUCACHUU
npedrazaemcs UCHOAL306aMb SUPMYAADHDIE UACHIHbIE CeMmU C
nepecmpausaemoiu  CmMpyKkmypou 6  COOmEemcmeuu ¢
APXUMEKMYPHOU  petteHusl CAOKHBIX 3a0a1 O0Ad  Kaxdozo
YposHs  onpedeAervl  YCAOGUS  USMEHEHUS — 6HYMpeHHUl
cmpykmypol cpedvl pacnpedeAeHHblX 6bIUUCACHULL.

Aaryames P.M., Apsymanos X.T. Vmamsepaues SI.H.
O HeKOTOpBHIX CHelNaAbHBIX CXeMax I[P POBOI MOAIIVICH
Ha »aauntmdecknx Kpuspix / XII oGmepoccuiickast
Hay4JHO-TexHIdecKast KoHpepeHuus «MeToabpl u
TeXHMYeCcKNe cpeacTBa oOecriedyeHMs: 0e30I1aCHOCTU
yH$pOpMaLIL», Canxr-IlerepOypr, Poccus,
4-5 oxTs10ps1 2004, c. 47.

B pabome paccmampueatromcs Hexomopvle Kpunmozpa-

¢MH€CKM€ nponioKoAvl HA IAAUNMUHECKUX Kpuesvix.
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[Ipedrazaromes cxembl 2pynnoeot noonucu, c
00NOAHUMEALHVIMY ~ PYHKYUOHAADHBIMU  CE0UCTEAMU  HA
0CHO6€ IAAUNMUYECKUX KPUBDLX.

Aaryanes  P.M.  Vmamsepames  JH.  Anaams
COBpPEMEHHOTIO COCTOSIHUSI Kpumrrorpadpun
runiepaaannTdecknx kpusbix / XII oGmepoccuiickas
Hay4JHO-TexHn4decKast KOoHpepeHOuss «MeToapl mu
TeXHM4YeCcKne cpeacTBa oOecriedyeHus: 0e30I1aCHOCTI
vHQpOpMaLn», Cankr-IletrepOypr, Poccus,
4-5 oxTs10ps1 2004, c. 48.

Anarusupyemcs  cospemeriioe CcocmosHue Kpunmozpapuu
ZUNEPINAUNTNUYECKUX — KPUBbLIX.  AHAAU3  oxeéamviéaem
ANZOPUMMDbL  PACHEINA YUCAA THOUEK ZUNEPIAAUNIULECKOTL
Kkpusou,  arcopummor  peuienus  HECDLP,  memodu
YAYUUeHUs ZPYnnosuix onepavutl Kpuevix poda 2, 3 u 4,
AAOpUMMDbBL  CKAASIPHOZ0 — YMHOXeHUs, —annapamiole U
npozpammvie umniemenmauuu HECC, cpasnenue ECC u
HECC.

Aaryaues P.M., Vimamsepaues JI.H. O6 ognom mertoge
ymHoxenns B GF  (2m) aaa  xpunrorpadumn
saannTmaeckux kKpusplix /  XII  obGmepoccuiickast
Hay4JHO-TexHI4deckast KoHpepeHuus «MeTogpl u
TeXHU4IecKne cpejcTBa oOecliedeHNs1 0e30I1aCHOCTH
nH(pOpMaLIID», Cankr-IletepOypr, Poccms,
4-5 oxTs10ps1 2004, c. 49.



[Ipedroxern memod 0A  IPpPexkmuerozo YMHOKeHUS 6
KOHEUHDIX NOASLX XApaxmepucmuku 06a 0As o0ujezo cAyuas
HOPMAADHBLX 0A3UCO8.

Aaryanes P.M., Vimampepaues SL.H. O renepanun
9AAUNITHYECKUX KpuBHIX B (popme Monrromepu / XII
oOmepoccuiicKkast Hay4JHO-TeXHIJ9ecKast
KoHpepeHumsz «MeToAbl M TexHUYecKue CpeACTBa
oOecriedeHns1 Oe3onacHOCcT MH@poOpman», CaHKT-
ITerepOypr, Poccus, 4-5 oxkTsiopst 2004, c. 50.

[Ipedroxern memod zenepayuu IAAUNMUUECKUX KPUGLIX 6
popme Mormeomepu, npuzodHvIX OASL UCNOAD3OBAHUS 6
Kpunmozpaduveckux cucmemax. B npedroxerrom memode
0As nposepKu 0eAUMOCHIU NOPAOKA IAAUNMUYECKOU KPUBOU
Ha 4 mpebyemca peuwamv arzeOpauveckue YpasHeHus 6
KOHEUHDLX HOASIX.

Aaryanes P.M., Ilbxaames P.I. OcHoBHBIE CIIOCOOBI
9KpaHIpPOBaHMs KopriopaTusHbIXx ceteir / Tpyawr II
pecrny0anKaHCKOMI Hay4YHOM KOH(pepeHIMI
«CoBpeMeHHBIe  HpoOaeMbl  MH$OpMaTH3ANY,
KMOepHeTUKN " MHQPOPMALMOHHBIX TeXHOAOIMIT»,
baxy, Asep0baiiaxan, 26-28 okTsa0psa 2004, 1. 1, c. 33-35.
Paboma nocssuiena éonpocy obecneueHus uUHGOPMAayUoHHOU
OesonacHocmu  KOpnopamueHvix cemeil, NOOKAIOUEHHDLIX K
Mnumepnem. i pewienus amoii 3adauu  npedrdzaemcs
npuMeHAmMb Mexcemesou IKpaH. B pabome

pacemampusaronici OCHOGHUvLE cxemul opzaHusauuu
6



MekKCemesozo dKpana, AHAAUSUPYemca UX PYHKYUOHUposatue
U NpU0IAMCs UX OCHOGHbIE NpeUMyuLecmsa u Hedocmamxu.
Olprxaames PJI. OO oaHOMI MoJAeaM yIpaBAeHUS
MHPOPMAIVOHHBIMI TIOTOKaMI BO B3alIMOYBI3aHHBIX
KOPHOpPaTUBHBIX MH(POPMALIMOHHBIX IIPOCTpPaHCTBaX /
Tesucol A0Kaaa0B 10-71 100MaeVTHOM MeKAyHapOAHOM
HaydHO!l KOHpepeHuun «Teopust u TexHmMKa
nepejadyn, mpueMa um oOOpaOOTKM MHPOpMaIUm»,
Xappkos-Tyarice, YkpanHa, 28 ceHTAOpsi-1 OKTsAOps
2004, 4. 1,c. 112-114.
Paboma  nocesujerna  obecneuenuto  UHPOPMAUUOHHOLL
Oesonacrocmu 63AUMOYBASAHHDLX KOpnopamueHuvix
un@opmayuorHvx npocmparcms. Paccmampusaemes 00Ha u3
KAIOUeEbIX 3a0au peuleHusl amoi npooreMvl — paszparnuierue
docmynom. Ara  pewenus amou 3adaqu  npedrazaemcs
UCNOAD306AND MOOCAL KOHMPOAS J0Cyna u NOAHOMOUUS -
MO0 KOHMPOAL noAHomouus Ha ocnosée 3adad (Task-based
Authorization Controls — TBAC), xomopasa 3axatouaemcs 6
ONMUMUSAY UL 0EKOMNOSUL UL Npouecca HA 3a0awu, a maxxe
Jdannvlx, docmyny K KOMOPLIM HYXKOAOMCs MHOXKECHE0
cybvekmos u uepes Mo ONMUMUSUPOSAMD YnpasreHue
docmynom.
Hleixaames P.I. O6 ynopsigouennn mHPOPMaLIMIOHHBIX
IIOTOKOB ~ BO  B3alIMOYBA3aHHBIX  KOPIOpPaTMBHBIX
napopmanmoHHbIX  IpoctpadcTax /  XII  oOmie-
poccuiickasi HaydHO-TeXHH4ecKass KOHdgepeHIs
7



10.

«MeTOoabl M TexHHMYeCKMe CpeAcTBa oOOecredeHNs
O6esonmacHoctn  mH$popmanum», Caukr-IlerepOypr,
Poccns, 4-5 oxTsa0ps 2004, c. 46.

B pabome paccmampueaentcs ynopsdouerue
UHPOPMAYUOHHDIX nomokos 60 63AUMOYBASAHH LY
KOpnopamueHuvlx UHPOPMAYUOHHDIX npocmpamncmeax
(BYKUII).  3adaua  ynopsdodenus — UHPOPpMALUOHHBLX
nomoxoé BYKWUII cocmoum 6 mom, umobvt ynopsadouumo
MHOXKecmea 6cex mNOmMoKos UHPOpMAyUl, CEA3AHHLIX C
pearusavuen zaoodarvron sadauu BYKWII ¢ edunyto cucmemy
C  Yy4ermom — uMeroujeiica  MonapHou  YnopadoueHHocmu
UHPOPMAYUOHHVIX 1OMOKO0E AOKAALHBIX 3A0aY.

Olpixaames P.JI. O koHoenmum B3aMOYBSI3aHHOCTU
CTPYKTYPBI KOPHOpPaTUBHBIX MHQPOPMaLIIOHHBIX
npocrpadcts / Te3ucel A0KaagoB V BcepOCCHMIICKOM
KOHpepeHIN MOA0ABIX y4eHBIX 1o
MaTeMaTI4eCKOMY MOA€eAMPOBaHMIIO 17
MH(pOPMALIMIOHHBIM  TexHOAOIMsAM. Hosocnbupck,
Poccus, 1-3 HOos1Ops 2004, c. 54-55.

Paboma  noceswerna  obecnevenuto  UHPOPMAUUOHHOU
besonacrocmu 63AUMOYBASAHHDIX KOpnopamueHuvix
ungopmayuonnvix  npocmparcms. Ilpu  popmuposaruu
BYKUIT ~ oas  obecneuerus — 63aUMOC6A3AHHOCIIU  UX
CMpyKmypvl  npedrdzaemcs — UCHOAb306AMDb  CUCTHEMHDLIL
n00xod,  KOMOpvIlL  OCHOGbIGAEMICS — HA  UEPAPXUUECKOU

cmpykmype  63aumodeticmeus. cy0vexkmos u 00veKmos 6
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11.

12.

13.

pamxax —3adau, peuaemMvlx 6 IMUX  NPOCPaAHCHEAX.
IIpednorazaemcs, wmo umerno cmpyKmypa 3a0ay, peuLaemulx
60 BYKWII, onpedersiem ux cmpyxkmypul.
Aaryanes P.M. Parumos 3O.P. Mertoasl oueHKn
1HPOPMalIIOHHON Oe30MacCHOCTI KOPIIOPaTUBHBIX CeTell
B CcTaguy ux npoexkrtuposaHus // VIH¢popmanmoHHBIe
TexaHoaorumn, 2005, No 7, c. 35-39.
[Ipedroxeria Mempuxa oueHKu UHPOPMAYUOHHOTL
OesonacHocmu  KOpnopamueHvix —cemeti 6 CmMA0uu  UXx
npoexmuposanus, 0CHO6AHHASL HA CMAMUCTMUYECKUX 0AHHBLX
0 HAPYUWEHUAX UHPOPMAUUOHHOL 0e30naCHOCUY  MOOEeAU
HadexxHocmu npozpammiolx cpedcms. Ilpuseder wucaermvill
npumep.
Aaryanes P.M., Parumos D.P. HedyeTkast Mogeab O1leHKHI
MHPOPMaLIMOHHONT 0e30MacHOCTM B KOPIIOPATMBHBIX
ceTsix // ABTOMATHMKA M BBIUMCAUTEAbHASsI TEXHMKA,
2005, No 2, c. 66-74.
[Ipedroxena mHeuemkas Mmo0eAb OUeHKU UHPOPMAUUOHHOU
Oesonacrocmu  KOpnopamueHvlx —cemen 6 CmMAOUU  Ux
npoexmuposanus, OCHO6AHHASL HA CIMATMUCUYECKUX 0AHDLX 0
HAPYULEHUSX UHPOPMAYUOHHOU 0e30nACHOCIU U MOOEAU
HAJEXKHOCTU NPOZPAMMHDIX CPeJCme.
Vmamsepanes J.H. O6 oaHOI cxeMe ITOAIINCY Ha OCHOBE
UAeHTUQPVKAIMOHHBIX ~ AAQHHBIX C  JCIIOAb30BaHUEM
OMAMHEIHBIX OTOOpa’keH!I Ha DAAUNTUYECKUX KPUBBIX
/| Teaekommynmkanym, 2005, Ne 5, c. 28-31.
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14.

15.

IIpedroxena  Hoséas — cxema — nodnucu  HA  OCHOGE
UeHMUPUKAYUOHHVIX ~ OAHHDIX — C UCNOAD306AHUEM
OuAUMHenHOLX  0mOOpaXeHuti HA AAAUNTMUYECKUX KPUGHLX.
bGesonacriocmv ~ cxemvt  O0CHO6AHA — HA  CAOXKHOCMU
soiuucaumervrou  3adauu  AudpPu-Xearmvarna. IIposederio
cpasHerue npedroKeHHOol cxembl ¢ OpYzUMU AHAAOZUUHDIMU
CXeMamu noONnucy ¢ MoKy 3peHus aPpPexmueHocmu.

Mmamsepanes SI.H. O06 oaHOI cxeMe I10AIMCY Ha OCHOBe
UAeHTU(PUKAIIMOHHBIX ~ AaHHBIX C  MCIIOAb30BaHUEM
OMAVMHENHBIX OTOOpa’keH!II Ha DAAUITUYECKIX KPUBBIX
/| NudopmanumonHbie TexHOA0TMM, 2005, No 7, c. 32-35.
[Ipedroxena  Hoséas — cxema — nodnucu  HA  OCHOGE
UOeHMUPUKAUUOHHVIX — JAHHDIX — C UCNIOAD30BAHUEM
OuAUHenHoLX 0moOpaXeHuti HA IAAUNTMUUECKUX KPUGHLX.
besonactiocmv ~ cxemvl  ocHosana  HA  CAOXKHOCMU
sviuucaumervron  3adawu  Juppu-Xearmara. IIposedero
cpasterue npedr0XKeHHO cXemol ¢ OPYeUMU AHANOZUHIMU
CXeMAMU NOONUCHU C MOUKY 3peHUs IPPeKMUEHOCTIU.

IMeixaanes P.I. MoaeaupoBaHme Me>KCeTeBBIX DKPaHOB
¢uapTpanuent maketoB Ha ocHoBe certenr Ilerpu //
Nssectust HAHA. Cepus pusmko-MaTeMaTIeCKMX 1
TexHMIeCcKnx Hayk, 2005, T. XXV, No 2, c. 161-164.

B cmamve npedroxeria moderv mexcemesvix akparos (M3) c
Purvmpayueir  Internet  Protocol — (IP)-naxemos.  Aas
ModeAuposanusl ucnorvsoéanvt Packpauteriioie Cemu [lempu

(PCII). PCII xopouio nodxodsam OAsL MOOEAUPOSAHUS CUCHIEM
10



16.

17.

MD>, «xomopvie npednucviéarom —NOAUMUKY — KOHMPOAS
docmyna HA OCHOAHUU UHPOpMAUUY, HAXOOAULeUcs 6
sazoroskax IP-naxemos. Ilocmpoennas Mmoderb moxem
ucnoAv3osamocs 0As umumavuu M2 ¢ durompavueri, 0
nposepKu  KOppeKmHoCcmu  NOAUMUKU  0e30nacHOCmU,
OCYULeCMBASeMOLL UMY, A makke OAs anarusa padomor M3.
Kpome mozo, ama moderb Mmoxem UCHOALI06ALCS KAK
ocHo6a O0Ad  npoexmuposéanus cpedcmé anarusa M3 ¢
Purvmpayuen IP-naxemos.
Abayasaesa @.4. O6 oaHOM criocobe IpeAOTBpalleHIs
HeCaHKIIMIOHMPOBAaHHOTO AOCTyIla K MHQOpMaIIOHHO
cucreMe «Haceaeunne u MUTpaLis» //
VnpopMmanimoHHble TEXHOAOIMN MOAEAVIPOBAaHUS U
yupasaenns, 2006, No 4, c. 421-427.
B daririom uccaedosarivuu nposooumcs AHAAU3 CYULeCmeyouLux
popmarvrovlx  Mmoderett  OesonacHocmu, npedcmasAeHvl UX
docmourcmea u Hedocmamxku U 6 Kawecmee AAbmMepHamueol
sol0upaemcs KOHmMpoAb docmyna Ha ocHose 3adad. Jannas
MOOeAb  100xX00um OASL  OCYULeCeAeHUs  paszpaHudeHusl
docmyna 6 pacnpederennou  cucmeme «Hacerenue u
MUZPAYUS»
AbBayaaaesa ®.A. l'apanTupoBanHas 3anuTa
IIepCOHAAbHBIX AaHHBIX OT HeCAHKIVOHIPOBAHHOI
MogupuKaun u CUMTBIBAHUSI // BecTHUK
MoCKOBCKOTO TOpOACKOTO neAarorm4eckoro
yamusepcureTa, 2006, No 1, c. 220-221.

11



18.

19.

B dannott cmamve 0asn  mozo, umoOvl  3AULUMUIMD
nepcoHarbHble darHuvle om HeCanKyuoHUPOSAHHOU
MOOUPUKAUUYU U HECAHKUUOHUPOSAHHO20 — CHUTNLIGAHUS,
NPeOr0KeHHO NpuMeHeHue KpunmozpaPpuieckux memooos,
MaKux, Kax aIAeKMpoHHas UuPposas noonuco u uiupposarue
OaHHDLX.

Aaryames P.M. Parmmos BD.P. O0 oaHoMm mnoaxoge
OLIEHK! PpMCKa IIpU IPOEKTUPOBAHNMMU 3aIlMIIJeHHBIX
KOPIOpPaTUBHBIX ceTein // NnudopmarmmoHHbie
TeXHOAOIMM MOJAeAVpOBaHMs ¥ ynpasaenus, 2006,
No 1, c. 94-98.

B dannoii pabome paccmampusaromcs 60npocel OueHKY pucka
HA cmaduu  npoekmuposarue  KOpPNopamueHolx — cemeil.
ITpodemorcmpuposarivl amanvl npovecca anarusa puckos. Ha
0CHO6e 0AHH020 AHAAU3A, NPeJA0XKeH N00X00 OUeHKU Pucka
Npoexmuposanus 3auUeHHulX KOpnopamueHolx cemei Ha
ocroge cepsucos besonacrocmu. Vcxodsa us darnozo nodxooda,
npusedervl GLIMUCACHUS 6ePOSATHOCTIU U CHOUMOCTIY NOMepPb
om HApyuleHUs cepeucos 0e30nacHoC.

Aaryames P.M., Parumos O.P. CuHTes apXMUTeKTyphI
3alMIIeHHO KOPIIOpaTMUBHONI cetu //
TeaexommyHnmkanym, 2006, No 2, c. 19-23.

Paccmomperior gonpocot cuHmesa 3AUUULEHHBLX
KOpHOpamueHulX cemeti 1o 3a0aHHbIM Kpumepuim. Jrs
OUeHKU UHPOPMAUUOHHOL 0e30naACHOCIIU  KOPHOPAMUGHBLX

cemeu UCTTOADLSYIOMCA YpasHEeHU MHOXKecmeeHHOU pezpeccuu
12



20.

21.

22.

C Y4emom apxumexmypHuvix 0cobeHHocmel KopnopamueHvlx
cemeti. Ilpusedenvi  npumepvi  cunmesa  3auULLEHHOU
KOpnopamueHou cemu Ha 0ase Mexcemesolx IKpaHos.
HIpixaanes PI. O6 oaHOM MeToJe 9DKpaHMPOBaHM
MyAbTHKACT-Tpadpuika BO B3aMOYBSI3aHHBIX KOpIIOpa-
TUBHBIX MHQPOPMaLVIOHHBIX IIPOCTPAHCTBAX /l
Vndpopmanmonnsie TexHoaormu, 2006, No 8, c. 36-40.
[Ipedrazaemcs — memod — aKpaHuposaHus — MYADMUKACH-
mpaduxa 60 63AUMOYEA3AHHDLX KOpnopamueHuvlx
UHPOPMAYUOHHDIX NPOCMPAHCMEAX HA 0CHO6E MEXKCemesozo
akpara. B ocrosy memoda noroxerna cmpyxmypa SOCKS,
Komopas A6Asemcs 00HUM U3 peuleHui.
Abayaaaesa ®./. KomI1a1eKcHBIN TOAX04 K 00ecIiedeHIIO
OesonacHocTy MHGPOPMAIMOHHON cucTemsl «Haceaenne
n wmurpanys» / MaTepuaasl  MeXXAYHapOAHOM
Hay4JHO-TeXHI4ecKoyi KoHdepennum «Hayka mu
oOpasoBanme-2006», Mypmanck, Poccus, 4-12 ampeast
2006, c. 99-101.
B Oamnmnou pabome mnpedroxen KOMNAEKCHOIL 100X00 K
peuienuto  npodAeMvl  0e30nAcHOCMU  UHPOPMAUUOHHOTL
cucmemor «Haceaenue u  muzpayus», 20e npaxmuvecku
At00as mexHu1eckas npooAema amoil cucmemol He 1000aemcs
00HOCIOPOHHEMY PeUteHUto.
OTpixaames P.I. IIpoGaembl ®KpaHMpOBaHMUS B3aUMO-
YBsI3aHHBIX KOPHOpPaTUBHBIX MHQPOPMaIIIOHHBIX
pocTpadcTB /  Marepmaabl  MeXAYHapOAHOM
13



23.

KoHpepenimnm  «IIpobaeMbl  KUOepHeTHMKM U
nHpopMaTukmm», baky, 24-26 oxTsa0ps 2006, Tom 2,
c. 43-46.

Paboma nocssuena éonpocy obecneueHus uHGOPMAayuoHHOU
besonacrocmu 63AUMOYBASAHHDIX KOpnopamueHuvix
ungpopmayuonnvix npocmparncms (BYKUII). Aras  amozo
npedAazaemcs. NPUMEHAMob MexXHOA0ZUt0 IKpaHuposarus. B
pabome mnposodumcs anarus dkpanuposanus BYKUII u
0003Hauervl 0CHOGHblE NpoOreMbl. A peuienus npoOAembl
axparuposarus BYKWII npedaosxeriot memodvl u M0deAu.
Kepumosa /A.0. O6 ogHOM MeToJe KaacTepu3alun
ceTeBOro Tpaduka A1s1 OOHaPy>KeHNsI HEKOTOPBIX TUIIOB
yIpO3  KOPIIOPAaTUBHBIM  ceTsiM /  Martepuaasbl
MeXAyHapOAHOM KOH(pepeHII «[IpoGaemsbr
KMOepHeTHKNI 17 HPOPMaTHUKID, baxy,
24-26 oxTsa0pst 2006, T. 2, c. 35-38.

B mamepuare  paccmampusaemca — paboma  MOOYASL
KAacmepusausl, 8OIIOAHEHHAS Kax omdervbHas
PYHKUUOHANDHAL KOMNOHeHMA 8 npedroKeHHOM
aApXUmMeKmypHom 1nooxode co30arus cucmem 00HAPYXKeHUs
smopxenuti. Ilpedrazaemes memod oOHApyxXeHUs cemesuix
6MOPXKEHUTL C NOMOULDIO TMOUHBIX Memodos peuieHus 3a0aiu
KAACMepUsayuy Ha 0CHO6e PesyAbmamos aHaAudd OaHHvIX
MOHUTOPUHZA cemu. Dopmyrupytomes o0ujue
npedcmasreHus 0 Kawecmee KAACMEPU3AuUU 6 6ude HOB020

¢yHKL§MOHﬂ]\a, onmumym Komopozo coomeenicnisyem
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25.

HAUAYUWed  KAACMepU3auuu,  NpueooUmcs  AAZ0pUmm
HAXO0XKOEHUS ONMUMAADHO20 KAACTEpA.

Kepumosa /A.5. OO0 o04HOM 10AXOJ4e IIOCTPOEHNS
npoduas KaacTepoB AAs OOHapy>KeHUs aHOMaAuil /
CoopHuk aokaaaos IV mexayHapoaHOM Hay4HO-
npakTmdeckon KoHpepennumn «Eamnaoe mmdopma-
HVOHHOE IIPOCTPAHCTBOY, /HeTIpoIeTpOBCK,
7-8 aexaOps 2006, c. 46-47.

B pabome waaccudpuiyupyromes cemesvle coeOUHeHUS HA
0CHO6e PASAUMHOLX  3HAYeHUL ocobeHHocmell 6 3A20A06Ke
coedureHus. 0Asl BLIA6ACHUS AHOMAAUL. Jaree, onupasicb Ha
Memodvl  Jo0biuu  0AHHBIX:  ACCOUUAMUEHbIE NPAGUAL U
nocaedosaneAbHbvle UACHomivle 3MU300vl, NOCHPoeH NPOPUAb
0Ad KaxX 0020 KAACMEpaA.

Faracullayev R.F. WEB-saytlarin tohliikasizliyinin tomin
olunmas1 {i¢lin boazi tadbirlor haqqinda // Baki
Universitetinin Xabarlori. Fizika-riyaziyyat elmlari
seriyasi, 2007, Ne 2, s. 95-101.

Mogalado  web-sistemlarda  informasiya  tohliikasizliyinin
aktualligina digqat yetirilir, web-saytlarin tohliikasizliyinin
miixtalif saviyyalari hagqinda va web-sistemlarda informasiya
tohliikasizliyinin  tamin edilmasi iiciin  movcud tadbirlor
hagqinda dansilir. Respublikada son zamanlar bas veran web-
sayt hiicumlar1 va bu hiicumlar naticasinda siradan ¢ixarilmis
saytlar bu sahaya digqatin daha da artinlmasimin, elaca da

novbati  hiicumlara  qarst  dayamghli§in ~ daha  da
15
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27.

mohkamlondirilmasinin va tohliikasizliyin giiclandirilmasinin
vacibliyini gostormakdadir. Bu sababdon da web tahliikasizliyi
va onun miixtalif saviyyalarini daha yaxs: anlamaq va miimkiin
tadbirlari  bilmak  vacibdir. Moagalado — homginin ~ web
tohliikasizliyi haqqinda daha atrafli informasiya toplanmast va
an son yeniliklorin alda edilmasi ticiin web istinadlar tovsiyya
olunmusdur.

Mbixaanes PI. OO0 oaHOIl MOgeaym BDKpaHUPOBaHU
B3alIMOYBSI3aHHBIX KOPIIOPaTUBHBIX MH(OPMaIMIOHHBIX
IIPOCTPAaHCTB C UCIOAb3oBaHMeM ceteir Ilerpm //
TeaexommyHnukarmm, 2007, No 1, c.41-44.

IIpedroxera ModeAb  IKPAHUPOSAHUS  63AUMOYEASAHHBLY
KOpnopamueHuvlx UHPOPMAYUOHHIX npocmparcme
(BYKUII). Ars modeauposanus ucnorbsoéanvl cemu Ilempu.
Cemu Ilempu xopouio 100x004m OAsL MOOEAUPOSAHUS CUCTIEM
akpanuposarus — BYKWUII,  xomopvie  npednucoisatom
NOAUMUKY — KOHmMpoAs — docmynd — HA — OCHO6E — NPAGUA
Purvmpayuu. [Tocmpoetitias MO0eAb MooKem
UCNOAD306AMNDCS OASL UMUMAUUY U MECTUPOSAHUS CUCITIEMDL
akpanuposarnus  BYKUII u  nposepxu  xoppexmmocmu
noAumuxu 0Oesonacrocmu, ocyujecmeasiemvix eto. Modeao
MoxXem 0blmb MAK Ke UCNOAD306AHA KAK O0CHO6A OAd
npoexmuposanus cpedcme AHAAUSA CUCTHEM IKPAHUPOSAHUS
BYKNII

Abdullayeva F.C. Milli informasiya infrastrukturunun

ohali ve  miqrasiya seqmentinde  informasiya
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tohliikasizliyinin tomin edilmasi / “Riyaziyyatin tatbiqi
masalaleri ve yeni informasiya texnologiyalar1”
respublika elmi konfransi, Sumqayit, 26-27 noyabr 2007,
s. 211-213.

Mogalads  Azarbaycan Respublikasimin  Milli  informasiya
infrastrukturunun asas hissasini tagkil edon va shali haqqinda
fordi malumatlarim toplanmasini  hayata keciron ahali va
miqrasiya seqmentinin (sisteminin) tohliikasizliyinin tamin
edilmasi iiciin sistemin istifadacilorinin autentifikasiyasin
hayata keciron informasiya tahliikasizliyinin tomin edilmasi
sisteminin arxitekturas: islonmisdir. Ohali va miqgrasiya
sisteminin  tohliikasizliyinin  tomin  edilmasi maqgsadi ila
informasiya tohliikasizliyi arxitekturasi Olkado yaradilacaq
elektron imza mexanizmindan istifada etmaya imkan veran agiq
acarlar infrastrukturunu tatbig etmoklo yaradilmisdir. Bunun
iiciin “Ohali va miqrasiya” informasiya sistemini tagkil edan
resurslarin  garsihgl  alagasina  kliyent-server sistemi kimi
baxilmig. Burada kliyentlor miivafiq rollara asasan, serverlarda
yerlasan informasiya resurslarina miiraciat etmok hiiquglarina
malik olurlar. Istifadacilarin hagigiliyinin yoxlanmasina xidmat
edon autentifikasiya prosesi raqamli sertifikatlarin komayi ila
hayata kecirilir.

Oliquliyev R.M., Faracullayev R.F. Web sistemlords
informasiya tohliikasizliyinin tomin olunmasi {igtin boazi

metodlar haqqinda / “Riyaziyyat, mexanika vo
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informatikanin  miiasir problemlari” beynalxalq
simpoziumun tezislari, Naxcivan, 2-3 noyabr 2007, s. 16.
Respublika Prezidenti tarafindon  Azarbaycanda IKT-nin
inkisaft va iimumilikda olkanin davamli inkisafina giiclii tokan
veran, onun hoartarafli toraqqisina xidmot gdstaran miihiim
ohamiyyatli dovlat programlar: va qararlar, qanun va normativ
aktlar gabul olunmusdur. Comiyyatin miixtalif sferalarimin
informasiyalasdirilmasint - nozorda  tutan  “Azarbaycan
Respublikasinda rabita va informasiya texnologiyalarimin
inkisaft iizra 2005-2008-ci illar iiciin Dovlat Programi”ni —
Elektron Azarbaycan programini rahbar tutaraq demak olar ki,
Respublikada web-sistemlara ehtiyac getdikca artacaq. Burdan
goriindiiyii kimi, web-sistemlarda informasiya tahliikasizliyi
olduqca shamiyyatli va aktual masaladir.

Imamverdiyev. ~ Y.N.  Biometrik  texnologiyalarin
tohliikesizliyi / “Elm ve tahsilde informasiya-
kommunikasiya  texnologiyalarinin  tatbiqi”  II
beynalxalq konfransi, Baki, 1-3 noyabr 2007, I Kkitab,
s. 831-832.

Biometrik texnologiyalar anonavi audentifikasiya vasitalori ila
miiqayisada bir swa iistiinliiklora malik olsalar da onlarin
tohliikasizliyi  yetarinca tadqiq olunmamusdir. Biometrik
texnologiyalarin  praktik totbiginda meydana ¢ixan asas
problemlar,  konkret  texnologiyalara yonalon  tahdidlor,
hiicumlarin spesific novlari va biometrik texnologiyalarin

tohliikasizliyinin qiymoatlandirilmasi masalalari arasdirilir.
18



30.

31.

32.

Imamverdiyev Y.N. Informasiya tahliikesizliyi kursunun
todrisi / “Riyaziyyatin totbiqi masalalari vo yeni
informasiya  texnologiyalar1”  respublika  elmi
konfransi, Sumqayit, 26-27 noyabr 2007, s. 250-251.
Moruzada Baki Dévlat Universiteti Totbiqi riyaziyyat va
kibernetika fakiiltasinin bakalavr pillasi IV kurs informatika
ixtisast talabalori idiciin 2007-ci ilda aparilmis “Informasiya
tohliikasizliyinin  asaslart”  kursunun tacriibasi haqqinda
malumat  verilir.  Kurs informasiya  tahliikasizliyi  va
kriptografiyaya genis giris vermakla vacib baza konsepsiyalar
va metodlari ahata edir.

Imamverdiyev Y.N. Milli CERT yaradilmasina marhalali
yanasma modeli / “Riyaziyyatin tatbiqi masalalari vo
yeni informasiya texnologiyalar1’” respublika elmi
konfransi, Sumqayit, 26-27 noyabr 2007, s. 252-254.

Milli informasiya fozasinda bas veran miixtalif informasiya
tohliikasizliyi insidentlorina vaxtinda reaksiya verilmasi va
onlarmn qarsistmin alinmasi, tahqiq olunmast digiin  Milli
CERT-in yaradilmas: marhalalari va har marhalada hall edilmali
olan masalalar miizakira edilir va konkret tokliflar irali siiriiliir.
Imamverdiyev Y.N. Derakshandeh S.A. Miirokkeb
sistemlorde  informasiya tohliikesizliyi  risklarinin
giymatlondirilmasi / “Riyaziyyatin tatbiqi masalalari va
yeni informasiya texnologiyalar1” respublika elmi
konfransi, Sumqayit, 26-27 noyabr 2007, s. 254-256.
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34.

Informasiya tahliikasizliyinin tomin edilmasinda informasiya
tohliikasizliyi risklarinin analizina va onlarin idara edilmasina
miihiim rol ayrilir. Informasiya tohliikasizliyi risklarinin
qiymoatlondirilmasina movcud yanagsmalar analiz edilir. Qeyri-
salis montiq asasinda miirokkab sistemlorda informasiya
tohliikasizliyi risklarinin qiymotlondirilmasi iiciin model toklif
olunur.

Kepumosa /1.9. O0 04HOM apXUTEKTypHOM II0AXOJe K
CHHTe3y WHTEeAAeKTyaABbHBIX CHCTeM OOHapPY>KeHILI
sropxeanit  /  “Elm  vea tohsilde informasiya-
kommunikasiya  texnologiyalarinin  tatbiqi” II
Beynalxalq konfransi, Baki, 01-03 noyabr 2007, I kitab,
s.73-75.

B pabome npedcmasrer HO6bLI apXumexmypHvli 100xo0 «
CuHmesy  UHMEANeKMYAADHBIX — cucmem  00HapykKeHus
smopxeruit (COB) xak c¢ AéHblMuU, max u ¢ HeA6HLIMU
cuzHamypamu, KOmopulii 10360AUM pacuLupumo
Pyrxyuonarvrvie 6o3moxrocmu  cyuecmeytoujux COB.
[Ipedcmasrera  pearusosanmas 6 moil  apxumexmype
MYADMUMOOYALHASL cUCema 00HAPYKeHUS 6MOPHKeH .
Kasumos T.I.,, Maxmygosa I.A. VupopmaumoHHas
MAeHTU(UKAIIMOHHAsl CUCTeMa pacllOo3HaBaHUA AI0Jei
rio porontoprperam // Teaekommynukany, 2008, Noll,
c. 22-25.

Ara pacnosnasanus Auy, (00eKmos, CuzHAA08, CUMYAUULL U

coovimuil) — UCNOAL3YIOMCS  MHOOUUCAEHHbVIE — pecypcol
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yeaoseueckozo mosea, 6 mom uucae, 10-12 muaruapdos
Heliporos. B pesyrvmame wezo Atodu pacnostatrom opyz dpyea,
C 00ADWION CKOpOCHIbIO WUmarom u3danHvle U pyKonucHvle
meKcmbl, HA YAULE 6 CAOKHOLLX YCAOGUSX 600AM MAULUHDL,
00pabamuvieatom Jdemaru 6 KoHeeilepax, pacuiuPposvbiearom
napoAu  aspokocmuveckux — gomoepaduii.  Pacnoznasarue
yero6exKa MO AULY U 6b100p €20 NPU3HAKOS OCHOGbIEAEHCS HA
unmyuuuy. B asmomamusayuu  Mmuozux 3adaw, Kax
PASAUMUTNEALHVIL NPUSHAK OASL PACNO3HABAHUS, O4eHb CAOKHO
UCNOAL306aMb UHPOpMAMuUsHvie daHHbvle.

Abayasaesa P.J. Metos BBIMMCAGHNS BepPOSTHOCTU
OTKa30yCTOVYNMBOCTU U HaAE€XXHOCTY MH(OPMAIIVIOHHOI
cucremsl "Haceaenne n murpanus” // Bormpocs! 3amyTbt
nHpopManym, No 2, 2008, c. 49-52.

[Ipedroxert memod 6viuUCAeHUS O0MKA30YCMOUNUEOCIU U
HAJeXKHOCMU  paACHpedeAeHHOl UHPOPMAUUOHHOT CUCHIEMDBL
(MC) "Hacerenue u muzpayus”. Omxasor cepeepos VIC
"Haceretue u muzpayus”, S6ASIOULUXCS  HE3AEUCUMBIMU
odur om 0py2020, MOOJeAupytomcs Kak pacnpedereHue
Ilyaccona ¢ unmercusiocmoto 1. Arg  eoruucaeHus
OMKA30YCMOUMUSOCIU U HAJEXKHOCTU UCNOAD306AH CHOCOO
pesepsupyemocmu  00vekmos. Pesepsuposanue 6 0anHoMm
CAYUae 6b1ZASL0UM KAK nepeHanpasierue nosmopHvlx 3anpocos
noAvsosamereti Ha arvbmepHamusHoil  cepéep. IIposeden
YUCACHHBLI pacuem BOIUUCAEHUSL seposimHocHu

omxkasoycmotiuugocmu VIC “Hacereriue u muzpavus”.
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38.

Abdullayeva F.D. On One Model of Access
Differentiation to Resources of Information System
“Population and Migration” by using Petri Nets //
Journal of Automation and Information Sciences, 2008,
vol. 40, iss. 9, pp. 69-74.
The analysis of properties and possibilities of social networks is
performed. The possible relations between personal data in the
environment of the distiributed information system
“Population and migration” is presented. The example of
calculation of the neighborhood relation between the personal
data is given.
Imamverdiyev ~ Y.N.  Informasiya tohliikesizliyi
miitoxassislorini sertifikatlagsdirma sistemlari /
“Informasiya sistemlori ve metodlarin harbi-doniz
kadrlarinin  hazirlanmasinda  rolu”  elmi-praktik
konfrans, Baki, 2008, s. 129-134.
Informasiya tohliikasizliyinin tomin edilmasi sisteminda bu
saha tizra ixtisaslasan miitoxassislorin hazirlanmast miihiim
yer tutur. Informasiya tohliikasizliyi sahasinda miitaxassislarin
hazirlanmasinda ali moktablorlo yanast bir sira beynalxalg
konsorsiumlar wva sirkatlor da ahamiyyatli rol oynayirlar.
Tagdim olunan isdo beynalxalq konsorsiumlarin bu sahadaki
faaliyyati va miivafiq sertifikatlasdirma sistemlari analiz edilir.
Abdullayeva F.D., Imamverdiyev Y.N., Musayev V.Y,
Wayman J.J. Analysis of Security Vulnerabilities in
Biometric Systems / Proceedings of the 2nd
22



39.

International Conference “Problems of cybernetics and
informatics”, Baku, 10-12 September 2008, vol.l,
pp. 60-63.

Biometrics is a rapidly developing branch of information
technology. Biometric technologies are automated methods and
means for identification based on biological and behavioral
characteristics of an individual. There are several advantages of
biometric technologies compared to traditional identification
methods. To take adequate measures against increasing
security risks in modern world, countries are considering these
advantages and are shifting to new generation identification
systems based on biometric technologies.

Derakhshandeh S.A., Imamverdiyev Y.N. Fuzzy majority
modeling of information security risks / Proceedings of
the 2nd International Conference “Problems of
cybernetics and informatics”, Baku, 10-12 September
2008, vol. 1, pp. 64-66.

Management of information security is grounded on the
analysis and evaluation of information security risks. At
present, there exist a number of standards (ISO 27001, NIST,
MITRE), approaches and many instrumental means based on
them (COBRA, CRAMM, MethodWare, RiskWatch,
Avangard, GRIF), for evaluation of risks of information
security. Risks evaluation based on fuzzy logic allows
substituting the approximate schedule estimation for adequate

modern mathematic methodology on the problem concerned.
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40. Kazimov  T.H.,, Mahmudova Sh.]. Information

41.

identification system for identifying people by portrait
photos / Proceedings of the 2nd International
Conference “Problems of cybernetics and informatics”,
Baku, 10-12 September 2008, vol. 1, pp. 204-207.

Manifold resources of human brain including 10-12 billion
neurons are used for identification of peoples’ faces (objects,
signals, situations and events). It enables people to identify
each other, read printed and handwritten texts with high speed,
to drive cars in the street in complicated situations, process
parts in assembly lines, decode aero cosmic photos. Choice of
features for recognizing a human by his face is based on
intuition. In automation of many tasks such as choice of the
discriminating feature for recognition it is very difficult to use
the factual information.

Shikhaliyev R.H., Imamverdiyev Y.N., Musayev V.Y,
Wayman J.J. Analysis of the biometric systems security
evaluation methodologies / Proceedings of the 2nd
International Conference “Problems of cybernetics and
informatics”, Baku, 10-12 September 2008, vol.l,
pp- 71-74.

One of the problems of biometric systems is certification on the
basis of international standards issued by various biometric
technologies. The paper analyzes the evolution methodologies

for certification of biometric systems.
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43.

Oliquliyev R:M., Mahmudov R.S. Informasiya asililig
problemlari vo onlarla miibarizo yollar1. Ekspress-
informasiya. Informasiya comiyyati seriyasl.
“Informasiya Texnologiyalar1” nagriyyati, 2009, 64 s.
Ekspress-informasiyada  informasiya camiyyoti  soraitinda
xtisusi aktualliq kasb edon informasiya asililigr problemi
arasdirilir.  Addiktologiyanin  yeni tadgiqat sahasi olan
informasiya asihliginin yaranma sabablori, xiisusiyyatlori va
dogurdugu fasadlar gostarilir. Internet-asililigin tibbi-psixoloji
profilaktikasi, usaglarin bu tahliikadon qorunmasi, habela bu
problemlarlo miibariza sahasinda beynalxalq tacriiba tadgiq
edilir, yeni toklif va tovsiyalar irali siiriiliir.

Aaryames P.M., Vimamsepaues JSLH. Mycaes B.JL
Metoapl OoOHapy>KeHUsI >KMBY4eCTU B OMOMeTPUYeCKUX
cucremax // Bompocsr 3ammrel mHpOpManym, 2009,
Ne3, c. 16-21.

Memodor o0Hapyxenus Xusyuecmu A6ALIOMC  6AKHBIMU
Mepamu npomue0deticneus parvcuduxauu
Ouomempuveckux — xapakmepucmux. — Imu  Memodvl
AGMOMAMUYECKU — ONpedeAsiion, —4mo Nnocmynarouui. 6
Ouomempuueckyto  cucmemy — Ouomempudeckuil — o0pasey
npunaAm om xueozo werosexa. OnyoAUK06aHO CPASHUMEADHO
MANO  PE3YALMAMO6 UCCACIO6AHUL IPPeKMUSHOCTNY  IMUX
Mep, NO0IMOMY MNOALIOAMEAU OUOMEMPUHECKUX CUCTEM
écmpeuaromes ¢ mpyoHocmaAMu  npu  6vibope  memooa

O5Hﬂpy}K€Hu}l Kuesyvecmu, omeeuarouLeco mp€5060HM}l.M
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besonacrocmu. Anarusupytomcs  memodvl  00HApYKeHUs.
Kugyuecmu OAsL pasHOLX OUOMEMPUHECKUX XAPAKMEPUCTIUK,
YKA3bI6aA10MCA  HANPAGACHUS OAADHEUULUX UCCAO06AHUL 1O

Memodam 00HAPYKeHUS KUBYHeCH.

. Abdullayeva F.J. On One Method of Constructing

Relations between Personal Data in Social Networks //
Journal of Automation and Information Sciences, 2009,
vol. 41, no. 1, pp. 69-74.

The analysis of properties and possibilities of social networks is
performed. The possible relations between personal data in the
environment of the distiributed information  system
“Population and migration” is presented. The example of
calculation of the neighborhood relation between the personal

data is given.

45. Aaryanes P.M., Vimamsepanes f.H., Abayaaaesa ..

BexTop aTtakm 1 3alMTHBIE MePhI IIePCOHAABHBIX AaHHBIX
/  Martepuaapr III MeXayHapOAHOV  HAyJIHO-
IIPpaKTIIeCKOn KOH}epeHIIN «AKTyaabHbIe
npo0aeMbl 0Ge3omacHOCTH MH@OPMaLIMIOHHbBIX
TexHoaorm», Kpacnosapck, 9-11 cenrssOps 2009,
c. 111-115.

Paccmampueaemcs  npobdrema obecneverus 0OesonacHocmu
nepconarvrolx dannolx. Vlsaazaemcs nonsmue  sexmopa
amaxuy nepcoHAAbHBIX OAHHDIX MeXHUYeCK020, PU3U1ecKozo u
COUUANDHO-UHKeHepHoz0  xapakmepa. Ilonamue «kpaxa

JAHHBIX» ONucvbieaemcs Kax pearvHasi Yyzposa UWUpoKoZ0
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UCNOAD306aAHUS NepcoHAAbHbLX dantbix. Ha ocrose memoduru
ynpasAeHus puckamu npeorazaemcs. 1ooxod K CHUXEHUIO
PUCKOE KPAX NEPCOHANDHDLX 0AHHDLX.

Oliquliyev RM., Mahmudov R.S. Internet fenomenina
coxaspektli baxis. Ekspres-informasiya. Informasiya
comiyyoti  seriyast. “Informasiya  Texnologiyalar1”
noagriyyati, 2010, 96 s.

Kitabda Internet sabokasina texnoloji va sosial-humanitar
aspektlordan miixtalif baxislar sarh edilir. Internetin tasiri
naticasinda  amoayin  transformasiyasi,  virtual — amok
miinasibatlorinin  formalasmas1  kimi masalalor ~ arasdirlir.
Qlobal sabakanin elm va tahsil sahalarina gatirdiyi imkanlar,
yeniliklar, bunlarin naticasinda formalasan elektron elm wva
tohsil miihitinin  ohamiyyati  gostorilir. Moadoni  sferada
Internetin imkanlar: hesabina 2lda edilon iistiinliiklor, bir sira
ananavi  problemlarin  halli  imkanlar1  analiz  edilir.
Istifadacilarin Internetda etik normalara amal etmalari ila bagh

problemlar arasdirilir.

47. 9liquliyev. RM.  Mahmudov R.S. Internetin

tonzimlonmasi  problemlari. Ekspres-informasiya.
Informasiya comiyyoti seriyasl. “Informasiya
Texnologiyalar1” nesriyyati, 2010, 115 s.

Tadgiqat isinda Internetin  tonzimlonmasi  zarurati va
problemlori  arasdirilir.  Miivafiq  tonzimloma  sahasinda
beynalxalq tasabbiislor, qabagcil olkalorin  tacriibasi analiz

edilir. Tonzimloma zamani tatbiq edilon iisullar, hiiqugi
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49.

mexanizmlar va yurisdiksiya masalalori oyranilir. Homginin
Internetla  bagli  digor  problemlor — soxsi  hayatin
toxunulmazligr va fordi malumatlarin qorunmasi, domen adlar:
sisteminin  idara  edilmasi,  provayderlorin  hiiquqi
masuliyyatinin  miiayyonlasdirilmasi,  kibercinayatkarhgla,
spamlarla miibariza, intellektual miilkiyyat hiiquglarinin
qorunmast, elektron kommersiya foaliyyatinin tonzimlonmasi
masalalari tadgiq edilir.
Oliquliyev. RM., Mahmudov R.S. Internet miihitinde
intellektual ~ miilkiyyat  hiiquglarinin =~ gorunmasi
mosalalori. Ekspres-informasiya. Informasiya comiyyati
seriyasi. “Informasiya Texnologiyalar1” nasriyyati, 2010,
60 s.
Ekspress-informasiyada  Internet  miihitinda  intellektual
miilkiyyat hiiquglarimin qorunmas: problemlarina va onlarin
tanzimlonmasi masalalorina baxilir. Bu istiqgamatda movcud
olan miixtalif yanasmalar, ziddiyyatli magamlar, beynalxalg
hiiquqi normalari, qabaqcil Olkalarin  tacriibasi arasdirilir,
catismazhglar tohlil edilir. O ciimladon miidllif hiiquglar1 va
alagali  hiiquglarim  qorunmas:, bunun iiciin tatbiq edilon
texnoloji vasitalorin hiiquqi problemlari, miivafiq hiiquglarin
gorunmasinda Internet-provayderlarin masuliyyatinin
miiayyan edilmasi masalalari analiz olunur.
Oliquliyev R.M., Imamverdiyev Y.N. E-dovlatin
informasiya tohliikesizliyi: aktual todqiqat istiqamatlori //
Informasiya Comiyyati Problemlari, 2010, Ne 1, s. 3-13.
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51.

E-dovlat quruculugunda qarsiya ¢ixan an vacib va an ¢atin
masalalordon ~ biri  e-dovlatin  etibarli  informasiya
tohliikasizliyinin tomin edilmasidir. Todqigat isinda e-dévlatin
informasiya tahliikasizliyinin idara edilmasi iizra aktual elmi-
tadqigat problemlori miiayyon olunmus va onlarmm miiasir
vaziyyati  analiz  edilmisdir. ~ E-dovlatin  informasiya
infrastrukturuna yeni tohdidlor, tahdid aktorlarinda bas vermig
keyfiyyat  dayisikliklori  otrafli analiz  edilmis, anonavi
tahliikasizlik modellarinin e-ddvlat kimi miirakkab obyekta
tatbiginda meydana ¢ixan asas ¢atinliklor gostarilmisdir.
Imamverdiyev Y.N. Derakshandeh S.A. Informasiya
tohliikesizliyi risklorinin optimal idare edilmasi modeli
vo onun genetik hoall alqoritmi // Informasiya
Texnologiyalar1 Problemlari, 2010, Neo 2, s. 36-46.
Informasiya tahliikasizliyi risklarinin optimal idara edilmasi
iiciin riyazi model taklif edilir. Risk amillarinin parametrlari va
tohliikasizlik ~ mexanizmlarinin  effektivliyi  qgeyri-salis
mansubiyyat funkiyalar: ila ifada olunmusdur. Toklif edilmis
model  wverilmis  biidco  daxilinda ~ qalig  riskin
minimallasdirilmas:  iiciin  tohliikasizlik  mexanizmlarinin
optimal secilmasi masalasini  hall edir. Optimal secim
tamqgiymotli programlasdirma masalasi kimi formaliza olunmus
va onun halli iiciin genetik alqoritm taklif edilmisdir.
Mahmudov R.S. Internetin toenzimlonmasinin aktual
masalolori // Informasiya Comiyysti Problemlari, 2010,
Ne1,s. 51-63.
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Mogalads  internetin  tonzimlonmoasinin aktual problemlori
aragdirihr. O ciimladon  Internet-yurisdiksiyanin  miiayyon
edilmasi, saxsi hayat sirrinin va fordi malumatlarin gorunmas,
Internet-provayderlorin - masuliyyatinin - miiayyon edilmasi,
domen adlar1 sisteminin idara edilmasi, spamlarla miibariza,
virtual ~ mokanda  intelektual — miilkiyyat  hiiquqlarinin
qorunmasi,  kibercinayatkarliq,  elektron — kommersiyanin
tanzimlonmasi iiciin Internetin tonzimlonmasinin zaruriliyi
asasindadir.

Aaryaues P.M., Vimamsepaues f.H. Aepakmange CA.
[TyTy TIOBBIIIEHMSI TOYHOCTVI METOJOB OIIEHKN PIICKOB
napopmanmoHHon Oe3omnacHoctu // VHpopmanmoH-
Hble TexHoaorum, 2010, Ne 12, c. 6-11.

ITpuseden cpasHumervHblll AHAAUS CYULECEYOULUX 1100X0006
K ouenke puckos undopmayuornoi Oesonacrnocmu (VDb).
Tpaduyuortivie nodxodor x ouerke puckos Mb oasupyromes 6
0CHOBHOM HA KAYECMEEHHDLX OUeHKAX, KOmopole SA6AAI0MCs 6
6blICOKOU  cmeneHu  cyOvexmueHvIMU U He 00Aadatom
Heo0xX00UMou docmosepriocmoto.  Jag  paspabomxu
adexeamHvlx Moderei OUeHKU PUCKOS Heo0X00UMO yuecmb
npupody HeonpedeAeHHOCHU. Anarusupyromes
6epoSMHOCHIHbLIL, HeuemKo-MHOXKeCEeHHbLI U IKCHepmHolil
noodxodvl K MOJCAUPOSAHUIO  PASAUMHLIX — MUN0E
neonpedeaetitocmeti 6 konmekcme Vb. Cmpyxkmypuposativl

OCHOBHUVIE npeumyuiecmea u Hedocmamxu Mmemooos oueHxu
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54.

pucxos Vb na octose amux nodxodos u HameweHvl 6axHbvle
HANPAGAEHUS UCCA)06AHUTI 6 21Ot 00AACHIU.

Aaryaunes P.M., Vimamsepaues f1.H., Mycaes B.JI. Metog
ycnaeHus ©Oe30I1acHOCTM OMOMeTpUYeCKMX CHUCTeM C
IIOMOIIIBIO BOASIHBIX 3HakoB // Bompocel 3ammTer
nHopmany, 2010, No 6, c. 24-28.

Xpanernue duomempuueckou UHGOpMayuu 6 sude uabAoHOS 6
0asax JaHHDIX U nepedadua no He3AUUUeHHLIM KAHAAAM OAS
CpasHeHus. mpe0yrom obecneveHusl besonacHocmu
Ouomempuveckux cucmem 00Aee HAJEKHBIMU CPeOCTNEAMU.
IIpedroxerivt déa eapuarma memooa 600AHLIX 3HAKOS, OHU
MOZYym 3aHAMb 6AXH0e Mecmo 6 aujume OUOMEMpPUecKoll
ungopmayuu  0es  wugposarus. B nepsom  memode
u300paxenue omneuamrxos NAAvles CKpovleaemcs 6 0pyom
u300paxeruu, 60 6mMopom — 00uH OUOMempudecKuil oopasel,
(omneuamxu naivies) cKpoLéaom 6 dpyzom
Ouomempuveckom  o0pasue (usobpaxerue Auua), amo
no3soAsdem obecnevumv 0Ooree aPPexmueHvitl U HAKHBLI
npouecc udeHmuPuKayuu.

Aaryaues P.M., Vimampepanes SL.H., Jepakmange CA.
Onenka pucka wuHPOPMaAIMOHHON Oe30IacHOCTU  C
ucroAb3obaHneM ceteit baiteca // TeaekomMmyHMKarmm,
2010, No 6, c. 30-34.

VYnpasaenue uriopmayuortoir Oesonactrocmvio mpebyem
mouroe onpedererue puckda. B amoii pabome o0ocrosaro

ucnoAvosarue  cemeil  batieca  0Afl OUeHKU  PUCKOG
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56.

unpopmavuontoi besonacrocmu. A bI4UCACHUSL YCAOGHDLX
seposimHocmen npedroxer nodxod HA 0CHO6e Jdepesves amax
Kkax cneyuarvrvix cemei batieca. Cemu Batieca nossorstom
appexmusroim  00pazsom  00beOUHUMb  UCHOpUUeCcKUe
KoAuuecmeentvie dannvle ¢ kavecmeertomu. Cyujecmesyem
603MOXKHOCD UCTOAL3O6AHUS YCAOBHDIX 6€pOAMHOCHEll OAS
yuema 63auMHOU 3asucumocmu yassumocmeii. IIpedroxena
maxxe M0JeAb UCNOAb306aHUs cemeli batieca 0As oueHKu
yuiepba om codvimuil UHGOPMAaYUOHHOLU 0e30nACHOCHIUL.
Aaryaues P.M., Vimamsepaues f.H. Aepakmange CA.
CpaBHUTEABHBINI aHAAU3 METOAOAOIMII  YIIPaBAEHMS
pucKkamu MHQPOPMaIIIOHHON Des3oracHoCTI //
Azarbaycan Milli Aerokosmik Agentliyinin Xabarlari,
2010, No 2-3, s. 77-85.

B pabome  npedroxena  cucmema  Kpumepues — OAd
CPABHUMEALHOU OUEHKU MemOJOAOZUTE YNPAGACHUS PUCKAMU
ungopmayuonrou  0esonacrocmu.  Jrs Kpumepues
npedaazaromcs Aezko ouerusaemole mempuxu. IIpusodumes
oueMka U  cpasHeHue HEKOMOPLIX — PaACNpocmpaHeHHbLX
MeMOoJOA0ZULL YNPABACHUS PUCKAMU.

VmamBepauieB SI.H. Metoa O110MeTprYecKoro
XBIIMPOBAHMN Ha OCHOBe OPTOTOHA/ABHBIX
IpeoOpa3oBaHUIl A4Sl 3allUTBl  OMOMETPUIECKUX
mada0HoB // Bompocsl 3amutel mHpoOpmanmy, 2010,
No 4, c. 18-22.
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Besonacrocmv buomempueckux uadA0Ho6 SA6ALeNncsl 6aXHOL
3adaveti, max Kax CKOMNPOMeMuposaritvle OuoMempuieckue
ULAOAOHBL  HE603MOXKHO AHHYAUPOSAMDb, U He3aujuujeHHbvie
Ouomempuveckue — WAOAOHBL — NPUOIAmM K puckam
KOHPUIEHUUANDHOCTIU  NEPCOHAADHBIX JanHblx. B pabome
npeoAazaemcs. memood OUOMEempULeckoz0 Xeuluposanus OAs
3AUUMol OUOMEMPULECKUX UAOAOHOE OMNedamKos narbles.
C  ucnorvsosariuem HeuHeepmupyemuvix —npeoopasosaHuil
u300paXxenus omneuamxos naiviyes npeodpasyromcs 6
cAyuatirvle cmpoxu 0umos. Ilpedrazaemulii memod no360Asem
6OINOAHUMDb  cpaGHeHue  OuomMempuveckux wabAoHos 6
npeodpas06arHoM npocmparcmee.

Parmmos D.P. Mexanusm Bepudukanum 0e301acHOCTH
IIPOTPaMMHBIX CPeACTB, (PYHKIIMOHUPYIOLIINX B CHCTEMe
3amuTel  MHPOpMaUUM  KOPHOpaTMBHBIX — ceTenr //
Bormipocs! samuter madgopMmar, 2010, No 4, c. 37-40.
[Iposedert anarus cyujecmsyroujux Hedocmamkos KaxK 60
SHYymMpeHHUX  apxumexmypax, maxK U 6  Cepeucax,
1pedocmasAsemoLx npozpamMMHLIMU cpedcmeamu
PYHKUUOHUPYIOWUX 6 CUCHeMe 3SAuumvl  UHPoOpMayuu
Kopnopamuenvix cemeti. Onpederena Mempuxa CAOKHOCHIU
noucka Hedocmamkos 6 npozpammHulx cpedcmeax. Ha ocrose
U3YUEeHUS CYuecmeyouux u npuodpemenHolx Hedocmamios 6
NPOZPAMMHULIX CPeICHBAX KAK 60 6peMsl IKCHAYAMAayuu, max
U Ha cmaduu NpoeKmuposaHus Npeoroker MexaHusM

sepudurayuu  0e30nacHocmu  NPOPAMMHBIX  Cpeocms,
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COCMAGASIOUUX — OCHOBHYI0  AUHUIO  CUCTIEMbL  SAULUTIDL
UHPOpMAU UYL KOPOPAMUSHBIX cemei.

Parumos D.P. O6 ogHoM mnoaxode K 0e30IMacHOCTI
IIpOrpaMMHBIX CPeACTB B CHICTeMe 3alUThl MHPOpMaIINI
KopriopaTusHeIX ceTeil // TeaexommyHmkarmm, 2010,
Ne 12, c. 20-24.

B dantnou pabome nposeder aHAAUS CYUECTEYIOULUX Mem0)06
BOIIGACHUS.  IACMEHMO8  YASGUMOCHU — KAK 6  K004X,
SHYMpeHHUX  apxumekmypax, max U 6  Cepeucax,
1npedocmasAsemulx npozpamMMHbIMU cpedcmeamu
PYHKUYUOHUPYIOWUX 6 CuCHeMe Saujumvl  UHPopmayuu
KopnopamueHvix cemeii. Onpederena Mempuxa CAOKHOCHU
noucka ysaseumocmeti 6 npozpammuoix cpedcmeax. Ha ocrose
UsyueHus CyuLeCmsyouux u npuodpemerHvIx ysa36umocmei 6
NpOZPAMMHBIX  Cpedcmeax npeorokKeH MexaHusm mnoucka
IMUX  YA3BUMOCHIEL,  COCMABASIOUUX — OCHOBHYI0  AUHUTO
cucmembl 3auyumovl UHGOPMALUU KOPHOPAMUGHVIX cemell.
Parmmos D.P. BrisiBaenme ysaA3BuMOCTell U BBIOOP
IIPOrPaMMHOIO OOecIieueHus AAs CUCTeMbI 3alllUThI
nHpopmManun KOPHIOPaTUBHBIX cerent //
Teaexommynmkanym, 2010, No 1, c. 46-48.

Paccmompena — mamemamuueckas — MO00eAb — 6LIIGACHU
yA3eumocmeil 6 cucmeme  3aujumvi  UHPOpMAUUU
KOpnopamueHvlx cemetl, UCOAL3YIOULetl onpedeerHulil HAOOp
npozpammHozo  obecneveHus 6  UEAAX — Op2AHUSAUUU

Oesonacriocmu.  IIpedroxkena — mempuxa  0AL  OUeHKU
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61.

unPopmayuortot 0e3onacHocmu KopnopamueHulx cemet U
HA 0cHO6e 0aHH020 Nno0X00a YKA3AHbL 603MOXKHOCHU 6bl00pa
npozpamMmmozo obecneuerusl besonacrocmu 0l
KOpnopamueHuvix cemel.
Ilprxaames PI. OO0 ogHONl Mogeau DKpaHUPOBAHUS
B3a/IMOYBS3aHHBIX KOPIIOPATUBHBIX MHQPOPMAIIVIOHHBIX
IIPOCTPAHCTB C Mucroab3osBaHneMm certeir Ilerpm //
Informasiya Texnologiyalar1 Problemlari, 2010, Nel,
s. 19-25.
B cmamve  npedioxena  MmodeAb  IKPAHUPOSAHUS.
63AUMOYBASAHHDIX  KOPHOPAMUSHDLX — UHPOPMAUUOHHDBIX
npocmparicme (BYKUII). Ars mo0eauposarusl UcnoAb306aHbl
cemu Ilempu. Cemu Ilempu xopowio nodxodsm OAsl
ModeAuposanus cucmem axparuposarus BYKHNII, komopuvie
npeonucti6aonm NOAUMUKY KOHMpPOAs 00CMYna Ha OCHOBAHUU
npasur  purompavyuu. Ilocmpoennas — modeAb — Moxem
UCNOAD306ATNDCS OASL UMUMAUUY U MECTUPOSAHUS CUCTIEMDL
axpanuposarnus  BYKWUIT u  nposepxu  xoppexmHocmu
noAumuxu 0esonacrocmu, ocyuiecmersemotii ero. Taxxe ama
MOOeAb  MoxXem 0bllMb  UCHNOAL306AHA KAK OCHO6A  OAdl
npoexmuposanus cpedcme AHAAUSA CUCTHEM IKPAHUPOSAHUS
BYKNII.
Imamverdiyev Y.N., Derakhshandeh S.A. Processing of
Information Security Risks with Ordered Weighted
Averaging Operators // Australian Journal of Basic and
Applied Sciences, 2010, vol. 12, no. 4, pp. 6061-6064.
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One of the processing mechanisms of information security risks
is eduction of risks by using correct selection of counter-
measures against threats.

Olokbarova 1Y. Informasiya miiharibasinin dévlstin
informasiya miihitine tasiri problemlsri haqqinda /
“Elektron hokumoat: Azarbaycanda mnailiyyatlor ve
perspektivlar” I beynalxalq konfrans, Baki, 26-28 aprel
2010, s. 146-149.

Material innovasiya iqtisadiyyatin formalagsmasimin  asas
istigamatlordon biri olan elektron kommersiya sistemlarinin
tagkilati-igtisadi modellarinin tahlilina hasr olunmusdur.
Aaryanes P.M., Azexneposa I1.JI. CereBple aTakm Kak
cpeactsa  BedeHUs  MHQPOPMaLMOHHOM  BOMHBI B
MHTepHeT-cpede / 7-s1 MeXAyHapoaHasi Hayd4HO-
npaKTUiecKas KOH(epeHIs «MaTepHeT-
Oo0pasosanne-Hayka-2010», Bunnuna, 28 ceHTAOpst —
3 okTs10ps1 2010, c. 38-41.

Heobxodumocmv uccaredosarusi 0aHHOU memMbl 8bI136AHA 1MeM,
ymo 6  Hacmosujee  6peMs  Mexz0cyoapcmeeriole,
MEKXHAUUOHANDHBIE KOHPAUKMDL 6Ce uaule npomexarom 6
UHPOpMAUUOHHOTL Cpepe, 2AABHOM 00pasoM 6 2A00AALHOL
cemu Vnmeptiem. Pastoodpasue unGopmayuonHoz0 opyxus
U UHGOPMAUUOHHVIX aAMAK, 0CO0eHHOCMU NOSA6ACHUSL U
npumereHus NOPOOUAU CAOXKHelulue 3a0a4y 3Aujumvl om
Hux. B cmamve nepeuucaernvt cpedcmea uHPOpMayuoHHozo

opyxkus u npueedena KAACCUPUKAUUSL UHPOPMAUUOHHBLX
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amax. Taxxe nepeuucaenvi camvie pacnpocmparieriole
ungopmayuonto-cemesvle amaxu, maxue kax Cross-site
Scripting, DoS  amaxu, SQL wuwnvexyuu u  m.o.
Kraccupurxavyus UHPOPMAYUOHHDBIX amax Jaem
603MOXKHOCb  OAsl  6bl00Opa  aPpPexmusHovlx  cpedcms 1o
obecneyeruto UHPOPMAYUOHHOTL Oesonacrocmu u
OCYULECEACHUTO  COOMEEMCMEYT0ULez0  NpPomu600eicmesus
NpomusHuUKYy 6 uHmepHem-cpede, a maxxke 6 o0ujei cemu
o0Mmeta urpopmavuer.

VimamBepaues I.H. IlpmopurerHble HalpaBAeHU
Hay4HBIX 1ccAeA0BaHUI 1o yIIpaBAeHUIO
nHPOPMaIIMOHHON  0e30ITIaCHOCTBIO  DAE€KTPOHHOTO
rocyaapcrsa / IV HaydHO-TexHM4YecKast KOH$pepeHIs
«AKTyaabHBIE npo0aeMbI 0e3omacHOCTH
nHG(pOPMALIMOHHBIX TexHoaormin», Kpacnospck, 10-12
HOsA0pst 2010, c. 52-55.

Hadextoe o0cneuerue un@popmayuonton  besonacHocmu
aAexmpontozo  zocydapcmea  (3-zocydapcmea) — mpedyem
paspabomxu  coomeencmeyou,ezo  HAY4HO-Meopemu1eckozo
0asuca. Ilpoanarusuposarvi pasauuHvlie UHUUUAMUEHL N0
udeHMuPUKAYUYU  NPUOPUMEMHLIX HANPAGACHUTL HAYUHDLX
HANPAGAEHUT U NPUKAAOHBIX  paspadomox 6 o0Aacmu
unpopmavuontoi besonacrocmu. Brideaenvl npuopumemtbie
npoOAeMbl  HAYYHLIX — UCCADO6AHULL N0  YNPAGAEHUTO

UHPOPMALUUOHHOTL 0e301ACHOCIILIO 3-20CYIAPCIMEa.

37



65.

66.

67.

Nmamsepaues SLH. AJepakmange C.A. DrasoHHasd
MOJAeAb AAsl YIpaBA€HMsI pUCKaMll MHQPOPMAIIVIOHHO
De3oracHOCTU / IV Hay4IHO-TeXHU4ecKast
KOH}epeHI s «AKTyaabHBbIe npoOAeMbI
OesomacHOCTM WMH@OPMALVMIOHHBIX TEXHOAOTWIT»,
Kpacnosapck, 10-12 mosaops 2010, c. 55-58.

IIpedrazaemes nodxod Kk Popmarusayuu 3a0a4u YnpasreHusl
puckamu  UHPOPMALUOHHOI  0e30nacHOCY  HA  OCHOGe
n00x0doé  cucmem  ynpasaeHus — Ousmec-npoueccamu  u
UHPOPMAUUOHHDIMU MEXHOAOZUAMU.

Imamverdiyev Y.N., Derakshandeh S.A. Processing of
information security risks with ordered weighted
averaging operators / Proceedings of the Third
International Conference “Problems of Cybernetics and
Informatics”. Baku, 6-8 September 2010, vol.l,
pp- 132-134.

One of the processing mechanisms of information security risks
is reducton of risks by using correct selection of counter-
measures against threats.

Imamverdiyev Y.N. Architecture of e-government
information security management system / Proceedings
of the Third International Conference “Problems of
Cybernetics and Informatics”, Baku, 6-8 September
2010, vol. 1, pp. 79-82.

The main object of the research is the information security of e-

government; therefore exact definition of e-government term is
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important. The point is that “electronic state” definition is
often identified with “electronic government” term. Besides,
often “state” and “government administration institutions”
definitions are used in the same meaning.

Kazimov T.H. Mahmudova Sh.]. Methods of
improvement of efficiency in recognition identification
systems / Proceedings of the Third International
Conference “Problems of Cybernetics and Informatics”,
Baku, 6-8 September 2010, vol. 1, pp. 322-325.
“Recognition” automated identification system prepared on
proposed algorithm can be used during control of
identifications cards (passports, driving licences), information
security (sending requests to computers, data bases, etc),

observing criminal events, as well as banks etc.

69. Mahmudov R.S. Internetin tonzimlonmasi metodlarmin

70.

bozi aspektlori haqqinda // Informasiya Camiyyeti
Problemlari, 2011, No 1, s. 47-55.
Mogalada Internetin tonzimlonmasi metodlart arasdirilir. O
ciimladan yanasma, rahbar prinsiplor, analogiyalar kimi tasnif
edilon tonzimloma metodlarimin ayri-ayr: formalar: analiz
ediliv. Hor bir metodun tatbiginin iistiin va c¢atismayan
cohatlari gostarilir.
Oliquliyev R.M.,, imamverdiyev Y.N., Yusifov F.F.
Comiyyetin informasiya tohliikesizliyine dair bazi
konseptual ~ baxiglar // Informasiya Comiyyeti
Problemlari, 2011, No 2, s. 3-9.

39



71.

72.

Informasiya tahliikasizliyinin tomin olunmast iizra beynalxalg
tacriibada movcud olan mexanizmlor tadqiq olunmus, bu
sahada milli normativ-hiiquqi  bazamin  formalasdirilmasi
istigamatinda goriilon iglar arasdirilmig va takliflor verilmisdir.
Comiyyatin  tahliikasizliyinin ~ miihiim  komponenti  kimi
informasiya tohliikasizliyinin vazifalori miiayyonlagdirilmis,
movcud tohliikalor va onlarin hadaflori arasdirilnig, comiyyatin
informasiya tahliikasizliyinin tamin olunmasina dair toklif va
tovsiyalar verilmisdir.

Olokbarova 1.Y. Kompiiter sobokesinde informasiya
hiicumlar1 vo onlarin reallasdirilmast mexanizmloari //
Informasiya Comiyyati Problemlari, 2011, No 1, s. 69-80.
Mogalada  kompiiter  sabakasinda  informasiya  hiicumlart
problemlarina baxilmis, hiicumlarin hayata kecirilmasi iisullar:
tadgiq  edilmisdir. Informasiya  hiicumlarimun  tasnifat
aparilmig, homcinin hiicumlarda istifado olunan proqram
vasitalori  tasnif edilmis, onlarin kompiiter sabakasinda
faaliyyati arasdirilmisdir.

Aaryames P.M. Maxmyaosa P.III., Maxmyaos P.III.
Bompocsl  3amiuTel  AeTell IIKOABHOTO BO3pacTa OT
UHTepHeT-3aBUcUMOCTH  //  /JMCTaHIMOHHOe U
BUPTyaabHOe OOy4denme, 2011, No 5, c. 97-107.

B cmamve  uccaedyemcs — onacHocmv,  €030a6aemasl
uHmepHemom 0As demetl ULKOALHO20 6o3pacma. B wucae amux
onactocmetl  0cob0  yKasvieaemcs. npoorema  uHmepHem-

sasucumocmu U ee nocaedcmeus. Taxxe MCC]\@()]/BW[C}I
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Mexoynapodnas npakmuxa 6 cpepe 00pb0bl ¢ MO
npooremoii.  Buidsuzaromcs  npedroxenus no  aujume
ULKOADHUKOE 0 6pedH020 6030eicmeusl zA00aAbHOU cemu U
UHMepHem-3a6UCUMOCTI.

Mmamsepanes f.H., depaxmange C.A. Hegerkas OWA-
MOJAeAb AAsl YIpaBAEHMsI pUCKaMyl MHQPOPMAIIVIOHHO
OesortacHocTH // ABTOMaTMKa ¥ BbIUMCAWTEAbHas
TexHmka, 2011, Ne 1, c. 30-42.

OdHum u3 memodos 00pabomxku puckos UHGoOpMayuoHHou
Oesonacrocmu s6asemcst 000CHOSAHHDIL 60100p U PearU3AUUsl
KoHmpmep — npomué  yzpo3. B pabome  npedroxena
cumyamusenas newemxas OWA-moderv mHozokpumepuaro-
HOU 3adauu NpuHAMuUA peuleHus o 6vibope KoHmpmep OAd
YMeHbUleHUs  PUcKos  UHPOpMAayuoHHo  0e30nacHoCm.
[Ipedroxerinas — modeab — 10360Asem — MOOUPUUUPOSANTD
accoyuuposanivlie 6eca Kpumepues Ha 0CHO6e IHMPONUU
unpopmavyuu omrocumervro cumyayuu azpezayuu. Kpome
mM020, NPEUMYU,ECTNEOM MOJeAU  ABASEMCs  HenpepoleHoe
YAYHUieHUe 6ec08 Kpumepues u azpeauus MHeHui aKcnepmos
6 3AGUCUMOCHIU  OM  napamempd, — Xapakmepusyrou,ezo
CUmMyayuto azpeavui.

Nmamsepaues .H. AJepakmange C.A. Cepsuc-
OpMeHTHpOBaHHasl ®TaAOHHAsl MOJeAb AAs yIpaBAeHUs
pUCKaMu MHPOPMaIIOHHON OesoracHOCTHI //

Vnpopmanmonnbie Texaoaornn, 2011, No 3, c. 35-41.
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76.

[Ipedrazaemcs nodxod K gopmarusayuu 3a0a4u YnpasreHus
puckamu  UHPOPMAYUOHHOL  0e30nACHOCY  HA  OCHOGe
NpoueccHoll U Cepeuc-opueHmuposanton Mmoderei Ccucmem
ynpasrenus — OusHec-npoueccamu U  UHPOPMAUUOHHBIMU
MexXHOAOZUAMU.
Nmamsepanes SL.H. Tamzaes P.®. Coszganme CERT-
KOMaHABl A4Sl ~ HAy4YHOM  KOMIIBIOTEPHOM  CeTU
AzScienceNet // Informasiya Comiyyati Problemlori,
2011, Ne 1, c. 15-26.
Peazuposariue na unyudenmol A6Aemcs 6AXHLIM ACHEKTNOM
Ynpasaenus  un@opmayuontou 0esonacriocmoto. B amoil
pabome onucoisaemcs. MemodoAozusl co30anus Komanovl AZ-
CERT 0aa mayutou womnviomeptou cemu AzScienceNet.
Aaemcs  0030p HOPMAMUEHVIX U HAYUHO-MEMOOUUECKUX
Jdokymenmos 6 00Aacmu  YnpareHus — UHUUICHMAMU,
o0ocHosvi6aencs.  6bl00p OpP2AHUSAYUOHHOL CMPYKMYpol U
Habopa ycayz 0aa komandvt AZ-CERT, npedaazaemcs moderb
noamantozo coddarus CERT-xomandvl. IIpusodumesa maixe
onucanue o0uez0 npoecca peazuposarusl Ha UHYUIeHMbl 6
cemu AzScienceNet u mexHuueckou uHPpacmpyKmypul
AZ-CERT.
Parumos O.P. Ksaanmerpuueckne Iokasareamn Oesomnac-
HOCTM HPOTPaMMHBIX KOMIIA€KCOB, pPeaAu3yIOLINX
clucTeMy yHOpaBAeHNUs KOPIIOpaTMBHBIMU —ceTaMmu //
Informasiya Texnologiyalar1 Problemlari, 2011, Nel,
c.18-23.
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78.

Cmamovs nocesueHa gonpocam onpedererusl
K6AAUMEMPULECKUX noxasameaeil besonacrocmu
NPOZPAMMHDIX KOMNAEKCO6, KOMOPbie 6bINOAHAI0N 0CHOGHY10
POAL cucmembl ynpasierus xopnopamusHvimu cemamu. C
NOMOWLIO  OnpedereHus KauecmeeHHbvIX —XapaKxmepucmux
noKa3AHa 603MOXKHOCHD GLIAGAEHUSL NEPEUUHBLX IACMEHINOB
Oesonacriocmu. Ha octose dannozo nodxoda 0viA paspaboman
MEXAHUSM  6BIABACHUS  HADCKHOCTIU  KEAAUMEMPUUECKUX
J0anHbLX 0e301MACHOCTU NPOZPAMMHOZ0 KOMNACKCA.

Parumos B.P. Mogear maentudukanum 0Oe30TKa3HON
PpaboTBl IPOTPaMMHBIX CPEACTB B KOPHIOPATUBHBIX CETAX
/| TeaekommyHnukanm, 2011, Ne 2, c. 2-5.

B datririoii pabome paccmomperivl MeXaHUu3Mbl CYuyecreosanisl
Hedocmamxkos 60 6HYMpPEHHUX APXUMEKMYPAx NpozpammHbLX
cpedcms, PYHKUUOHUPYIOUWUX 6 PAMKAX eOUHOU NOAUMUKU
besonacrocmu Kopnopamuétou cemu. Onucanovt 603MOXKHbLE
CAOXKHOCHU — Moucka  HedoCmamkos 6  NpoZPaAMMHBLX
cpedcmeax. IIpedroxena anarumudeckas Moderb OUEHKU
OesomKastou pabomovl NPOZPAMMHOIX  CPeOCmE 6 UEAILX
onpedererus ux 0e3onacHocmu.

Parmmos O.P. Poap mnporpaMMHBIX KOMILA€KCOB B
yIIpaBAeHUN 0e3011acCHOCTBIO KOPIOpaTUBHO
napopmanmonHoi cucreMsl // TeaekommyHmKarmm,
2011, Ne 12, c. 4-7.

B cmamve na  npumepe  cucmembvl  YnpasAeHus

63aUMO0eticmeuem ¢ KAUEHMAMU PACCMOMpeH  padoquil
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MeXAHUSM  KOPNOpamuHbiX UHGOPMAUUOHHVIX CUCTIEM U
NPOZPAMMHUIX  KOMNAEKCOS, Pearusytoujux 0e30nactHocnb
darnot cucmemol. A JdocmuxeHus, NoCMAaGAeHHOU UeAl
ObIAU  U3YHeHDl Op2AHUSAUUOHHO-TEXHUYeCKUe NOKAAMEeAU
Oesonacrocmu KopnopamueHou UHGOPMAayUOHHOU CUCTHEMDbL.
Aaree na octose meoputi Heuemkux Hucer u PyHKUuil
npuHadAexHocmu  0viaa  paspabomana MooeAb 6bLAGACHUS
POAU  MPOZPAMMHOZ0 — KOMHAeKcA 6 YnpasAeHuu
besonactocmoio KOpnopamueHoti UHPOPMALUUOHHOTL
cucmemo.

Alguliyev R.M., Imamverdiyev Y.N., Yusifov F.F. Some
conceptual views on information security of the society /
The 5th International Conference on Application of
Information and Communication Technologies
Conference Proceedings, Baku, 12-14 October 2011,
pp-150-153.

Mechanisms existing in the international practice on ensuring
information security were studied, the work done in the
direction of formation of a national legal and requlatory base in
this area was investigated and proposals were put forward. As
a key component of security of the society, duties of
information security were specified, existing threats and their
targets were investigated, proposals and recommendations to

ensure information security of the society were given.
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Oliquliyev R.M., Imamverdiyev Y.N. Informasiya
tohliikesizliyi  insidentlori.  Baki,  “Informasiya
Texnologiyalar1” nesriyyati, 2012, 219 s.

Kitabda informasiya tohliikasizliyi insidentlorini
cavablandirma komandalarimin tagkilina va faaliyyatina miiasir

yanagmalar 6z oksini tapmusdir.

. Imamverdiyev Y.N. E-dovlatin informasiya

tohliikesizliyinin idarea edilmoesi {izro todgiqatlarin
miiasir veziyyatinin analizi // Informasiya Camiyyeti
Problemlari, 2012, No 2, s. 19-26.

E-dovlat  miihitinda  informasiya tohliikasizliyinin  tomin
edilmasi va fordi moalumatlarin  qorunmas:  e-dévlat
texnologiyasinin asas problemloridir. E-dovlatin e-xidmoatlari
inkisaf etdikca va genislondikca bu problemlar daha kaskin
xarakter alir. Etibarli informasiya tohliikasizliyinin tomin
edilmasi sistematik yanasma, saraita adekvat va cevik idaraetma
modellari talob edir. Bu moagalada e-doviatin  informasiya
tahliikasizliyinin idara edilmasi sahasinda elmi tadgiqatlarin
miiasir vaziyyati analiz edilir va aktual tadqigat problemlari
secilir.

Imamverdiyev Y.N.,, Nobiyev B.R. Presedentlor
nazariyyasi asasinda sobako tohliikasizliyinin
monitorinqi  tizre gorarlarn  gebulu  metodu //
Informasiya Texnologiyalar1 Problemlari, 2012, No2,
s.53-58.
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Kompiiter sabakalarinin tahliikasizliyi sistemlorinda hadisalar
haqqinda sensorlardan daxil olan malumatlarin emalindan
sonra insident kimi tasnif edilmis hadisalorin sonraki emali
haqqinda qorarlarin avtomatik qobul edilmasi miihiim praktiki
ohamiyyat  daswyrr.  Moqalado  sabaka  tohliikasizliyinin
monitoringi sistemlarinda presedentlor mnazariyyasi asasinda
gorarlarin qabul edilmasi metodu toklif edilir. Toklif edilmis
yanasmada insamn  istiraki  minimaldir, presedentlorin
miixtalif yaxinhq olciilarinin gabul edilmis qorarlara tasiri do
analiz edilir.

Parnmos D.P. Metoaoaorms OIITUMAaAbHOM
MAeHTU(UKAIIUY PacOA0XKeHIs IIPOrpaMMHBIX eAMHMNIT
B KOMILAeKce Oe30MacHBIX IIpOrpaMM, peaan3yIOIuX
CICTeMY 3allUTH MHPOPMaIN KOPHOPaTUBHON ceTn //
Bornipocs! samurer nagopmarpm, 2012, No 1, c. 51-56.
IIpoanarusuposariol anpuopHole AcneKmMvl ONMUMAALHOZO
pacnpederenus. 0e30nACHO20 NPOZPAMMHOZ0 00ecneueHus 6
paMKax cucmemvl 3augumvl UHPOpMAauuy KoOpnopamueHo
cemu, GYHKUUOHUPYIOUell HA 0CHO6e eJUHOU NOAUMUKY
besonacrocmu. A docmuxeHuss nOCMAGACHHOU UeAl 0blAuU
paccmompenvl  603MOXHbIE NYymu U MeXAHUIMOL OUEHKU
YposHa PYHKUUOHAADHOCTU, A MAKKE KEAAUMEMPUHECKue
nokasameAu  0e30nacHOCMu  YnpasAeHus  npoussodunesb-
HOCIbI0  NPOZPAMMHBIX  eJUHUl, 6 CcoCmase KoMnaekca
besonacvix npozpamm. JArs co3danus NMOAHOU CHpyKmypol

ONMUMAABHOZ0 pacnpe()eAeHuﬂ be3onacHozo npozpammHozo
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85.

obecneuerus 6 pamxax CcuUcmembl 3aujumvl uHPopmayuu
KopnopamueHoi cemu npedroxeHa  MemodoA0ZUsL
UOeHMUPUKAUUU  PACHOAOKEHUS NPOZPAMMHBIX  eOUHUL, 6
Komnaekce 0e30nactolx npozpamm

Alguliyev R.M., Imamverdiyev Y.N., Yusifov F.F. Some
Conceptual Views on Information Security of the Society
// Journal of Communication and Computer, 2012, no. 6,
vol. 9, pp. 644-648.

Mechanisms existing in the international practice on ensuring
information security were studied, the work done in the
direction of formation of a national legal and regulatory base in
the area was investigated and proposals were put forward. As a
key component of security of the society, duties of information
security were specified, existing threats and their targets were
investigated, proposals and recommendations to ensure
information security were given.

Alguliyev R.M., Nazirova S.H. Two Approaches on
Implementation of CBR and CRM Technologies to the
Spam Filtering // Journal of Information Security, 2012,
vol. 3, no. 1, pp. 11-17.

Recently the number of undesirable messages coming to e-mail
has strongly increased. As spam has changeable character the
anti-spam systems should be trainable and dynamical. The
machine learning technology is successfully applied in a
filtration of e-mail from undesirable messages for a long time.

In this paper it is offered to apply Case Based Reasoning
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87.

technology to a spam filtering problem. The possibility of
continuous updating of spam templates base on the bases of
which new coming spam messages are compared, will raise
efficiency of a filtration. Changing a combination of conditions
it is possible to construct flexible filtration system adapted for
different users or corporations. Also in this paper it is
considered the second approach as implementation of CRM
technology to spam filtration which is not applied to this area
yet.

Abdullayeva F.C. Cloud computing miihitinde
tohliikasizlik problemlarinin analizi / “Riyaziyyatin
totbiqi masalalari va yeni informasiya texnologiyalar1”
IT Respublika elmi konfransi, Sumgqayit, 27-28 noyabr
2012, s. 160-162.

Cloud computing informasiya asrindo meydana ¢ixan yeni
terminlardon  biridir. Terminin yeni olmasina baxmayaraq
onun konsepsiyast utilitar kompyuting, qrid kompyuting,
servisyoniimlii arxitektur, virtuallasma, web 2.0
texnologiyalar1 iizorinda qurulub va bu texnologiyalarin
funksiyalarin 6ziinda aks etdirir.

Alguliyev R.M., Imamverdiyev Y.N. Aliyev E.R.
Conceptual architecture of national information Space
Security System of Azerbaijan / IV International
Conference “Problems of cybernetics and informatics”,
Baku, 12-14 September 2012, vol. 1, pp. 7-10.
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The provision of security in the national electronic information
space (national e-space) is a complicated and complex problem.
It requires an application of a unified state policy, the balance
of the interests, formation of hierarchical registry of
information resources, specification and distribution of
executors’ authority working for information security, the
unification of security procedures, structured approach,
“divide et impera” and other vital principles. The architecture
of the security system (SS) of nature e-space shall be
determined for the development of complex action program,
and security objects (what?), security procedures (how?), the
subjects ensuring the execution of these procedures (who?)
shall be identified. The study offers the constituent
classification of 3 stability sides ("What, How, Who") of SS
architectural components, and3D matrix form (4D matrix — by
adding time and cause and result dependencies - “when?”)
which is the synthesis of tables indicating mutual relations
between them — “objects &procedures”, “objects & subjects”,
“subjects & procedures”.

Agayev B.S., Oliyeva K.T. Elektron tullantilar vo
molumat dasiyicilarinin  informasiya tohliikesizliyinin
bozi aspektlori // Informasiya Comiyyati Problemlori,
2013, Ne 1, s. 67-74.

Mbqalada  elektron  tullantilarin  texnoloji  emal  tsikli
marhalalarinda  informasiya  tohliikasizliyi  problemlari
arasdirilir. Elektron va elektrik avadanhglarimin informasiya
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90.

dasvyicilarimin utilizasiyast va zararsizlasdirilmasi prosesinda
miixtalif daracali  sirli informasiyamin  tohliikasizliyi  va
gorunmasi problemlari tadqiq edilir.

Oliquliyev R.M., Abdullayeva F.C. Bulud texnologiya-
larinda inam mosalalerinin analizi // informasiya
Texnologiyalar1 Problemlari, 2013, Ne2, s.3-9.

Toqdim olunan isdo bulud texnologiyalarinin tohliikasizlik
problemlaori sirasinda miihiim masala olan inam masalalori
arasdirilir. Bunun iiciin  miixtalif elm sahalori tarafindon
oyronilmis inam anlayisina  aydinhqg  gatirilir,  bulud
texnologiyalar: iiciin aktual olan reputasiya tipli inamin
yaradilmas: texnologiyalar:, buludlarin saffafligimin  tomin
edilmasina yanasmalar, inamin servis saviyyasi miiqavilasina
asason qurulmast iisullari, "inam servis kimi” xidmoatlori
arasdirilir.

Oliquliyev RM., Mahmudov RS. Informasiya
igtisadiyyatinin ~ tohliikesizliyinin  tomin  edilmasi
moasalalori // Informasiya Comiyyati Problemlari, 2013,
Ne1,s. 3-13.

Mogalada informasiya iqtisadiyyatimin tohliikasizliyinin tomin
edilmasi masalalori arasdirilir. Igtisadiyyatda informasiya
tahliikasizliyinin artan rolu gostorilir. Igtisadi tohliikasizliyin
miihiim istigamatlori olan infrastruktur, istehsal, maliyya va
sosial tohliikasizliyinin tomin edilmasi masalalori informasiya

tahliikasizliyi  kontekstinda — analiz  edilir.  Informasiya
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iqtisadiyyatimin  tahliikasizliyinin tomin edilmasi ilo baglh
tokliflar irali stiriiliir.

Oliquliyev R.M., Mahmudova R.S. Fordlarin informasiya
moadaniyyati indikatorlarmin islonmosi // informasiya
Coamiyyati Problemlari, 2013, Neo 2, s. 3-12.

Insanlarda  informasiyamin aldo olunmasi, emali, tatbig
olunmast va s. ila bagl bilik va bacariglarin formalasdirilmas:
informasiya comiyyati quruculugunun vacib aspektlorindon
biridir. Informasiya madaniyyati va onun strukturu ilo bagl
miixtalif yanasmalar mévcuddur. Moaqgalada bu yanasmalar
tohlil edilmis, beynalxalq taskilatlar torafindon informasiya
madaniyyatinin formalasdirilmas: istigamatinda aparilan islar
arasdirilmigdir.  Saxsiyyatin  informasiya  madaniyyating
informasiyamin  gobulu,  yadda  saxlanilmasi,  emal,
tohliikasizliyi va taqdim edilmasi madaniyyatlarinin macmusu
kimi baxilmig va homin struktura uygun indikatorlar taklif
edilmisdir.

Oliyev E.A. Korporativ informasiya sistemlerinde
informasiya  tohliikesizliyinin ~ menecmenti  {iglin
tohliikesizlik toloblorinin tesnifi modeli // Informasiya
Coamiyyati Problemlari, 2013, Ne 2, s. 67-76.

Tadgigat  isinda  korporativ — informasiya  sistemlarinda
informasiya tahliikasizliyinin idara edilmasi iiciin informasiya
tahliikasizliyi talablarinin sistemli miiayyanlasdirilmasi magsadi
ilo tasnifat modeli islonilmisdir. Modelin tomal yaradan

elementlori - tohliikasizlik  taloblorinin  hadaflori  kimi
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informasiya sistemina aid olan obyektlor, proseslar wva
subyektlor (“insan faktoru”) qabul edilir va onlar iiciin tasnifat
modeli taklif edilir, tahliikasizlik talablarinin, bu taloblarla bagl
olan miimkiin risklorin, bu risklora adekvat olan aks-vasitalarin
tasnifatlarimin  uzlasdirilmast  va  birlasmis  reyestrin
yaradilmasi iiciin timumi platforma miiayyan edilir.
Imamverdiyev Y.N. E-dovlatin informasiya
tohliikesizliyinin idars edilmasinin konseptual modeli //
Informasiya Comiyyati Problemlori, 2013, Ne 1, s. 20-31
E-dovlatin informasiya tahliikasizliyinin idara edilmasi ¢atin
formallasdirilan miirakkab masaladir. Belo masalalorin hallinda
ilkin marhala  kimi konseptual modelin qurulmasi ¢ox
faydalidir. Bu isdo e-dovlatin informasiya tohliikasizliyinin
idara edilmasinin konseptual modeli taklif edilir. Konseptual
modelda  e-dovlatin  informasiya  tohliikasizliyinin  asas
anlayislar, e-dovlatin informasiya tohliikasizliyinin idara
edilmasinin magsadlari, predmeti, obyektlari, subyektlori, asas
idaraetma funksiyalari, atraf va daxili miihitin e-dévlatin
informasiya tahliikasizliyina tasir edon asas faktorlar: miiayyan
edilir.

Imamverdiyev Y.N. Yeni nosil milli kibertohliikasizlik
strategiyalar1 // Informasiya Camiyyati Problemlari,
2013,Ne 2, s. 42-51.

Miiasir  dovrda  kibertahliikasizlik  comiyyatin  biitiin
saviyyalarina tasir edon strateji milli masalaya cevrilir.

Kibertohdidlara qarst cevik, operativ va effektli miibariza
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miiayyan zaman miiddatinda alda edilmali olan milli hadaflarin
va prioritetlorin, maraql toraflarin rollarinin va masuliyyatinin
diizgiin miiayyan edilmasini talab edir. Kibertahliikasizlik iizra
milli  strategiya bu yolda ilk addimdir. Bu igdo milli
kibertahliikasizlik strategiyalarimin iglonilmasi sahasinda on
yaxst tacriibanin agkarlanmas: moaqsadi ilo movcud milli
kibertahliikasizlik strategiyalar: analiz edilir.

Imamverdiyev Y.N., Tarverdiyev L.O. Veb tohliike-
sizliyin ~giymatlondirilmesi metodlarmin analizi //
Informasiya Texnologiyalar1 Problemlari, 2013, No2,
5.23-32.

Veb  texnologiyalar e-dovlat xidmoatlorinin ~ gostorilmasi,
biznesin hayata kegirilmasi, sosial gabaka wva sosial media
vasitasi kimi genis yayimisdir. Lakin Veb texnologiya ozii ila
birlikda bir swa informasiya tohliikasizliyi problemlari da
gatirir va veb sistemlari badniyyatlilarin calbedici hadafina
cevirir. Bu magalada veb tahliikasizliyin komponentlari, veb
tohliikasizliyin  qiymoatlondirilmasina  movcud — metodoloji
yanasmalar, veb-tatbiglarda bosluglarin askarlanmas: iizra
metodlar va veb-saytlarin reputasiya sistemlari analiz edilir.
Mahmudova R.$. Comiyyoetde informasiya tahliikasizliyi
moadaniyyetinin formalasdirilmas1 masalalari haqqinda //
Informasiya Comiyyati Problemlari, 2013, Ne 1, s. 32-38.
Miiasir dovrda movcud olan informasiya tahliikalari va onlarin

insamin  moanavi-psixoloji  saglamhigina  neqativ  tasirlari
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arasdirilmigdir.  Camiyyatdo  informasiya  tohliikasizliyi
madaniyyatinin formalasdirilmasina dair tokliflor verilmigdir.
Sixoliyev R.H., Yunusov T.E. Kompiiter sistemlarinin
tohliikasizliyinin ~ qiymsatlondirilmasi  metodlar1  //
Informasiya Texnologiyalar1 Problemlari, 2013, Nel,
s.74-80.

Maoagala kompiiter sistemlarinin tahliikasizliyinin
qiymoatlondirilmasina hasr edilmisdir. Moagalada kompiiter
sistemlarinin  tohliikasizliyinin  qiymotlondirilmasinin  bazi
standart va metodlar, o ciimladon Umumi Meyarlar Standart,
sistemin zaiflik indeksi, coxpillali hiicum modellasdirilmasi,
hiicumun askarlanmast metodlar1 analiz edilmis va movcud
problemlor — miiayyan  edilmisdir.  Homginin  kompiiter
sistemlorinin  tahliikasizliyin  giymatlondirilmasina  asas
yanasmalar va giymoatlondirma metrikalar: analiz edilmisdir.
Yusifov F.F. Log-fayllarin analizi ssasinda informasiya
tohliikesizliyinin ~ tomin  edilmasi // Informasiya
Texnologiyalar1 Problemlari, 2013, Ne 1, s. 31-37.
Informasiya  tahliikasizliyinin ~ tomin ~ olunmasina  dair
beynalxalq tacriibado movcud olan normativ-hiiquqi bazalar va
mexanizmlar tadqiq olunmusdur. Comiyyatin tohliikasizliyinin
vazifalori miiayyanlasdirilmis, mdévcud tahliikalor va onlarin
hadaflori  arasdirilmis,  log-fayllarin  analizi  asasinda
informasiya tahliikasizliyinin tomin olunmasina dair metodlar

toklif olunmusdur.
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99. Aaviryanes P.M. Poab TexHOAOTMIM MHTEAAEKTyaAbHOIO

aHaAm3a TEKCTOB B oOecleyeHMM HAlVOHAJABHOI
Gesommacnoct  //  Informasiya  Texnologiyalart
Problemlari, 2013, No 1, s.38-43.
B cmamve dana kpamxas unopmauus o uerlx, 3a0avax u
00AACMAX NpUMEHEHUS. TeXHOAOUY  UHIMEANCKHYAAbHOZ0
anarusa  mexcmos  (Text mining). B wacmmocmu,
npoaHarusuposana poro mexrorozuu Text Mining 6 obaacmu
HAYUOHAALHOU Oe3onacHocmu U YKa3arovl NnepcnexmueHbie
HANPABACHUSL UCCACIO6AHUTL 6 QAHHOU 00AACTIUL.

100. Abdullayeva F.C. Bulud texnologiyalarinda

indentifikasiya federasiyasinin  dinamik idareetmsa
modeli / Informasiya tehliikasizliyi problemlari iizre
I respublika elmi-praktiki konfransi, Baki, 17-18 may
2013, s. 105-108.
Istifadacilarin identifikasiya malumatlarinin  federasiyasinin
dinamik idara edilmasini tamin edon model taklif olunmugsdur.
Tadgiqat prosesinda vahid giris texnologiyalarinin va federativ
mexanizminin is prinsipi Oyronilmisdir, movcud vaziyyati
arasdirilmisdir. Multiagent sistemlori va gorarlarin gabulu
yanasmalarim tatbiq etmakla, indentifikasiya malumatlarinin
federasiyasimin dinamikliyi tamin olunmusdur.

101. Abdullayeva F.C. Fordi moalumatlarin Wikileaks-
yonimlii sosial miihitlora sizma risklerinin idars

olunmasi / Informasiya tehliikasizliyi problemlari iizra
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I respublika elmi-praktiki konfransi, Baki, 17-18 may
2013, s. 75-78.

Mogala  fordi molumatlarin  sizma problemlaorinin  miiasir
vaziyyati analiz  olunur. Sizmaya bilavasita tasir edon
insayderlarin  tagkilat  daxilinda  hiiquqi  tanzimlonmasi
yollarimin beynalxalq tacriibasi arasdirilir. Fordi malumatlarin
sizma makant olan Wikileaks saytimin asas prinsiplori tadqiq
olunur. Movcud sizma risklorinin azaldilmas: ticiin taskilatin
informasiya  tohliikasizliyini  idara  edon  miikommoal
infrastrukturun qurulmas: istigamatinda bir swra tovsiyalor
verilir.

102. Agayev B.S., Oliyeva K.T. Elektron tullantilar problemi
vo  informasiya  tohliikesizliyi ~/  Informasiya
tohliikasizliyi problemlari iizra I respublika elmi-
praktiki konfransi, Baki, 7-18 may 2013, s. 145-148.
Mogalads  elektron  tullantilarin  texnoloji  emal  tsikli
marhalasinda informasiya tahliikasizliyi problemlari arasdirilir.
Elektron — va  elektrik  avadanhglarimin,  informasiya
dasvyicilarimin utilizasiyast va zararsizlasdirilmasi prosesinda
miixtalif daracali  sirli  informasiyamn  tahliikasizliyi  va
qorunmasi problemlari tadqiq edilir.

103. ©lakbarov R.Q. AzSienceNet elm kompiiter sobakasinin
informasiya  tohliikesizliyi  siyasati haqqinda /
Informasiya tohliikesizliyi problemlari iizro I
respublika elmi-praktiki konfransi, Baki, 17-18 may

2013, s. 126-127.
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Mogalads AzSienceNet sabakasinin informasiya tohliikasizliyi
siyasatinin yaradilmas: qaydalarindan bahs edilir. Yaradilan
informasiya tahliikasizliyi siyasati AzSienceNet sabakasinda
informasiya  tohliikasizliyinin  tomin  edilmasi problemina
baxiglar sistemini miiayyon edir, informasiya tahliikasizliyinin
maqsad va wvazifolorini, tagkilati, texnoloji va prosedur
aspektlorini sistemlasdirilmis sakilda sarh edir.

104. Slakbarov R.Q., Hesimov M.A. Mustafayev T.1
AzScienceNet gsaboekasinds Cloud computing xidmatinin
tohliikasizlik masoalalori vo halli yollar1 / informasiya
tohliikasizliyi problemlari iizra I respublika elmi-
praktiki konfransi, Baki, 17-18 may 2013, s. 131-133.
Mogalada  hesablama  buludlar:  texnologiyalar1  asasinda
paylannms hesablama sistemlorinin yaradilmas: prinsiplari,
AzScienceNet sabakasinda cloud wva wvirtual resurslardan
istifado zamami meydana ¢ixan tahliikasizlik problemlari va
onlarin halli yollar: analiz olunmusdur.

105. Olokbarova 1.Y. Informasiya bollugu informasiya
miiharibesine qars1 bir vasite kimi / Informasiya
tohliikasizliyi problemlari iizra I respublika elmi-
praktiki konfransi, Baki, 17-18 may 2013, s.56-59.
Mogalado  informasiya  miiharibasi  texnologiyalarinin
yaranmas: va inkisafimin  sabablori  gostorilmis, bununla
alagadar  meydana ¢ixan  problemlar  tadqiq edilmisdir.
Informasiya tasiri problemlori analiz edilmis va hadaflar
gostarilmisdir. Hamcinin, Internet miihitinda informasiya
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boslugunun informasiya tahliikasizliyinin tamin edilmasinda
rolu arasdirilnusdur.

106. 9liquliyev R M., Kazimov S.5. E-dovlstin informasiya

tohliikesizliyi indikatorlar1 / Informasiya tshliikasizliyi
problemlari iizrs I respublika elmi-praktiki konfransz,
Baki, 17-18 may 2013, s. 89-91.
E-dovlatin  informasiya resurslarimin  qorunmasi, etibarl
informasiya miibadilasi va informasiya tahliikasizliyi masalalori
informasiya comiyyatinin formalagmasinin vacib
komponentlarindandir. E-dovlaotin  formalasmas: va inkisaf
marhalalori zamani onun olgiilmasi, monitoriqinin aparilmas
e-dovlat quruculugunun on asas masalalorindon  biridir.
Informasiya tohliikasizliyinin dlciilmasinin da bu prosesda
oziinamaxsus ¢okisi vardir. Moqalo e-dovlatin informasiya
tohliikasizliyi  masalalorinin  nazari-metodoloji  taraflaring
baxilmigdir, e-dovlatin  formalagsmast proseslarin  olgiilmasi
zamant informasiya tohliikasizliyini xarakterizo edon bes baza
indikatoru, homcinin bu baza indikatorlarimin ohato eda
bilacayi saha indikatorlar taklif olunmusdur.

107. Oliquliyev ~ RM., Mahmudov  R.S. Igtisadi
tohliikesizlikle informasiya tohliikasizliyinin qarsiliqlt
olagoesi / Informasiya tohliikasizliyi problemlari iizra I
respublika elmi-praktiki konfransi, Baki, 17-18 may
2013, s. 7-10.

Moqalads iqtisadi tahliikasizlikla informasiya tahliikasizliyinin

qarstiglt alagasi arasdirilr. Informasiya va biliklorin asas
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iqtisadi  resurslara cevrildiyi informasiya igtisadiyyatinda
informasiya  tohliikasizliyinin  miihiim  istiqamotlori  olan
istehsal, maliyya wva infrastruktur tohliikasizliyinin tomin
edilmasi, elaca da, intellektual miilkiyyatin, forqli malumatlarin
qorunmast va iqtisadi cinayatkarliq masalalari informasiya
tohliikosizliyi ~ prizmasmdan  anahiz  edilir.  Informasiya
igtisadiyyatimin  tohliikasizliyinin  tomin edilmoasi ilo bagh
tokliflor irali siiriiliir.

108. dliquliyev RM., Yusifov F.F. Internet azadlig

masalasine iqtisadi baxis / Informasiya tehliikasizliyi
problemlari iizre I respublika elmi-praktiki konfransz,
Baki, 17-18 may 2013, s. 26-27.
Internet azadhigimin tomin olunmasmna dair mévcud tacriiba
aragdirilmis, ona  tasir edon amillor va  problemlar
gostorilmisdir.  Internet  azadligimin  dlkonin  igtisadi
gostaricilorindon asililigt moasalasi  tadqiq edilmis va bazi
konseptul baxiglar sarh olunmusdur.

109. 9liyev E.A. E-dovlet miihitinde informasiya
tohliikasizliyinin idara edilmasi problemlari
/ Informasiya tohliikesizliyi problemlari iizrs
I respublika elmi-praktiki konfransi, Baki, 17-18 may
2013, s. 18-21.

Informasiya tohliikasizliyinin idara edilmasi coxesolonlu, genis
cografiyaya, tasnifatlt magsad, prosedur va vazifalara, forqli
salahiyyatli istirakcilara malik aktual problemdir. Azarbaycan

respublikasinda bu saha iiciin 1971-ci ildon baglayaraq
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miiayyon dayaqlar yaradilmaga baslamilmis, homin iglor
miistaqillik illarinda genislonmisdir. Bu proses 2003-cii ilda
Milli Strategiyanin qobul edilmasindon sonra davaml inkisaf
etdirilir. Homin milli makan, ham da korporativ informasiya
miihitlari iiciin informasiya tahliikasizliyinin idara edilmasina
hiiquqa asaslanma, vahid siyasat, proses yanasmast v
standartlarin tatbiqi talab olunur. Bu tadgiqat isinda ISO/IEC-
27001 standartina uySun olaraq informasiya tohliikasizliyinin
idara edilmasi iizro vazifolor va idarsetmanin igtirakcilar:
identifikasiya  olunur, bu wvozifolorin uySun istirakcilar
arasinda  boliinmasi, koordinasiyast va digar problemlar
qaldirilir. Bazi problemlar daha gqaynar kimi segiliv va onlar
iigiin hallor toklif edilir.

110. Yusifov F.F. Log-fayllarin analizi asasinda informasiya
tohliikesizliyinin ~ tomin  edilmesi / Informasiya
tohliikasizliyi problemlari iizra I respublika elmi-
praktiki konfransi, Baki, 17-18 may 2013, s. 101-104.
Informasiya  tohliikosizliyinin ~ tomin  olunmasina  dair
beynalxalq tacriibado movcud olan normativ-hiiquqi bazalar va
mexanizmlar tadqiq olunmusdur. Comiyyatin tohliikasizliyinin
vazifalari miiayyanlasdirilmis, movcud tahliikalor va onlarin
hadaflori  arasdirilmis,  log-fayllarin  analizi  asasinda
informasiya tahliikasizliyinin tamin olunmasina dair metodlar
toklif olunmusdur.

111. Sliyeva G.©. Media-analitika ve informasiya
tohliikasizliyi / Informasiya tohliikesizliyi problemlari
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tizro 1 respublika elmi-praktiki konfransi, Baki,
17-18 may 2013, s. 42-43.

Mogalado  mediamin  comiyyata  tasiri, media sahasinda
informasiya  tohliikasizliyi ~ problemlori  arasdirilmigdir.
Medianmin  usaq va gonclora miisbat va monfi tasirlori
gostorilmigdir.

112. imamverdiyev. ~ Y.N.  Milli  kibertohliikasizlik

strategiyalarinin analizi / Informasiya tehliikesizliyi
problemlari iizre I respublika elmi-praktiki konfransz,
Baki, 17-18 may 2013, s. 14-17.
Miiasir  dovrda  kibertahliikasizlik  comiyyatin  biitiin
saviyyalarina tasir edon strateji milli masalaya cevrilir.
kibertohdidlara qars1 cevik, operativ va effektiv miibariza
miiayyan zaman miiddatinda alda edilmali olan hadaflarin va
prioritetlorin, maraqly taraflorin rollarimin va masuliyyatinin
diizgiin miiayyan edilmasini talab edir. Kibertahliikasizlik iizra
milli  strategiya bu yolda ilk addimdir. Bu isdo milli
kibertahliikasizlik strategiyalarinin iglonilmasi sahasinda on
yaxst tacriibanin agkarlanmas: maqsadi ilo movcud milli
kibertahliikasizlik strategiyalari analiz edilir.

113. Sliyev 9.Q. 1nf0rmasiya sistemlarinin tahliikasizliyine
vurulan  ziyanlarin  kompleks  qiymatlondirilmasi
masalalori / Informasiya tahliikesizliyi problemlori iizra
I respublika elmi-praktiki konfransi, Baki, 17-18 may
2013, s. 71-74.
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Isda informasiya sistemlarinin  tohliikasizliyinag ovurulan
ziyanlarin kompleks qiymoatlondirilmasi zamani meydana ¢ixan
problemlar tahlil olunmusdur. Informasiya tohliikasizliyina
vurulan nisbi  ziyanlarin  tasir  saviyyasinin  qeyri-salis
qiymoatlondirilmasi  metodikasimin  iglonilmasi  aspektlari
verilmisdir.

114. imamverdiyev Y.N. Informasiya tehliikesizliyinin

terminoloji problemlari / Informasiya tehliikasizliyi
problemlari iizre I respublika elmi-praktiki konfransz,
Baki, 17-18 may 2013, s. 38-41.
Terminologiya qloballasma va siiratli elmi-texnoloji inkisaf
saraitinda xiisusi ohamiyyat daswyir. Informasiya tahliikosizliyi
sahasinda terminologiya dinamik dayisir, anlayislar aparatinin
fasilasiz formalasmas: prosesi bas verir. Lakin globallasma
naticasinda diinya dillorinda terminologiyanmn unifikasiyast
prosesi da bas verir, milli terminologiya sistemlori "6liim ya
qalim” problemi qarsisinda qalir. Bu problem xiisusila inkisaf
etmakda olan olkalarda daha kaoskin hiss olunur. Bu isda
informasiya tohliikasizliyi sahasinda termingiinashigin aktual
problemlori analiz  edilir, onlarmn aradan  qaldirilmas:
istigamatinda bir sira tovsiyalar verilir.

115. Imamverdiyev Y.N., Foatoliyev T.X. E-elm miihitinde
informasiya tohliikesizliyi problemlori / Informasiya
tohliikesizliyi problemlari iizra I respublika elmi-
praktiki konfransi, Baki, 17-18 may 2013, s. 113-115.
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E-elm infrastrukturu paylanms, heterogen, hor birinin
avtonom informasiya tahliikasizliyi siyasati olan miixtalif
inzibati domenlardon ibaratdir. Bu domenlar arasinda
istifadacilorin identifikasiyast modellori analiz edilir, onlarin
iistiin va catismayan cahatlori miiayyan edilir.

116. Imamverdiyev Y.N., Homzoayev R.F. E-dévlatde CERT-
komandalari gobakasinin yaradilmasi / Informasiya
tohliikasizliyi problemlari iizra I respublika elmi-
praktiki konfransi, Baki, 17-18 may 2013, s. 92-95.
E-dovlatda informasiya tahliikasizliyi insidentlorinin tezliyi
artir va naticalorinin miqyast genislonir. CERT-komandalar
informasiya tohliikasizliyi insidentlorin effektiv emalr iiciin
oziinii tasdiglomis tagkilat: formalardan biridir. Bu isda e-
dovlat miihitindo CERT-komandalarinin evolyusiyasi, onlarin
faaliyyatinin alagalondirilmasi, vahid iyerarxik infrastrukturda
birlasdirilmasi problemlari analiz edilir, kibertahliikasizlik
talimlarinin taskili tacriibasina baxilir.

117. Imamverdiyev Y.N., Kang T.W. Ogyalarin Interneti
{icin  yiingiilgokili ~ kriptoqrafiya / Informasiya
tohliikasizliyi problemlari iizra I respublika elmi-
praktiki konfransi, Baki, 17-18 may 2013, s. 137-140.
Osyalarmn  Interneti vyalmiz insanlart  birlasdiron  hazirki
Internetin novbati inkisaf marhalasidir va insanlar: ahata edon
biitiin faydali agyalarin global sabakaya gqosulmasini nazarda
tutur. Osyalarin  Internetinda  tohliikasizlik va  gizlilik

problemlari oldugca aktualdir va bu problemlorin hallinda
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yiingiilcakili ~ kriptoqrafiyamin  ahamiyyatli rol oynayacai
gozlonilir. Bu igda kriptografiyamin yeni istigamoati olan
yiingiilcakili kriptografiyaya yiiriidiilon talablor va bu sahada
tadgiqatlarin miiasir vaziyyati analiz edilir, perspektiv tadgiqat
istigamatlari miiayyan edilir.

118. Imamverdiyev Y.N., Tarverdiyev L.O. Veb-saytlarin
tohliikesizlik bosluglarinin  analizi / Informasiya
tohliikasizliyi problemlari iizra I respublika elmi-
praktiki konfransi, Baki, 17-18 may 2013, s. 122-125.
Veb-texnologiyalar  e-dovlatda,  sosial ~ mediada, — mobil
platformada, bank tranzaksiyalarinda va s. genis istifado
olunur. Bu sababdan da onlar badniyyatlorin hiicum hadaflarina
cevrilir va veb-sistemlorda informasiya tohliikasizliyinin tomin
olunmast olduqgca aktualdir. Bu isda veb-saytlarin mdévcud
tohliikasizlik ~ bosluglarmmin  avtomatik — analizi  iizra
eksperimentlar aparilir va homin analizin naticalari taqdim
olunur.

119. Kazimov T.H., Mahmudova $.C. Fotoportretlor
asasinda insan sifatinin identifikasiyas1 sistemi /
Informasiya tohliikesizliyi problemlori iizro I
respublika elmi-praktiki konfransi, Baki, 17-18 may
2013, s. 149-150.

Bu maqalada biometrik texnologiyalar, fotoportretlar iizra insan
sifatinin taminma sistemlori haqqnda moalumat verilmisdir.

Mogalada ham¢inin "Tammma” biometrik identifikasiya sistemi

64



hagginda  moalumat verilmis wva onun digar sistemlarla
miiqayisasi aparinugdir.

120. Qasimova R.T. Milli domen vo kontentlorin xarici

serverlorde yerlosdirilmo soboablori vo naticelori /
Informasiya tohliikesizliyi problemlori iizro I
respublika elmi-praktiki konfransi, Baki, 17-18 may
2013, s. 52-55.
Mogalads milli domen adlarimin xarici vatandaslar tarafindon
alinmasinin va milli kontentlarin Azarbaycandan konarda olan
serverlorda yerlasdirilmasinin aktual problemlari miiayyon
olunmus, onlarm miiasir vaziyyati analiz edilmisdir. Bu
problemlarin halli iiciin miiasir informasiya texnologiyalarimin
yaratdigr imkanlar xarakteriza olunmus, hosting xidmatlorin
secilmasi iigiin tovsiyalar verilmisdir.

121. Mahmudov ~ R.S.  Informasiya tohliikasizliyinin
normativ-hiiquqi bazasi / Informasiya tehliikasizliyi
problemlari iizrs I respublika elmi-praktiki konfransz,
Baki, 17-18 may 2013, s. 67-70.

Mogalada informasiya tohliikasizliyinin beynalxalg va milli
saviyyalardo mdvcud normativ-hiiquqi bazasi arasdirilir. O
ciimladan informasiya tahliikasizliyinin hiiquqi-ideoloji bazas,
informasiyanmin alyetarliyinin, konfidensialli§inin, intellektual
miilkiyyat  hiiquglarimin ~ qorunmasimin,  informasiya
texnologiyalarinin, informasiya tohliikasizliyi sahasinda qanun
pozuntular: va masuliyyat masalalarinin hiiquqi asaslar: analiz

edilir.  Azarbaycan informasiya tohliikasizliyi  sahasinda
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qanunvericilik bazasinin takmillasdirilmasina dair takliflor irali
siiriiliir.

122. Mahmudova R.S. Informasiya tohliikasizliyi

moadaniyystinin  formalagdirilmasi ~ problemleri  /
Informasiya tohliikesizliyi problemlori iizro I
respublika elmi-praktiki konfransi, Baki, 17-18 may
2013, s. 22-25.
Miiasir dovrda movcud olan informasiya tahliikalori va onlarin
insamin  moanavi-psixoloji  saglamhigina  neqativ  tasirlori
arasdirilmigdir.  Camiyyatdo  informasiya  tohliikasizliyi
madaniyyatinin formalasdirilmas: iigiin taklif va tovsiyalar
verilmisdir.

123. Mahmudova R.$., Tarverdiyev L.O. Usaq ve
yeniyetmolorin Internetin zerorli tesirinden qorunmasi
problemlori / Informasiya tehliikasizliyi problemlari
tizro I respublika elmi-praktiki konfransi, Baki,
17-18 may 2013, s. 46-49.

Mogala usaq va yeniyetmalorin Internetds tahliikasizliyinin
tamin edilmasi problemlarina hasr edilib. Internetin tahliikalori
ilo miibariza sahasinda diinya Olkalorinin  tacriibasi tohlil
edilmis, beynalxalq taskilatlar, o ciimladon Avropa Birliyi
tarafindon bu masalalarin halli istigamatinda hayata kegirilon
tadbirlor arasdirilmisdir.  Olkomizda usaglarin Internetds
tohliikasiz  faaliyyatinin  tomin  edilmasinayonalik  takliflar

verilmisdir.
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124. Mammoadov E.C. Elektron kitabxanalarda foardi
molumatlarmn  qorunmasi masalalori / Informasiya
tohliikosizliyi problemlari iizro I respublika elmi-
praktiki konfransi, Baki, 17-18 may 2013, s. 79-82.
Mogalads  informasiya  tahliikasizliyinin  tarixing — nazor
salinmig, onun strukturunun va qlobal elektron kitabxanalarda
bu moasalonin  formalasmas:  prinsiplori  arasdirilmisdir.
Homginin  Azarbaycan  elektron  kitabxanalarinda  va
iimumilikda  kitabxana-informasiya miihitinds informasiya
tohliikasizliyi, fordi moalumatlarin  qorunmast  masalalari,
movcud problemlar analiz edilmis va miiayyan takliflor
verilmisdir.

125. Nobiyev B.R. Informasiya tohliikesizliyi baximindan
kritik vazifalar liglin talablar sisteminin formalasdirilmasi
/ Informasiya tehliikasizliyi problemlori iizra I
respublika elmi-praktiki konfransi, Baki, 17-18 may
2013, s. 32-33.

Kompiiter sabakalarinda va sistemlarinda bas veran proseslara
tasir  gOstaron  sistem administratorlarimin  faaliyyatinin
magsadouygun aparilmas: iiciin onlarin qarsisinda talablar
qoyulmalidir. Bu  talablorin  yerina yetirilmasina nozarat
edilmasi  iigiin  informasiya  tohliikasizliyi  xidmoatinin
yaradilmas: miihiim shamiyyat dasnyir. Bu prosesin soffaf
olmasi va kompiiter sabakalarinin va sistemlarinin is prossesing
tasir gostarmasi ticiin har iki xidmoata xiisusi talablor miiayyan

olunmalidir.
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126. Noabiyev B.R. AzScienceNet sobokasinds informasiya

tohliikesizliyinin ~ monitorinqi ~ sistemi haqqmnda /
Informasiya tohliikesizliyi problemlori iizro I
respublika elmi-praktiki konfransi, Baki, 17-18 may
2013, s. 128-130.
AzScienceNet elm  kompiiter sabakasinda monitoring va
tohliikasizlik sistemi vasitasila hadisalar haqqinda sensorlardan
daxil olan malumatlarin toplanmasi, analizi va tasnif edilmasi
miihiim  praktiki  ahomiyyat  daswyir.  Moqalada — sabaka
tohliikasizliyinin monitoringi sahasinda aparat va program
tominathlart  arasdinlmigdir.  Toklif  edilmis  yanasmada
AzScienceNet  sabakasina  uygunlasdirilmis  informasiya
tohliikasizliyinin monitoringi sistemi iglanib hazirlanmigdir.

127. Sixaliyev R.H., Yunusov T.E. Kompiiter sistemlarinin
tohliikesizliyinin ~ giymsatlondirilmasi ~ metodlar1  /
Informasiya tohliikesizliyi problemlari iizre I
respublika elmi-praktiki konfransi, Baki, 17-18 may
2013, 5.155-158.

Mogala kompiiter sistemlarinin tohliikasizliyinin
qiymoatlondirilmasina hasr edilmisdir. Moagalada kompiiter
sistemlarinin  tahliikasizliyinin  qiymoatlondirilmasinin  bazi
standart va metodlari, o ciimlodon Umumi Meyarlar Standarti,
sistemin zaiflik indeksi, coxpillali hiicum modellasdirilmasi,
hiicumun askarlanmast metodlart analiz edilmis va mdvcud

problemlor — miiayyan  edilmisdir. ~ Homg¢inin  kompiiter
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sistemlarinin  tohliikasizliliyin  giymoatlondirilmasina  asas
yanasmalar va qiymatlondirma metrikalar: analiz edilmisdir.

128. Riistamov D.9. E-dovlet miihitinde dovlet sirrinin
miihafizasinin tomin edilmasi problemlari / Informasiya
tohliikesizliyi problemlari iizro I respublika elmi-
praktiki konfransi, Baki, 17-18 may 2013, s. 96-97.
Mogalonin moaqsadi miixtalif saviyyalorda aparilan e-dovlat
xidmatlarinda Informasiya Tahliikasizliyinin Idara olunmast
problemina digqat yonaltmak va bu problema beynalxalg talablar
prizmasindan  baxist  tomin  etmokdir.  Azarbaycan
Respublikasinda e-dovlat quruculugu sahasinda xeyli islar
Qoriilmiis va Olkamiz beynalxalq statistika indeksini hor il
yiiksokliya dogru dayisir. Lakin informasiya tahliikasizliyi
masalasi dovlat qurumlariny daim narahat edon masala olarag
qalacaqdir. Bu baximdan da, e-dovlat miihitinda informasiya
tahliikasizliyinin idara edilmasi probleminin elmi ictimaiyyatin
miizakira obyektina cevrilmasi bu maqgalonin asas maqsadi hesab
olunur.

129. Serifov. M.H. Veb-saytlara yiriidiillon talablor veo
informasiya tohliikasizliyi / Informasiya tshliikasizliyi
problemlari iizro I respublika elmi-praktiki konfransz,
Baki, 17-18 may 2013, s. 119-121.

Veb-in keyfiyyat standartlart W3C standartlar: haqqinda atrafli
moalumat verilmisdir. Veb-da informasiya tahliikasizliyinin
tomin olunmast ticiin tohliikasizlik standartlar: tasvir olunmus

va bir sira tovsiyalar irali siiriilmiisdiir.
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130. Pycramos A.A., Psaes M.SI. Bompocsl OesoracHocTu
rOCyAapCTBEHHBIX  MH(OPMAaIIMIOHHBIX  PecypcoB B
Kpyu3ucHeIXx cutyaumsax /[  Tpyasl KoHpepeHIUN
“Knbepoe3onacHocTb-2013” (Information Technology
and Security), Kues, 13-17 okTs10pst 2013, Ne1(3), c.95-98.
Paccmomperor  6onpocer  OesonacHocmu  20cy0apcmeeHHulX
UHPOPMAYUOHHDIX — Pecypcos  Npu  PASAUMHBIX — MUNAX
KpusucHvlx cumyavuil. Vissecmmo, 4mo ¢ mouku 3peHus
0e3onacHocmu  IACKMPOHHO20 NPACUINEALCHIBA  KPUSUCHDLE
CUmMyauuu  A6AAI0MCA  OCHOBHOIM — (PAKMOPOM  PUCKA.
Paccmomperior  mexdynapodrvie  cmandapmuvl 6 Mo
00AGCMU, USYUEH ONbIM PA3GUMBLX CHpAH U Pe3yAbmamol,
NoAyueHHbvle  6e0YyWUMU  HAYUHLIMU  yermpamu. Lleavto
cmamvu - SA6ALemcs  npusAeueHue  GHUMAHUS  Op2aHo8
20cy0apcmeeH ol 6AACMY K 0AHHOMY 601poCY.

131. Mycradaesa I H. besonacHocTb AeTeil U ITIOAPOCTKOB B
cetu Murepuer / Informasiya tahliikasizliyi problemlari
tizro I respublika elmi-praktiki konfransi, Baki, 17-18
may 2013, c. 50-51.

B Odanmnon cmamve U3AOXKeHBL  COUUAADHDIE 1POOAEMDL
unmepHem-3asucumocmu 'y  demet U NOIPOCHIKOG.
Anarusupytomes memodol U CUCHEMbl OUOMEMPUUECKOU
aymeHmuPuKkayuu, 6ois6ALsL 0C00eHHOCHU N0 NCUXOAOZUU,
nedazozuxe, PUIUOAOZUU, Ap0HOMUKe. B darvmeriuem

npoeof)umwl KALICCM¢MK!1L§M}1 no 603pactmHvbiM cpynnam.
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132. Kasaumos T.I., Maxmyaosa HI.A. Paspaborka

aATOpUTMa KOMITBIOTEPHOIO pacCIlO3HaBaHM ANI] Ha
ocHoBe portonopTperos / I MexayHapoaHast Hay4IHO-
TexHM4ecKasa KOoHbepenimsa «VapopmanymoHHas
O6esonacHocTh B cBere Crparermm Kasaxcran-2050».
AcraHna, 12 ceHTs10ps 2013, c. 391-400.
Paccmampueaemcs  arcopumm  noucka deroseka 6 0Oase
uso0paxenuit no ezo pomonopmpemy. Ha ocrose evidparvix
UOCHMUPUKAUUOHHVIX — 1THOUeK — AUUA  GLIMUCAAIOMCS
paccmosHus Mexoy HUMuU.

133. Aapryanes P.M. Text Mining 441 npuaoxxeHnn

HaITMOHAaAbLHOI De3omacHOCTI / informasiya
tohliikasizliyi problemlari iizra I respublika elmi-
praktiki konfransi, Baki, 17-18 may 2013, s. 98-100.
B cmamve dana kpamxas unopmauusl o uerdx, 3a0avax u
ooracmax — npumenenus — mextorocuu  Text  Mining.
AHarusuposana porb  ImMoil  MeXHOAOZUU 6  CUCHeMAX
HAUYUOHAALHOL Oe3onacHocmu U YKA3aovl NnepenexmueHbie
HANPAGAEHUS UCCACO06AHUSL 6 0AHHBLI 00AACTIUL.

134. Alguliyevn. = RM.,  Abdullayeva F.C.  Identity
management based security architecture of cloud
computing on Multi-Agent Systems / Proceedings of 6th
International Conference on Information Security and
Cryptology. Turkey, Ankara, 20-21 September 2013,
pp-230-233.
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In  traditional  identity — management  systems  user
authentication is usually carried out on the basis of
management list, previously defined in a system. But with the
increasing number of users in such environment as a cloud the
management of this list becomes more difficult. For this
purpose, in this paper the model supplying the dynamic
management of the users’ identity federation was introduced.
With the implementation of multi-agent systems and the
decision making solutions the identity federation dynamization
was ensured.

135. Alguliev R.M., Abdullayeva F.C. Identity management
based security architecture of cloud computing on multi-
agent systems / IEEE 3rd International conference on
innovative computing technology, London, 29-31
August 2013, pp. 123-126.

In  traditional  identity — management  systems  user
authentication is wusually carried out on the basis of
management list, previously defined in a system. But with the
increasing number of users in such environment as a cloud the
management of this list becomes more difficult. For this
purpose, in this paper the model supplying the dynamic
management of the users’ identity federation was introduced.
With the implementation of multi-agent systems and the
decision making solutions the identity federation dynamization

was ensured.
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136. Imamverdiyev Y.N. An information security incident
prioritization method / 7th International Conference on
Application of Information and Communication
Technologies, Baku, 23-25 October 2013, pp. 183-187.
Operative response to incidents is an important aspect of
information security management. In the modern information
systems, each day can be hundreds of information security
incidents. Since resources of the incident response teams are
limited, simultaneous processing of several incidents requires
determination the incident priorities and distribution of
resources among them in accordance with priorities. The paper
highlights the main factors affecting the priority of information
security incidents and proposes a method for prioritizing
incidents based on fuzzy analytic hierarchy process.

137. Imamverdiyev Y.N. An application of extreme value
theory to e-government information security risk
assessment / 7th International conference on
Application of Information and Communication
Technologies, Baku, 23-25 October 2013, pp. 349-352.
Existing methods of information security risk management is
designed for organizations, generalization of these methods for
e-government is problematic (or impossible). In this paper, we
propose an approach based on extreme wvalue theory for
e-government information security risk assessment.

138. Imamverdiyev. Y.N. A hypergame model for

information security / 6th International conference on
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information security and cryptology, Turkey, Ankara,
20-21 September 2013, pp. 65-70.
Game theory is one of the most powerful mathematical tools to
model information security decision making. However, in game
theory it is assumed that all the players have complete
knowledge about each player’s strategies, preferences, and
decision rules used. In many real world situations, decision
makers do not always have all the information about each
player’s true intentions, strategies or preferences. Since the
early developments of game theory attempts have been made to
incorporate misperceptions in game models of either incomplete
or imperfect information. However, most of these attempts are
based on quantities which are too subjective in general. In this
paper, we consider a special family of games if incomplete
information called hypergames. Hypergame theory extends
classical game theory with the ability to deal with the
differences in players misperceptions. In the context of
hypergames, few works have addressed the study of
information security decision making. This paper presents a
hypergame approach as an analysis tool in the context of
information security. The proposed two level hypergame
models defender’s and attacker’s perception of the information
security situation as a series of games.

139. Imamverdiyev Y.N., Shikhaliyevn R.H., Kang T.W.

Mobile security threats on smart phone / Informasiya
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tohliikesizliyi problemlari iizro I respublika elmi-
praktiki konfransi, Baki, 17-18 may 2013, pp. 116-118.
With the widespread use of smart devices and ubiquitous
sensors, new mobile security threats are produced. In this
paper, we identified mobile security issues in ICT converging
environment and security threats due to smart phones and
research subjects for mobile security.

140. Abdullayeva F.C. Buludlarin dinamik federallasmasi
tigin  misterak risk giymetlondirilmesi {isulunun
islonmosi // Informasiya Texnologiyalar1 Problemlori,
2014, Ne 2, s. 46-58.

Mogalada buludlarin dinamik federallasmasina imkan veran
yanasma toklif edilir. Yanasma risk giymoatlondirilmasi
texnologiyasina  asaslamir  va  buludlarim  federallasmasin
identifikasiyalarin  federallasmasini naozora almadan hayata
kecirir. Bu problemin halli iiciin ilk onca buludlarin
informasiya tohliikasizliyi saviyyasina ciddi tasir eda bilon
faktorlarin secimi aparilir va bu faktorlarin asasinda iyerarxik
risk giymoatlondirilmasi arxitekturu taklif edilir. Sonra analitik
iyerarxiyalar ~ prosesi  (analytic ~ hierarchy  process)
metodologiyas: tatbig olunaraq bulud provayderinin risk
prioritetlori vektoru formalasdirilir va bu vektorun asasinda
qgeyri-salis mantiqi ¢ixaris tipli risk qiymoatlondirilmasi aparilir.
141. ©lakbarov R.Q., Hasimov M.A., Mustafayev T.1. Cloud

computing xidmatinin tohliikesizlik massalalari vo onlarin
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halli yollar1 // Informasiya Texnologiyalar1 Problemlori,
2014, Ne 2, s. 33-39.

Mogalada cloud computing texnologiyalar: asasinda paylanmigs
hesablama  sistemlarinin  yaradilmast prinsiplari  miiayyon
edilmis, AzScienceNet sabakasindo  bulud wva wvirtual
resurslardan istifado zamani meydana c¢ixan tohliikasizlik
problemlari va onlarin halli yollar: analiz olunmusdur.

142. Sliquliyev R.M., Yusifov F.F. Elektron dovlatin

formalagmasinin bazi aktual elmi-nazari problemlari vo
hall  perspektivleri //  Informasiya  Camiyyati
Problemlari, 2014, No 2, s. 3-13.
Beynalxalg tacriiba mnozara alimmagla, elektron dovlatin
formalagdirilmasinin konseptual va arxitektur asaslari tadgiq
olunmus va bozi tokliflar verilmisdir. Elektron dovlatin
formalagmast proseslarinin  0Olgiilmasi va monitoringi, veb-
resurslarin intellektual analizi, informasiya tahliikasizliyinin
tomin olunmasi, elektron demokratiya va elektron vatondas
problemlori  arasdirilmig,  konseptual — yanasmalar  taklif
olunmusdur. Elektron dévlat nazariyyasinin asas prinsiplori
nazara almmagla miihiim tadgigat istigamatlori miiayyon
edilmisdir.

143. Imamverdiyev Y.N. Informasiya tohliikesizliyinin
terminoloji problemlori // Informasiya Coamiyyati
Problemloari, 2014, No 1, s. 43-49.

Terminologiya qloballasma va siiratli elmi-texnoloji inkisaf

saraitinda xiisusi ohamiyyat dasuyir. Informasiya tahliikasizliyi
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sahasinda terminologiya dinamik dayisir, anlayislar aparatinin
fasilasiz formalagmas: prosesi bas verir. Lakin gqloballasma
naticasinda diinya dillorinda terminologiyamin unifikasiyas
prosesi do bas verir, milli terminologiya sistemlari “oliim, ya
qalim” problemi qarsisinda qalir. Bu problem xiisusila inkisaf
etmakda olan olkalorda daha kaskin hiss olunur. Bu isda
informasiya tohliikasizliyi sahasindoa termingiinashigin aktual
problemlori analiz ediliv, onlarin aradan  qaldirilmas
istigamatinda bir sira tovsiyalar verilir.

144. imamverdiyev Y.N. E-dovlatin informasiya
tohliikesizliyi  tizre  koordinasiya  problemlori //
Informasiya Comiyyati Problemlori, 2014, No 2, s. 24-30.
Miiasir saraitda e-dovlatin informasiya tohliikasizliyini yalniz
biitiim maraqly taraflorin — dovlatin, biznes sektorunun,
vatondas comiyyati institutlarimin va vatandaslarin saylorini
koordinasiya etmakla tamin etmak miimkiindiir. Bu maqalada e-
dovlatin  informasiya tohliikasizliyi sahasinda koordinasiya
iiciin  konseptual model taklif edilir, aktual koordinasiya
problemlori analiz ediliv va onlarin aradan qaldirilmas:
istigamatinda bir sira tovsiyalar verilir.

145. Yunusov T.E. Kompiiter sistemlarinin tehliikasizliyinin
qiymoatlondirilmasi  xiisusiyyatlori //  Informasiya
Texnologiyalar1 Problemlari, 2014, Ne 1, s. 104-108.
Mbqalada  kompiiter  sistemlarinin  tohliikasizliyina  olan
tohdidlor, texniki wvasitalorin  zaifliklori, qarazli yaradilan

program sahvlari, hiicumlar iiciin istifado olunan iisullar,
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insan faktoru kimi zoifliklor analiz edilmisdir. Homginin,
tohliikasizliyin qiymoatlondirilmasi ticiin taksonomiyalar va
onlarin xiisusiyyatlori analiz edilmisdir.

146. Vimamsepaues SI.H. Mogear GM (1, 1)-Mapxosa aas

MIPOTHO3UPOBAHNI ySI3BUMOCTeN IIPOTPaMMHOIO
oOecrieyeHms /l Informasiya Texnologiyalar
Problemloari, 2014, No 1, s. 26-37.
IIpozrosuposarue KoAuuecmea Ys36UMocmel npozpammHozo
obecneueHus 6AXHO OASL OUEHKU PUCKOE UHPOPMAUUOHHOT
Oesonacrocmu U MAAHUPOSAHUS PeCYpcos O0Ad  0bICpozo
yempamenusa yassumocmeti. B pabome npedroxena Mmoderb
GM (1, 1)-Mapxoséa 0Asl NpoZHOSUPOBAHUS KOAUUECHIEA
ysassumocmeil  npozpammiozo obecnewenus. Ilpedroxeras
MO00eAb mecmuposana 0As onepavyuorHol cucmemor Microsoft
XP c ucnoavsosariuem obuedocmyntoi 0asvl 0AHHBLIX 1O
yaseumocmam NVD (National Vulnerability Database).

147. VImamBepaues S.H. Moaeasn CUTYallIOHHOTO
yIIpaBAeHMs 1H(POPMaIIMOHHONI 0e3011aCHOCTBIO
9A€KTPOHHOIO IpasuTeabcTBa // VIHpOpManmoHHbIE
TexHoaorum, 2014, No 8, c. 24-33.

Ars HADEXKH020 obecneverusl UHPOPMAUUOHHOUL
0e3onacHocmu  2AeKMpOHHO020 NPAGUTEALCIEA  HE00X00UMO
HenpepouleHo U AGMOMAMUYECKU  UOeHMUPULUPOCANTD
CAOXKHbIE JUHAMUYECKUEe CUMYAUUY U Peazuposamv Ha HUX 6
pearvHom eépemetu. Paspabomara xonyenmyarvHas moleAb

CUMYayuoHHo20 ynpasaerus UHPOPMAYUOHHOU
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besonacrocmoio 2AEKMPOHH020 npasumerbemea u
npedrazaemcsl ee pearusauus Ha 0cHose meopuu npeedermos.
[Ipedroxerivt  nodxodvl 0As  npedcmasreHus 3SHAHUL O
cumyayuu  uHopmayuontol 0Oesonacrocmu U - 6v100pa
npeuedenmos, a maxxke ONMUMUSAUUU 6eC06 NPUSHAKOS
npeuedermos Ha ocrose memoda post uacmut,. Ilpedroxeritvlii
nodxod  MOXHO — 0000uwumov  O0ASL  MAKMUYECK00 U
CMpamezu1eckozo YposHe YnpasreHusl.

148. eixaanes P.I. O6 ogHOM MeToge KaaccupUKalum

Tpaduka KommbpiOTepHBIX ceteit // Informasiya
Texnologiyalar1 Problemlari, 2014, No 2, c. 59-67.
Tounas wkaaccudurayus mpapuxa KOMNoLIOMEPHOLLX cemeil
HeoOxo0uma — OAs  ux — aPPexkmueHoz0  Ynpasierus,
MoHumoputza u obecnedernus Oesonacrocmu. B cmamve 0as
Kaaccupuxayuy - mpaduxa  KomnvromepHuix — cemeli
npeddzaemcs,  UCNOAL306AMDL  AAOPUMMbBL  MAULUHHOZ0
00yueHus ¢ yuumerem U NOUCKA ACCOUUAMUEHVIX NPASUA.
[Ipedroxeritviti Memod KAACCUPUKAUUU MPAPUKA O360AUN
10o6bICUNTb NpoU3E00UMeAbHOCHTb u MOYHOC
Kaaccupukayuy - 0axe  npu - HEOOALULUX  00YHAtOULUX
goiboprax.

149. Alguliyev R.M., Abdullayeva F.J. Illegal Access
Detection in the Cloud Computing Environment //
Journal of Information Security, 2014, vol. 5, no. 2,
pp- 65-71.
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In this paper detection method for the illegal access to the cloud
infrastructure is proposed. Detection process is based on the
collaborative filtering algorithm constructed on the cloud
model. Here, first of all, the normal behavior of the user is
formed in the shape of a cloud model, then these models are
compared with each other by using the cosine similarity
method and by applying the collaborative filtering method the
deviations from the normal behavior are evaluated. If the
deviation value is above than the threshold, the user who
gained access to the system is evaluated as illegal, otherwise he
is evaluated as a real user.

150. Imamverdiyev Y.N. Elektron dovletin informasiya
tohliikasizliyi ticlin diffuziya indeksi modeli / “Elektron
dovlat quruculugu problemlari” I respublika elmi-
praktiki konfransi, Baki, 4 dekabr 2014, s. 75-78.
E-dovlatin informasiya tahliikasizliyinin tamin edilmasi iiciin
boyiik resurslar sarf edilir va naticada alda edilmis tahliikasizlik
saviyyasinin ol¢iilmasi e-dovlatin informasiya tohliikasizliyinda
maraql olan biitiin taraflori diisiindiiron aktual masaladir. Bu
maqalada e-dovlatin informasiya tohliikasizliyinin 0lgiilmasi
problemi analiz edilir va informasiya tohliikasizliyinin
qiymatlondirilmoasi iiciin miixtalif informasiya tohliikasizliyi
metrikalar: asasinda kompozit diffuziya indeksi toklif edilir.

151. Mahmudova R.5., Allahverdiyeva S.S. Elektron
miihitde gonc naslin tahliikssizliyinin tomin edilmasi
problemlori / “Elektron dovlat quruculugu problemlari”
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I respublika elmi-praktiki konfransi, Baki, 4 dekabr
2014, s. 185-188.

Mogalads  elektron miihitda usaqlarin  va yeniyetmalarin
Internet tohliikasizliyinin tamin edilmasi problemlori diinyanin
miixtalif olkalorinda bu masalaya aid yanasmalar arasdirilir.
Elektron miihitda usaqlarin tahliikasizliyinin tomin olunmasi
iigiin takliflar verilir.

152. Riistomov D.9. Dovlat sirrinin tehliikasizliyi sahasinda
ictimai problemlarin analizi ve halli yollar1 / “Elektron
dovlat quruculugu problemlari” I respublika elmi-
praktiki konfransi, Baki, 4 dekabr 2014, s. 33-35.
Mogalada dovlat  sirrinin  tohliikasizliyi ilo bagli ictimai
problemlar analiz olunur. Bozi texnogen xarakterli hallar va
milli tohliikasizlik sistemina ictimai dastayin verilmasina dair
bazi takliflar irali siiriiliir.

153. Yunusov T.E. Elektron dovlstde veb xidmatlarin

tohliikesizliyinin giymatlondirilmasi / “Elektron ddovlat
quruculugu problemlari” I respublika elmi-praktiki
konfransi, Baki, 4 dekabr 2014, s. 36-39.
Mogalada  e-dovlatin - veb xidmoatlarinin  tahliikasizliyinin
qiymoatlondirilmasi, e-xidmatlora mévcud tohdidlorin analizi,
e-xidmot  tohliikasizliyi iiciin vahid model va e-xidmat
tohliikasizliyi iiciin iimumi tahdidlor qiymatlondirilmisdir.

154. Aliquliyev R.M., Olokbarova 1.Y. Viki-miihitde gizli

sosial sobokalorin askarlanmasi metodu / “Elektron
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dovlet quruculugu problemlari” I respublika elmi-
praktiki konfransi, Baky, 4 dekabr 2014, s. 145-147.
Mogqalads viki-miihitdo faaliyyat gostaran sosial sabakalarin
analizi ilo bagh bazi yanasmalar sarh olunur. Informasiya
qarsidurmasinda  istirak  edon  gizli  sosial  sabakalarin
askarlanmast ticiin metod taklif edilir.

155. Alguliev R.M., Abdullayeva F.J. Development of risk
factor management method for federation of clouds / The
IEEE International Conference on Connected Vehicles
and Expo, Vienna, Austria, 3-7 November 2014, pp.24-29.
This paper suggests an approach for providing the dynamic
federations of clouds. The approach is based on risk assessment
technology and implements cloud federations without
consideration of identity federations. Here, for solving this
problem, first of all, important factors which are capable of
seriously influencing the information security level of clouds
are selected and then hierarchical risk assessment architecture
is proposed wvectors are formed by applying the AHP
methodology and fuzzy logic excerpt type risk evaluation is
carried out based on this vector.

156. Alguliev R.M., Imamverdiyev Y.N. Big Data: Big
Promises for Information Security / 8th International
Conference on Application of Information and
Communication Technologies, Astana, 15-17 October
2014, pp. 216-219.

82



Big Data is related to technologies for collecting, processing,
analyzing and extracting useful knowledge from very large
volumes of structured and unstructured data generated by
different sources at high speed. Big Data creates critical
information security and privacy problems, at the same time
Big Data analytics promises significant opportunities for
prevention and detection of advanced cyber-attacks using
correlated internal and external security data. We must
address several challenges to realize true potential of Big Data
for information security. The paper analyzes Big Data
applications for information security problems, and defines
research directions on Big Data analytics for security
intelligence.

157. Alguliyev. R.M., Rustamov D.A., Rzayev M.
Computational approach for detection of illegal activities
over the Internet / Proceedings of the IEEE International
Conference on Intelligence and Security Informatics,
The Hague, Netherlands, 24-26 September 2014, pp. 326.
No illegal activity is carried out at once. Usually, parties of
illegal activity collect and analyze all possible information
about the target and carry out the planning and then proceed
to the realization stage. In this paper, heuristic algorithm is
suggested for detection of illegal activities and permanent
monitoring on current situation in the country over the

internet.
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158. Fataliyev Z.T., Imamverdiyev Y.N. Hanseok K.O.

Security Operation Center Architecture for E-government
based on Big Data Analysis / “Elektron dovlat
quruculugu problemlari” I respublika elmi-praktiki
konfransi, Baku, 4 December 2014, s. 140-144.
This paper proposes a new architecture for Security Operations
Center for handling Big Data and usage of Big Data Analytics
for network security of organization. Design flow of proposed
architecture has been explained for each step. Proposed
architecture is designed using open-source platforms which is
designed to handle Big Data.

159. Imamverdiyev ~ Y.N. Informasiya tohliikasizliyi

terminlorinin  izahli ligeti. Baki, “Informasiya
Texnologiyalar1” nasriyyati, 2015, 160 s.
Togdim olunan izahli liigatda informasiya tohliikasizliyi iizra
elmi va kiitlovi adabiyyatda rast galinan 600-don cox ingilis
dilli termin toplanmis va onlarin azarbaycan dilinda tarciima
variant1 verilmisdir. Terminlar informasiya tahliikasizliyi iizra
elmi va praktiki foaliyyatin asas istiqamoatlorini ohata edir.
Informasiya tohliikasizliyi iizra ixtisaslasan miitaxassislar,
talabalor va elmi tadgiqat aparan goxslor iiciin nazards
tutulmusdur.

160. Sliquliyev. R.M., Mahmudov R.S. informasiya
comiyyatinde intellektual —miilkiyyst hiiquqlarinin
qorunmast problemlori // Informasiya Camiyyati
Problemlari, Baki, 2015, No 2, s. 4-14.
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Mogqalada innovativ inkisaf marhalasinda intellektual miilkiyyat
hiiquglarimin  qorunmasimin  aktual masalalori  aragdirilir.
Miiallif  hiiquglarimin - qorunmasy, o ciimladan  plagiathg,
piratcilig, wvarasalik, habelo elmin kommersiyalasdirilmas,
patentlasdirma,  intellektual — miilkiyyatin  sigortalanmasi
masalalari ila baglh movcud problemlor analiz edilir. Internet
miihitinda bu masala ilo bagli yaranan alava catinliklar garh
olunur. Miivafiq problemlarin hallinin Azarbaycanin dovlat
siyasatinin prioritet istigamatlorindon biri oldugu gostorilir.
Azarbaycanda innovativ inkisafin, intellektual miilkiyyat
hiiquglarinin etibarly tominati iigiin takliflor irali siiriiliir.

161. Cobrayilova Z.Q. Insan resurslarmm idare olunmasi
sistemlorinds is¢inin fordi malumatlarinin qorunmas: //
Informasiya Comiyyati Problemlari, 2015, No 2, 5. 26-34.
Mogalada  insan  resurslarimin  idara  olunmas:  (IRIO)
sistemlorinin mahiyyati, ohomiyyati geyd olunur va bu
sistemlorda iscilor hagqnda saxlamlan molumatin xarakteri
verilir. Qeyd olunur ki, bu sistemlar IRIO masalalarinin
hallinda  na  qador  ohomiyyatlidirsa,  iscilorin  fordi
malumatlarimin yayilmasimda bir o qadar tohliikalor yaradir,
“omok  faaliyyati ila soxsi hoyat arasinda  ucurumu
dorinlasdirir”. Bela sistemlorda is¢inin fordi malumatlarinin
qorunmast va tahliikasizliyinin  tonzimlonmasi masalalari
qabagcil olkalarin normativ-hiiqugi sanadlarina istinad etmakla
analiz olunur. Beynalxalq tacriibaya istinadon Azarbaycanda

da har bir taskilatin hiiqugi-normativ akt: kimi iscilorin fordi
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malumatlarinin qorunmasi haqqinda asasnamanin
islonilmasinin zaruriliyi asaslandirilir.

162. Olokberova LY.  Kibermiinagisolorin  yaratdig

problemlor ve onlarin halli yollar1 // Informasiya
Coamiyyati Problemlari, 2015, Ne 2, s. 35-40.
Mogalada kibermokanda bas veran miinagisalor va informasiya
qarsidurmalart  ilo  bagli  problemlar  analiz  edilir.
Kiberhiicumlarin magsad va hadaflari gostarilir, kibermokanda
informasiya  qarsidurmasimn - disul  va  wvasitalori
tasnifatlandirilir. Kibermiinagisalarda informasiya
tohliikasizliyi vasitalorindon effektiv istifada iiciin asas sortlor
gostoarilir.

163. Hacirshimova M.S. Elektron senad  dovriyyesi
sistemlorinin  tohliikesizliyinin  bezi aspektlori //
Informasiya Comiyyati Problemlori, 2015, No 2, s. 50-58.
Informasiya-kommunikasiya texnologiyalarnin an genis tatbiq
sahalarindon biri kargiizarligdir. Bela ki, kegon asrin 90-ci
illarindan baslayaraq, informasiya texnologiyalarinin tatbiqi ila
kargiizarliq faaliyyatinin elektron formada apariimasina imkan
veran elektron sonadlorin idara edilmoasi iizra kompiiter
sistemlori totbiq olunmaga baslanmisdir. Moqalo hazirda
idaraetma masalalorinin hallinda zaruri bir amila cevrilmis bu
sistemlarin tohliikasizlik moasalalarina hasr olunur. Elektron
sanad dovriyyasi sistemlorinin  tahliikasizliyini sartlondiran
asas amillor sarh edilir, tohliikalorin tasnifatina baxilir, asas

tohliikasizlik aspektlori arasdirilir. Homginin bu sistemlarda
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tohliikasizliyin ~ tamin  edilmasi  iiciin  istifada  edilon
texnologiyalar analiz olunur.

164. Imamverdiyev Y.N. Kiberqosunlar: funksiyalari,

silahlari, kadr potensiali // informasiya Comiyyati
Problemlari, 2015, No 2, s. 15-25.
Olkalar arasindaki miinagisalor kiberfazaya da kegir va virtual
mokanda hom siilh, ham da miihariba dovriinda amoaliyyatlar
aparmaq tiglin  xiisusi qosun novlari —  kiberqosunlar
yaradilmaga baglayir. Bir sira olkalorda milli informasiya
tohliikasizliyini tamin etmoak iiciin kiberqosunlar movcuddur va
ya yaxm illords  yaradilmas:  planlagdinilir.  Bu  isda
kiberqosunlarin formalasdirilmas: problemlari tadgiq edilir.
Kiberqosunlarin yaradilmasinin asas aspektlari,
kiberqosunlarin maqgsadlari 02 funksiyalari,
kiberkomandanhi§in  struktur-taskilati modellori arasdirilir,
kiberqosunlarin silah arsenali va kadr potensiali, inkisaf etmis
olkalarin bu sahada tacriibasi analiz edilir. Kiberqosunlarin va
kibertahliikasizlikla ~ alagali ~ digar  dovlat  taskilatlarinin
faaliyyatinin  koordinasiyasit va  beynalxalg — amokdaslq
masalalari do miizakira edilir.

165. Imamverdiyev Y.N. E-dovlatin informasiya
tohliikasizliyine etimadin giymsatlondirilmasi modeli //
Informasiya Texnologiyalar1 Problemlari, 2015, Nel,
5.25-32.

Vatandaslarin  e-dévlatin - informasiya  tohliikasizliying

etimadimin tamin edilmasi e-dovlatin haqigi potensialindan tam
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istifada edilmasi iiciin xiisusi ahamiyyat dasiyir. Bu maqalada e-
dovlatin - informasiya tahliikasizliyina etimadin qurulmas:
mexanizmlari analiz edilir va etimadin qiymoatlondirilmasi
iiciin model toklif edilir. Model miixtalif monbalardon alinmisg
etimad  moalumatlar1  asasinda  hesablanmis  reputasiya
qiymotlorinin  monbalorin ¢oki amsallar1 nazora alinmagla
inteqrasiyasina asaslanir.

166. Imamverdiyev Y.N. E-dévlet miihitinde informasiya
tohliikasizliyi moadeniyyati problemlori // Informasiya
Texnologiyalar1 Problemlari, 2015, Ne 1, s. 80-88.
Informasiya tahliikasizliyi problemlorinin hoalli texniki iisul va
vasitalarla yanasi, ham da insanlarim madaniyyatindon va pesa
vardislarindon da asilidir. Maqalada informasiya tahliikasizliyi
anlayisimin mazmununa miixtalif yanasmalar analiz edilir,
informasiya  tohliikasizliyi  madoniyyati il korporativ
madaniyyatin qarsiligh  alagasi aydinlasdirilir va  e-dovlat
miihitinda tagskilatin informasiya tohliikasizliyi madaniyyati
iiciin  konseptual model toklif edilir, konseptual modelin
komponentlarinin  formalasdirilmas: istigamatinda bir sira
aktual problemlar miiayyan edilir.

167. Qasimova  R.T.  Internetde  qlobal  domen
infrastrukturunun  tohliikesizliyi ~ //  Informasiya
Texnologiyalar1 Problemlari, 2015, Ne 2, s. 61-67.

Miiasir saraitda domen adlar:t sisteminda (Domain Name
System, DNS) sorgularin ala kegirilmasi, saxtalasdirilmanin va

digar  tohliikalorin -~ aradan  qaldirilmasinda ~ DNS
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tohliikasizliyinin tokmillasdirilmasi (DNS Security Extensions,
DNSSEC) texnologiyasindan istifads edilir. Moaqalada bu
texnologiyanin tahliikasizlik aspektlari tadgiq olunur, domen
infrastrukturuna tatbiginin zaruriliyi asaslandirilir va DNS-
servera olunan hiicumlarin analizi aparilir. Eyni zamanda
DNSSEC texnologiyasinin  hayata kecirilmasi problemlari,
iistiinliiklori  va  tohliikasizliklo bagli imkanlart miiayyon
olunur. Bu texnologiyamin tatbigi ilo bagl statistika va
prognozlar analiz edilir va onun reallasdirilmas: istigamatinda
bir sira tovsiyalar verilir.

168. Sixaliyev R.H. Miiasir kompiiter sabakalarinin

tohliikesizlik  trendleri haqqinda // Informasiya
Camiyyasti Problemlari, 2015, No 2, s. 82-86.
Mogqala kompiiter sabakalorinin (KS) tahliikasizliyi sahasinda
movcud trendlorin analizina hasr olunmusdur. Bunun iiciin
avvalca KS-da (Internetda) bas veran infrastruktur, totbigi va
istifado trendlori va onlarin KS-nin tohliikasizliying tasiri
analiz edilmisdir. Osaslandirilmisdr ki, KS-in tohliikasizlik
trendlorinin - miiayyon edilmasi yeni tohdidlorin  askar
edilmasina va onlara qars: effektiv miibariza aparmaga imkan
verir.

169. VMmamsepanes S.H. HedeTkas KOrHMUTHBHas MoOAeAb
CTpaTeImMyeckoro  ympaBAeHUs  MHQPOPMaIVIOHHOM
0e30IacHOCTBIO ~ DAEKTPOHHOTO  IpaBuUTeAbCcTBa [/

Vnpopmanmonnbie Texaoaorun, 2015, No 6, c¢.440-447.
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Paccmampusaromes cyuwocmv u ocoberHocmu npumereHusl
HewermKozo KOZHUMUEHO20 MOOeAUPOSAHUSL 8
CMpamezu1eckom ynpasrenuu UHPOPMALUOHHOTE
Oesonacrocmvto  Ha  yposre  zocydapcmeéa.  Onpedererivl
paxkmopvl cmpamezuuecKoz0 YnpasreHus uUHGopMayuoHHo
Oesonactocmvio, U HA OCHOGe IKCHEPMIHO0 OUeHUSAHUS
nocmpoena Hewemxkas KOZHUMUGHAS KApma OAS YnpasreHus
UHPOPMALUOHHOTE 0esonacrocmovio 2AEKMPOHH020
npasumeavcmea. Ha ocrose paspabomaritoi KozZHUMUGEHOU
MOJeAU NPOAHAAUSUPOSAHDL PESYALMAMbl PASHLLX CIPAmezuil
YNpasAeHusl UHPOPMAlUOHHOU 0esonacrocnvio
2AEKMPOHHO20 NPAGUMEADCIEA.

170. Mamegosa M.I. VndopmanmonHas 0e3011aCHOCTD
IIepCOHAAbHBIX MEAMUMHCKUX AAHHBIX B DAKTPOHHOI
cpeae // Informasiya Texnologiyalar1 Problemlari, 2015,
No 2, c. 16-30.

Vccaedosatior  6onpocul  3aujumot nepcoHAALHOIX OAHHBIX 6
cucmeme IAKMpoHHou meduyutol. IIpusederivi 10dxodor K
obecneueHuto UHPYOPMAUUOHHOU Oe3onacHocmy  0AHHBIX O
cocmoAHuy  300po6bs. NAUUEHINOE 6 MUPOSOT NpaKmuxKe,
soidererivl  cneyuduueckue  0co0eHHOCHIU  NEPCOHANLHIX
MEQUYUHCKUX OAHHVIX U NOKAAHbL NOMEHYUAALHDIE YZPO3bl
KoHPudeyuarvHocmu U 0e30nacHocmuy  MeOUUUHCKOU U
épavebHou  manun 6 MeOUUUHCKUX — UHPOPMAUUOHHDLX
cucmemax.  Paccmompena  npasosas — ocrosa  3aujurmol

NepcoHarbHbIX  daHHbIX 6 Asepbaudxare u o0ocHoséana
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eAecoo0pasHocmo paspadomxku 6 pecnyoAuke HOPMAmueHo-
Memoou1eckux JOKYMeHMos, PeZYAUPYIOULUX
UHPOPMAUUOHHYTO 0esonacrocmo nepcoHarbHOU
MeOUYUHCKOU UHPopMauuu.

171. Pycramos A.A., Psaes M.JI. Bompocsl 0OesoracHocTu

rOCyJapCTBEHHBIX  MH(POPMaLUVOHHBIX  pPecypcoB B
KPUBUCHBIX  cuTyaumsax //  Bompocel — 3ammTbl
nHopmanun, 2015, Ne 1, c. 71-74.
Paccmompetrior - 6onpocvt - besonacrocmu  2ocydapcmeeHHblX
UHPOPMAUUOHHDIX — Pecypcos  Npu  PaASAUMHODLX — MUNAX
KpusucHux cumyavuil. Vissecmio, 4mo ¢ mouku 3peHus
OesonacHocmu  IAEKMPOHH020 NPASUNEALCINEA  KPUSUCHDIE
cCumyauuy  A6AAI0OMCA  OCHOGHOIM — (PAKMOPOM  PUCKA.
Paccmomperiot  mexodynapodnvie  cmandapmuvi 6 9mou
00AacmU, U3YueH ONLIM PaA36UMLIX CMpaH U pesyrbmamo,
noAyuexHvie 6edyuiumu HayuHolmu yenmpamu. Ilerv -
npueaeuerue 6HUMAHUSL OP2AH06 20CYO0APCHIEeHHON 6AACTIU K
6axHocmu daHHoz0 60npoca.

172. Agayev B.S., Mehdiyev S.A., Oliyev T.S. Elektron
tullantilarda malumat dasiyicillarinin  tahliikasizliyinin
tomin olunmasinin bezi masalolori haqqinda /
Beynolxalq Telekommunikasiya Ittifaqinin 150 illiyina
hasr olunmus Informasiya tohliikesizliyinin
multidissiplinar problemlari iizra II respublika elmi-
praktiki konfransi, Baki, 14 may 2015, s. 236-239.
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Mogalads  bir swra moalumat  daswyicilarimin informasiya
tohliikasizliyi va miihafizo problemlari arasdirilir. Elektron
tullantilarin dasuyicilarinda va kagizda saxlamilan moaxfi va
dovlat  sirri  dastyan  moalumatlarin  gqorunmasi,  ehtiyat
niisxalorinin  yaradilmasi, utilizasiyas:, barpa metodlart va
qurulart  analiz  edilir. ~ Moalumat  daswycilarinmin
tohliikasizliyinin  idara  edilmasi  sisteminin  yaradilmasi
magsadauygunlugu masalasi nazardan kegirilir.

173. Agayeva S.R. Informasiya tohliikesizliyinin temin
olunmasi ti¢lin internet-media resurslarimin monitoringi /
Beynolxalq Telekommunikasiya Ittifaqinin 150 illiyina
hasr olunmus Informasiya tohliikasizliyinin
multidissiplinar problemlari iizro II respublika elmi-
praktiki konfransi, Baki, 14 may 2015, s. 88-90.

Mogalado  media  sahasinda  informasiya  tohliikasizliyi
problemlari, medianin camiyyata tasiri, hamginin informasiya
tohdidlorinin  qarsisuun  alinmasinda  internet-medianin
monitoringinin rolu istigamatinda arasdirmalar aparilmisdir.
Internet-medianin 6lkanin media infrastrukturunda dnomli bir
sahaya cevrildiyi, ohalinin xeyli hissasini internet-media
vasitasila informasiya alda etdiyi bir dovrds milli internet
mokanmmin  informasiya  tahliikasizliyinin  tomin  edilmasi
zorurati  yaranmugdir.  Bu  baximdan  internet-mediada
informasiya  tohliikasizliyi  ilo  alagadar  problemlarin

arasdirilmast vacib masalalardandir.
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174. Cobrayilova Z.Q. Insan resurslarinin idars olunmasi

sistemlorindo  fordi  mselumatlarin  tohliikasizliyi
problemlori /  Beynalxalq = Telekommunikasiya
ittifagqinin 150 illiyine hasr olunmus Informasiya
tohliikasizliyinin multidissiplinar problemlari iizrs II
respublika elmi-praktiki konfransi, Baki, 14 may 2015,
s. 70-73.
Mogalads insan resurslarimin idara olunmasi sistemlarinda
iscilorin  fordi  malumatlarimin  xarakteri  verilir, onlarin
qorunmast va informasiya tahliikasizliyi problemlarina baxilir.
Qeyd olunur ki, bu sistemlor tagkilatda kadrlarin idara
olunmast  ilo  bagli moasalolorin  hallinda  na  gadar
ohamiyyatlidirsa,  iscilor  haqqnda  fordi  moalumatlarin
yayilmasinda bir o gadar tahliikolor yaradir. Iscilorin fordi
moalumatlarimin  qorunmast ila  bagli  qgabaqcil  6lkalarin
tacriibasini oyronmok maqsadilo onlarim qanunvericiliklari
analiz olunur. Qabagcil tacriibaya istinad etmokla Azarbaycan
Respublikasimin ~ amaok  macallasinda  “iscilorin ~ fordi
malumatlarimin qorunmas:” ila bagl maddalorin olmasi taklif
olunur wva har bir taskilatda miivafiq asasnamonin
islonilmasinin zaruriliyi gostarilir.

175. ©lekbarov R.Q., Hasimov M.A. Mustafayev T,
Yaqubov M.M. AzScienceNet elm kompiiter sebokasinin
Internet  xidmetlorinin  tohliikesizlik ~masalolori /
Beynolxalq Telekommunikasiya Ittifaqinin 150 illiyina
hasr olunmus informasiya tohliikasizliyinin
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multidissiplinar problemlari iizro II respublika elmi-
praktiki konfransi, Baki, 14 may 2015, s. 119-122.
Mogalada AzScienceNet elm kompiiter sabakasinin Internet
xidmatlarinin  (hosting, elektron pogt, eduroam, cloud
computing) tohlili aparimisdir. Qeyd olunan xidmatlorin
istifadasi zamani meydana ¢ixan tahliikasizlik moasalalari va
onlarin halli 0z aksini tapmisdir.

176. Oliquliyev R.M., Imamverdiyev Y.N. Informasiya

tohliikesizliyinin humanitar aspektlori / Beynalxalq
Telekommunikasiya Ittifaqmnin 150 illiyine hasr
olunmus Informasiya tohliikasizliyinin
multidissiplinar problemlari iizra II respublika elmi-
praktiki konfransi, Baki, 14 may 2015, s. 9-12.
Informasiya  tahliikasizliyinin ~ tomin  edilmasinda  insan
faktorunun shomiyyatli rola malik olmast hazirda ham
tarafindan etiraf olunan bir hagigatdir. Insan faktoru vasitasila
informasiya tahliikasizliyinin humanitar va ictimai elmlarla bir
cox predmet hiperalagalori yaranir. Informasiya comiyyoati
saraitinda informasiya tohliikasizliyinin tomin edilmasi yeni
texnoloji hallar talob etmokla yanasi, humanitar va ictimai
elmlar qarsisinda da bir sira miirakkab problemlar qoyur. Bu
isda informasiya tahliikasizliyinin humanitar va ictimai elmlar
baximindan aktual problemlori analiz edilir va bir sira
multidissiplinar tadgiqat istigamatlari miiayyon edilir.

177. Sliyev E.A. Korporativ miihitde biznes, informasiya

texnologiyalar: va tohliikasizliyi iizra fealiyyat ndvlarinin
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koordinasiyast problemlari / Beynolxalq Telekom-
munikasiya Ittifaqinin 150 illiyine hasr olunmus
Informasiya tohliikasizliyinin multidissiplinar
problemloari iizra II respublika elmi-praktiki konfransi,
Baki, 14 may 2015, s. 209-212.

Bu maqalada  korporativ miihitdo  biznes, informasiya
texnologiyalart va tohliikasizliyi iizra faaliyyat novlorinin
koordinasiyast problemi qoyulur. Bunun iiciin hamin faaliyyat
novlarinin asas proseslari 1SO-21500, ISO-9001, ISO/IEC-
12207 wa ISO/IEC-27001 beynalxalq standartlar asasinda
identifikasiya  edilir,  foaliyyat  proseslori  ohamiyyat
prioritetloring, icra fazalarina va digar parametrloring gora
tasnifatlagdirilir, proseslor arasinda asililiq alaqalori arasdirilir,
belo tasnifatlasdirma modelinin faaliyyat novlori arasinda
koordinasiya iiciin = ohamiyyati  gostarilir,  koordinasiya
mexanizmini formalasdirmagq iiciin metod toklif edilir.

178. Hacirohimova M.S. Big Data texnologiyalarmin
tohliikalori / Beynalxalq Telekommunikasiya Ittifaqinin
150 illiyina hasr olunmus Informasiya
tohliikasizliyinin multidissiplinar problemlari iizra II
respublika elmi-praktiki konfransi, Baki, 14 may 2015,
s. 248-251.

Mogqalada informasiyanin emalinda yeni erani oaks etdiran “Big
data”  texnologiyalarimin  qisa  xiilasasi  verilir.  Bu

texnologiyanin bazi tahliikasizlik aspektlari tadgiq olunur.
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179. Oliyev ©.Q., Musayeva E.H. ©Okberova L.O.,

Abbasova V.O. Igtisadiyyatin informasiyalagdirilmasinin
bazi tohliikasizlik aspektlori / Beynalxalq Tele-
kommunikasiya Ittifaqinin 150 illiyina hasr olunmus
Informasiya tohliikasizliyinin multidissiplinar
problemloari iizra II respublika elmi-praktiki konfransi,
Baki, 14 may 2015, s. 148-149.
Mogqalada miiasir dovrda iqtisadiyyatin informasiyalasdirilmas:
proseslorinin qarsiliql tasiri 6yranilmis va onlarin tahliikasizlik
aspektlori tohlil olunmusdur. Informasiyalasdirma prosesina
camiyyatin va igtisadiyyatin dayamigl inkisafinin tomini kimi
baxilmigdur. Yeni igtisadiyyatin IKT asasinda inkisafi izra bazi
sahalor gostarilmisdir. Elma, biliya va informasiyaya tahliika va
risk manbayi kimi baxilmigdir. Igtisadiyyatin
informasiyalasdirilmas:  prosesinda  yarana bilacok  sosial
tahliikalilik hallari arasdirilms va hamin istiqamatda miiayyan
tohliikasizlik texnologiyalarinin islanilmasi taklif olunmugsdur.

180. Oliyev 9.Q., Sahverdiyeva R.O. Innovativ struktur va
proseslarin idars olunmasinda informasiya tahliikasizliyi
masalalori / Beynoalxalq Telekommunikasiya Ittifaqinin
150 illiyina hasr olunmus Informasiya
tohliikasizliyinin multidissiplinar problemloari iizra II
respublika elmi-praktiki konfransi, Baki, 14 may 2015,
s. 66-69.

Moagqalada innovativ strukturlarin va proseslarin mahiyyati izah

olunur. Onlara sosial-iqtisadi sistemin elementi kimi baxilir.
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Homin struktur va proseslarin idara olunmasinda informasiya
tohliikasizliyinin ~ miihiim  rolu, moaqsad va funksiyalari
gostarilir. Innovativ strukturlarin informasiya tahliikasizliyi
siyasati izah olunur. Informasiya tohliikasizliyinin foaliyyat
sxemi  verilir.  Innovativ  strukturlarn  informasiya
tohliikasizliyinin  disul wva xiisusiyyatlori  tohlil  olunur.
Innovativ  strukturlarn  informasiya  tahliikasizliyinin
tokmillagdirilmasi iizra bazi tovsiyalar verilir.

181. Sliyeva A.S., Okbarova L.O. Elektron kommersiyanin
tohliikesizliyinin ~ temin  edilmasi  problemlari /
Beynolxalq Telekommunikasiya Ittifaqinin 150 illiyina
hasr olunmus Informasiya tohliikasizliyinin
multidissiplinar problemlari iizro II respublika elmi-
praktiki konfransi, Baki, 14 may 2015, s. 183-185.
Mogalada etibarly elektron sonad dovriyyasi sistemlari iiciin
nazarda tutulmus elektron imza formatlar: haqqinda timumi
malumat verilir. Asan imza, giiclondirilmis elektron imza va
tokmil elektron imza nazardan kecirilir va CAAES, PAdES va
XAdES kimi elektron imza formatlari analiz edilir.

182. Fatoliyev T.X. Elektron elmin informasiya tahliikasizliyi
haqqinda / Beynalxalq Telekommunikasiya Ittifaqinin
150 illiyina hasr olunmus Informasiya
tohliikesizliyinin multidissiplinar problemlari iizrs II
respublika elmi-praktiki konfransi, Baki, 14 may 2015,
s. 145-147.

97



Mogalada Azarbaycan Respublikasinda formalasdirilan e-elmin
informasiya tohliikasizliyi masalalorina baxilmisdir. E-elmin
effektiv kiber miidafiasi iiciin prioritet istiqgamatlor va bu sahada
goriilmiis iglor tagdim olunmusdur.

183. Hacirshimova M.S. E-senad dovriyyaesi sistemlarinin

tohliikasizliyinin tomin edilmoasinin boazi aspektlori /
Beynolxalq Telekommunikasiya Ittifaqinin 150 illiyina
hasr olunmus Informasiya tohliikasizliyinin
multidissiplinar problemlari iizro II respublika elmi-
praktiki konfransi, Baki, 14 may 2015, s. 159-162.
Mogalo hazirda istar 6zal, istarsa da dovlat sektorunda
idaraetma masalalarinin  hallinda tatbiqi zoruri bir amila
cevrilmis elektron sanad dovriyyasi sistemlarinin tohliikasizlik
masalalaring hasr olunur. Bu sistemlarin tohliikasizliyini
sartlondiran asas faktorlar sarh olunur, tohliikalorin tasnifatina
baxilir, sistemin asas tohliikasizlik aspektlori arasdirilir.

184. Imamverdiyev Y.N. Sosial media vo tohliikesizlik
problemlari /  Beynalxalq = Telekommunikasiya
Ittifagqinin 150 illiyine hasr olunmus Informasiya
tohliikasizliyinin multidissiplinar problemlari iizra II
respublika elmi-praktiki konfransi, Baki, 14 may 2015,
5.189-192.

Sosial media takca rahat iinsiyyat va fayl paylasumi platformast
deyil, ham da ictimai-siyasi tasir va idaraetma alati, garsidurma
va informasiya miiharibasi meydamdir. Sosial media onu

istifado  edonlorin ~ moagsadlorindon  asili  olaraqg — milli
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tohliikasizliya bir sira tohdidlor da yarada bilar. Bu isda sosial
medianin milli tahliikasizliya tohdid torada bilacak bir sira risk
ssenarilari tasvir edilir, sosial mediada saxta aktorlarin —
botlarin yaradilmas: va idara edilmasi texnologiyalart va bu
sahada bazi olkalarin tacriibasi analiz edilir. Sosial medianin
monitoringi va analizi iigiin movcud onlayn servislar barasinda
malumat verilir.

185. Imamverdiyev Y.N. Informasiya-psixoloji tohliikesiz-
liyin tomin edilmasi problemlari / Beynalxalq
Telekommunikasiya Ittifaqmnin 150 illiyine hasr
olunmus Informasiya tohliikasizliyinin
multidissiplinar problemlari iizro II respublika elmi-
praktiki konfransi, Baki, 14 may 2015, s. 78-81.

Qlobal informasiya comiyyati yaratdi§r boyiik imkanlarla
yanasi bir swra neqativ naticalor do dogurur: diévlatloraras
ziddiyyatlor va miinaqigalar global informasiya fozasina kegir,
informasiya miiharibasi imkanlar1 artir, madoni va ideoloji
ekspansiya genislonir, informasiya miistamlokaciliyi meydana
¢ixtr.  Dovlatlor  qarsisinda 6z informasiya  fozasinin
suverenliyini tomin etmoak, zararli informasiyanin fordi, qrup
va kiitlavi siiura neqativ tasirlarini effektiv neytrallasdirmagq
problemi durur. Bu isda informasiya-psixoloji tohliikasizlik
anlayist dagiqlagdirilir, informasiya-psixoloji tasir
mexanizmlari va informasiya-psixoloji tohliikasizlik tohdidlori
analiz  edilir, e-dovlat miihitinds  informasiya-psixoloji
tohliikasizliyin tamin edilmasinin asas problemlari gostarilir.
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186. Kazimov T.H., Bayramova T.A. Proqram sistemlarinin

tehliikesizliyi ve etibarliligmin temin edilmasinda
Ozlintiidare mexanizmlori / Beynalxalq Telekom-
munikasiya Ittifaqinin 150 illiyine hasr olunmus
Informasiya tohliikasizliyinin multidissiplinar
problemloari iizra II respublika elmi-praktiki konfransi,
Baki, 14 may 2015, s. 242-245.
Mogalada program sistemlarinag olan haker hiicumlarimin
sayimn artmast ila alaqadar olaraq yaranan tohliikalar tohlil
ediliv. Bu taohliikalorin qarsisini  almaq magsadilo onlarin
avtomatik agkar edilma wvasitalorinin, proqram tominatinin
oziiniiidara mexanizmlarinin iglonilmasi va yaradilan program
mahsullarinin sertifikatlasdirilmas: masalalori arasdirilir.

187. Kazzmov T.H, Mahmudova S$.C. Informasiya
tohliikesizliyinin ~ temin  olunmasinda  biometrik
texnologiyalarin rolu / Beynalxalq Telekommunikasiya
Ittifagqinin 150 illiyine hasr olunmus Informasiya
tohliikesizliyinin multidissiplinar problemlari iizrs II
respublika elmi-praktiki konfransi, Baki, 14 may 2015,
s5.218-221.

Mogalads informasiya tahliikasizliyinin tamin olunmasinda
biometrik texnologiyalarin rolundan bahs olunur. Diinyada
terror tahliikasinin artmas: ila alagadar olaraq tohliikasizliyi
tamin edon sistemlorin tokmillasdirilmasi magsadila biometrik
identifikasiya sistemlorinin yaradilmast zarurati meydana

cixmisdir. Milli zaminda  hiiqug-miihafiza  sistemi, dovlat
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tohliikasizliyi sistemi va olkonin miidafio taminati orqanlarinin
qarsisinda  duran  moasalalorin  halli  iiciin  biometrik
texnologiyalardan istifada etmoayin iistiinliiklari gostarilmisdir.

188. Karimova S.A. Smartfonlarda informasiya
tohliikasizliyi risklori / Beynalxalq Telekommunikasiya
ittifagqinin 150 illiyine hasr olunmus Informasiya
tohliikasizliyinin multidissiplinar problemloari iizra II
respublika elmi-praktiki konfransi, Baki, 14 may 2015,
s. 255-258.
Smartfonlar genis imkana malikdirlor: sensor massivi,
coxkanallr radio, sabaka interfeysi, qigabaytli yaddas va giiclii
prosessor. Belo xiisusiyyatlorina gora smartfonlar artig
glindalik hayatimizin bir hissasina cevrilib. Smartfonlar ham da
informasiya monbayidir. Saxsi hayatimiz, isimiz, bir sozla
oziimiizla bagli olan bu informasiyanmn tohliikasizliyini da
nazara almaq ticiin bir sira tadbirlor gormak lazimdir. Bu isin
magsadi  smartfonlarda  informasiya  tohliikasizliyini  va
smartfon istifadacilorinin  gizlilik risklarini  gostarmok wva
tohliikasizliyi qorumagq iigiin istifadacilara praktiki maslohatlar
vermakdir. Isda  smartfon istifadacilorinin  informasiya
tohliikasizliyi ticiin 10 risk qiymoatlondirilir.

189. Qasimova R.T. Internet domen infrastrukturunun
tohliikasizliyi — DNSSEC texnologiyast / Beynalxalq
Telekommunikasiya Ittifaqmnin 150 illiyine hasr

olunmus Informasiya tohliikesizliyinin
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multidissiplinar problemlari iizro II respublika elmi-
praktiki konfransi, Baki, 14 may 2015, s. 224-227.
Miiasir saraitdo domen adlar: sisteminda (DNS) sorgularin ala
kecirilmasinda, saxtalasdirilmanmin  aradan qaldirilmas:  va
tohliikasizliyin  tomin edilmasinda DNS  tahliikasizliyinin
tokmillasdirilmasi (DNSSEC) texnologiyasindan istifada edilir.
Bu moaqalada DNS-servera olan hiicumlarin analizi aparilir,
DNSSEC-in tatbiginin zoruriliyi asaslandirilir. DNSSEC
texnologiyasimin hayata kegirilmasi problemlari, iistiinliiklori,
eyni zamanda tahliikasizlikla bagli imkanlar: tadgiq edilir. Bu
texnologiyanin reallagdirilmasi istigamatinda bir sira tovsiyalor
verilir.

190. Mehdiyev S.A., Imamverdiyev Y.N. E-dovlatin

informasiya tohliikesizliyi ve texnoloji ¢agirislar /
Beynolxalq Telekommunikasiya Ittifaqinin 150 illiyina
hasr olunmus Informasiya tohliikesizliyinin
multidissiplinar problemlari iizro II respublika elmi-
praktiki konfransi, Baki, 14 may 2015, s. 130-133.

E-dovlatin  informasiya tohliikasizliyina yonalmis tahdidlar
informasiya sahasinda milli maraglara qars: yonalib. E-dévlatin
informasiya tahliikasizliyinin etibarly tomin edilmasi fiiciin
siyasi, hiiquqi, tahsil, idaraetma ila yanasi, adekvat texnoloji
bazamn  formalasdirilmas:  va  tokmillasdirilmasi  xiisusi
ohamiyyat daswyir. Bu isdo milli informasiya tohliikasizliyi
sisteminin formalasdirilmast va tokmillasdirilmasinda qarsiya

cixan asas texnoloji caSiriglar analiz edilir, inkisaf etmis
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olkalarin bu sahada tacriibasi arasdirilir va bir sira elmi-praktiki
tovsiyalor verilir.

191. Mammadova M.H.  Informasiya  cemiyyatinds

e-universitetin informasiya tahliikesizliyi / Beynalxalq
Telekommunikasiya Ittifaqmnin 150 illiyine hasr
olunmus Informasiya tahliikesizliyinin multidissip-
linar problemlari iizro II respublika elmi-praktiki
konfransi, Baki, 14 may 2015, s. 128-129.
Mogalada  informasiya  comiyyatinda  informasiya v
kommunikasiya texnologiyalarimin tatbigi ilo aldo olunan
naticalarla yanagsi, movcud tahliikalar arasdirilmis, e—dovlatin
strateji obyekti kimi e-universitetlorin bu sahada hansi
tohliikalarin hadafi ola bilacayi va bu tahliikalordon miimkiin
qorunma yollar: gostarilmisdir.

192. Mahmudov ~R.S. Osyalarin  Internetinin  bazi

tohliikasizlik problemlori / Beynoalxalq
Telekommunikasiya Ittifaqmnin 150 illiyine hasr
olunmus Informasiya comiyyetinin multidissiplinar
problemlari iizre II Respublika elmi-praktiki
konfransi, Baki, 14 may 2015, s. 99-101.
Tadgiqat isinda Osyalarn Interneti ila baglh mévcud tahliikalor
arasdirilir. O ciimladan, informasiya tohliikasizliyi, fordi
malumatlarin qorunmas: masalalorina baxilir. Bu sahadaki
problemlar sarh olunur va halli yollar: gostarilir.

193. Musayev V.Y, imamverdiyev Y.N. informasiya

tohliikesizliyi sahasinda beynalxalq cagirislar,
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togabbiislar \C) ohdaliklar / Beynoalxalq
Telekommunikasiya Ittifaqmnin 150 illiyina hasr
olunmus Informasiya tohliikesizliyinin multidis-
siplinar problemlari iizro II respublika elmi-praktiki
konfransi, Baki, 14 may 2015, s.102-105.

Mogalada informasiya tohliikasizliyi sahasinda beynalxalg
amakdasligla bagly qlobal tagkilatlarin va regional qurumlarin
tasabbiislari va konkret faaliyyat istigamatlori arasdirilmisdir.
Bu sahada siyasi, hiiquqi, elmi-texniki miistovida, hoamginin
xtisusi istigamatlor iizra beynalxalq tagkilatlarin asas faaliyyat
istigamatlari va qargiliqh alaqalari xiilasa olunmusdur.

194. Naxgivanski C.Y. Elektron hokumat portali modeli vo

onun  tohliikesizliyi ~ maosalolori /  Beynalxalq
Telekommunikasiya Ittifaqmnin 150 illiyine hasr
olunmus Informasiya tohliikesizliyinin multidis-
siplinar problemlari iizro II respublika elmi-praktiki
konfransi, Baki, 14 may 2015, s. 163-166.
Mogalads elektron hokumat portalimin  konseptual modeli
iizarindon onun komponentlori, struktur mexanizmlori va
tohliikasizlik ~ masalalori  tasvir  edilmisdir.  Tohliikasiz
informasiya miibadilasi, informasiyamn tamhgr ila baglh
sistemda mozarda tutulan yanasmalar, algoritmlor va
protokollar barads malumat verilmisdir.

195. Nobiyev B.R. Seboks trafikinin klasterizasiya metodu
haqqinda / Beynalxalq Telekommunikasiya Ittifaqinin
150 illiyina hasr olunmus Informasiya
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tohliikesizliyinin multidissiplinar problemlari iizrs II
respublika elmi-praktiki konfransi, Baki, 14 may 2015,
s. 213-215.

Kompiiter gsabakalorinin tahliikasizliyinin tomin olunmast va
prosesin optimallagdirilmast iigiin bir cox vasitalar movcuddur.
Molumdur ki, tohliikalorin yaranmasinin asas sabablarindon
biri sabaka trafikinda anomal va qeyri profil trafikin generasiya
olunmasidir. Bunlari nazara alaraq, maqalada sabaka trafikinda
davramg profilinin miiayyan olunmast ticiin sabaka trafikinin
klasterizasiya metodu toklif olunur. Davranis profilinin
miiayyan olunmast iiciin K-ortalar klasterizasiya metodu tatbiq
olunur.

196. Sixaliyev R.H. Miiasir kompiiter sabakalarinin
tohliikesizlik  trendlori haqqinda /  Beynalxalq
Telekommunikasiya Ittifaqmnin 150 illiyine hasr
olunmus Informasiya tohliikesizliyinin —multidis-
siplinar problemloari iizro II respublika elmi-praktiki
konfransi, Baki, 14 may 2015, s. 156-158.

Mogala  kompiiter — sabakalarinin  tohliikasizliyi  sahasinda
movcud trendlarinin analizina hasr olunmusdur. Bunun iiciin
avvalca  kompiiter  sabakalarinda (Internetda) bas veran
infrastruktur, tatbigi va istifada trendlori analiz edilmis va
onlarm kompiiter sabakalarinin tahliikasizliyina tasiri analiz
edilmisdir. Kompiiter sabakalarinin tahliikasizlik trendlarinin
miiayyan edilmasi yeni tohdidlorin askar edilmasina va onlara

qarsi effektiv miibariza aparmaga imkan verar.
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197. Yunusov T.E. Kompiiter sistemlorinde informasiya

tohliikasizliyi auditinin aparilmasi tisullar1 / Beynalxalq
Telekommunikasiya Ittifaqmnin 150 illiyine hasr
olunmus Informasiya tohliikesizliyinin
multidissiplinar problemlari iizro II respublika elmi-
praktiki konfransi, Baki, 14 may 2015, s. 252-254.
Mogala  kompiiter sistemlarinda informasiya tohliikasizliyi
auditinin aparimast disullarina hasr edilmisdir. Moqalada
kompiiter sistemlarinin tohliikasizliyi auditinin bazi standart
va metodlari, o ciimladan 1SO 27000, kompiiter sistemlarinda
tohliikasizlik risklari, kompiiter sistemlari tahliikasizliyi iiciin
auditin planlagdirilmas: analiz edilmis va movcud problemlar
miiayyan edilmisdir. Homcinin mdévcud tahliikasizlik audit
metodlar: niimuna gostarilmisdir.

198. Yusifov E.F. Dayaniqly, etibarli vo tohliikesiz elektron
dovlstin formalasmasina bazi konseptual yanasmalar /
Beynolxalq Telekommunikasiya Ittifaqinin 150 illiyina
hesr olunmug Informasiya tshliikasizliyinin multidis-
siplinar problemloari iizro II respublika elmi-praktiki
konfransi, Baki, 14 may 2015, s. 134-137.

Elektron dovlat sisteminin informasiya taohliikasizliyinin tamin
olunmasi  masalalori  arasdirilir.  Elektron  dovlatin
tohliikasizliyina olan tohdidlar, potensial risklor va onlarin
idara  olunmasi moasalalori  tadqiq  olunur. E-dovlatin
informasiya tohliikasizliyinin aktual problemlori miiayyan
edilir.
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199. Araes @.T., Mameaosa I A. IIpoGaemsl obecriedeHMst

0e30I1acCHOCTM  HAEKTPOHHOIO OOpa3oBaHMs B Y4eOHBIX
saBegermsix  /  Beynalxalq = Telekommunikasiya
ittifagqinin 150 illiyina hesr olunmus Informasiya
tohliikasizliyinin multidissiplinar problemlari iizrs II
respublika elmi-praktiki konfransi, Baki, 14 may 2015,
c. 180-182.
[TompebOtiocmb 00yuerus 6 6upmyarvHotl 00pa306amerbHo
cpede pacmém u3 200a 6 200. Bospacmaem  w4ucao
00pa306ameAbHbIX yupexoeruii, c030asuiux 6010
UHPOpMayuoHHo-00pasosamerviyto cpedy 6 urmepreme. B
dannotn cmamve 00cyxoaromcs  npodremovl  obecneveHusl
ungopmayuonrou  Oesonachocmu 6 EUPMYAALHOM
o0pasosamerviiom  npocmparcmee.  Ocoboe  eHuMarue
yoeasemcs cospemMeHHbIM 1edazozudeckum mexHoA0ZUIM Kak
cpedcmey  obecneverus. UHPOPMAUUOHHOU  0e30nACHOCTIU
00yueHus 6 cemu.

200. Mameagosa M.I. IIpoGaempr  mMHpOpPMALIMOHHOM
Oe30macHOCTM IMepPCOHAABHBIX JAaHHBIX B  YCAOBIMIX
9A€KTPOHHOI MeAUITVHBI / Beynoalxalq
Telekommunikasiya Ittifaqmnin 150 illiyine hasr
olunmus Informasiya tohliikasizliyinin
multidissiplinar problemlari iizro II respublika elmi-
konfransi, Baki, 14 may 2015, c. 52-55.

Vccaedosarior npobAembl 3aujumuvl nepcoHArbHbIX JaHHBIX 6

arekmporton  meduyute.  Ilpusedervi  nodxodvt K
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obecneueruto UHPOpMAayuoHHoi OesonacHocmu OAHHLIX O
coCMoAHUY  300po6bsl 6 MUPO6OL npaxkmuke, 6vlderetvl
cneyuduueckue 0co0eHHOCMU NEPCOHANDHBIX MeOULUHCKUX
JanHbIX U noKasamul nomexuuarbHvie  Y2posvl
KoHpuderyuarvocmy U 0e30nacHOCmy  MEOUUUHCKOU U
épaveOHOll  maitvl 6  UHPOPMAUUOHHBIX — CUCHIEMAX.
Paccmompetior  npagosvie 0CHO6bL  3AU4UMBL  HEPCOHAALHLIX
MeOULUHCKUX 0aHHBIX 6 A3epbaiidxatte.

201. Allahverdiyeva S.S. Usaqlarin Internetds tohliike-
sizliyinin tomin edilmasi problemlari. Ekspress-
informasiya. Informasiya comiyyoti seriyasi. Baku:
“Informasiya Texnologiyalar1” nagriyyati. 2016, 91 s.
Ekspress-informasiyada  usaglarm  Internetda  qarsilasdig
tohliikalor va onlarin tasnifat, usaqlarin bu tohliikalordan
qorunmast yollary gostarilir. Beynalxalq alomda bu problemla
bagli movcud olan yanasmalar va cagiriglar sarh edilir. Onlayn
miihitda usaglarin  yas xiisusiyyatlori nazara alinmagla,
Osyalarin Interneti, usaqlar iiciin nazords tutulmus sosial
sabakalar va s. problemlar identifikasiya olunur. Naticada yeni
toklif va tovsiyalar irali siiriiliir.

202. Agayev B.S., Mehdiyev $.A., Oliyev T.S. Elektron
moalumat dasiyicilar1  informasiya  tehliikesizliyinin
obyekti kimi // Informasiya Comiyysti Problemlari,
2016, No 1, s. 46-55.

Mogalada  bir sira moalumat  dagwyicilarimin informasiya

tohliikasizliyi va miihafizo problemlari arasdirilir. Elektron
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tullantilarin dasuyicilarinda va kagizda saxlamilan moaxfi va
dovlat  sirri  dastyan  moalumatlarin  gqorunmasi,  ehtiyat
niisxalorinin yaradilmasi, utilizasiyas:, barpa metodlart va
qurgulart analiz edilir. Malumat dagtyicilarinin idara edilmasi
sisteminin yaradilmasi masalasi nazardan kegirilir.

203. Fataliyev T.X. Elektron elmin tahliikesizliyinin temin

edilmasi masalalari hagqinda // Informasiya Comiyyati
Problemlari, 2016, No 1, s. 56-62.
Mogalo  Azorbaycan Respublikasinda  formalasan  e-elmin
tohliikasizliyi masalalorina hasr olunmusdur. E-elmin tarkib
hissalorina  baxilmig,  tohliikasizliyinin  tamin  edilmasinin
vacibliyi  va  dovriin  miirakkab  texnoloji va  sosial
problemlarindon olmas: vurgulanmisdir. Bu sahada goriilmiis
islor tohlil olunmus va e-elmin effektiv miihafizasi iiciin
prioritet istigamatlar gostarilmisdir.

204. Hacirshimova M.S. “Big Data” texnologiyalar1 va
informasiya tohliikesizliyi problemlori // Informasiya
Texnologiyalar1 Problemlari, 2016, No 1, s. 49-56.
Informasiyanin emalinda yeni erani oks etdiran “Big Data”
movzusu biznes miihitinda, kiitlovi informasiya vasitalarindo,
hamginin elmi adabiyyatda genis miizakira olunmagqdadir. “Big
data” idaracilik, sahiyya, elm, biznes va kommersiya, sanaye va
digor sahalorda ingilabi  doyisikliklor eda  bilacak  bir
texnologiyadir. Bu texnologiya bir tarafdon comiyyat iiciin yeni
imkanlar acir, digor tarafdon isa yeni tahliikasizlik problemlari

yaradir. Moagalada “big data” texnologiyalarimin qisa xiilasasi
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verilir. “Big data” analitikamin faydalar:, bazi tohliikasizlik
problemlari tadqiq olunur. Fordi moalumatlarin qorunmas
baximindan onun yaratdigr yeni etik problemlara baxilir va
bazi tovsiyalar verilir.

205. Imamverdiyev Y.N. Sosial media ve tohliikasizlik

problemlari // informasiya Comiyyati Problemlari, 2016,
No 2, s. 19-25.
Sosial media takca rahat iinsiyyat va fayl paylasumi platformast
deyil, ham da ictimai-siyasi tasir va idaraetma alati, qarsidurma
va informasiya miiharibasi meydamdir. Sosial media onu
istifada  edonlorin ~ magsadlorindon  asili  olarag ~ milli
tohliikasizliya bir sira tohdidlar do yarada bilar. Moaqalada sosial
medianin milli tahliikasizliya tohdid torada bilacak bir sira risk
ssenarilari tasvir edilir, sosial mediada saxta aktorlarin —
botlarin yaradilmas: va idara edilmasi texnologiyalar: va bu
sahada bazi olkalarin tacriibasi analiz olunur. Sosial medianin
monitoringi va analizi tigiin movcud onlayn servislar barasinda
moalumat verilir.

206. Imamverdiyev Y.N., Noabiyev B.R. Informasiya
tohliikesizliyinin monitoringi sistemlori ticiin kiitlovi
xidmat modellori // Informasiya Texnologiyalari
Problemlari, 2016, No 1, s. 33-38.

Informasiya tahliikasizliyinin idara edilmasi sistemlorinda
informasiya tohliikasizliyi hadisalorinin emali proseslarinin
modellasdirilmasi iiciin kiitlovi xidmat modeli taklif edilir.

Informasiya tohliikasizliyi hadisalarinin emali prosesi garisiq
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prioritetli xidmat qaydast ilo islayon M/G/1 modeli ila tasvir
edilir va ii¢ prioritet sinfi — miitlaq, nisbi va prioritetsiz xidmat
rejimlari ticiin orta gozloma miiddatlorinin analitik ifadalori
verilir. Alinmig ehtimal xarakteristikalar: asasinda informasiya
tohliikasizliyi hadisalorinin emali iizra faaliyyatin effektivliyini
qiymatlondirmak iiciin carima funksiyalar: daxil edilmakla
model da toklif edilir.

207. Sixeliyev R.H. Sosial gebokalords tohliikesizlik

problemlori // Informasiya Comiyyati Problemlari, 2016,
Neo 2, s. 80-88.
Bu giin Internetda coxlu sayda sosial sabakalor movcuddur. Bu
sosial sabakalar cox populyardir va insanlarin hayatinda vacib
rol oynayir. Bununla yanagi, sosial gsabakalar informasiya
tohliikasizliyi sahasinda yeni risklorin yaranmasina gatirib
cixarmugdir. Bu risklor ziyanli programlarin va spamlarin
yayilmasi, sosial miihandislik va sosial saboka hesablarina
hiicumlarin hayata kegirilmasi, izloma, aldatma va s. kimi
tohliikalorlo  baglidir. Moagala sosial sabakalordo movcud
tohliikalorin analizina va onlardan gorunma masalaloring hasr
olunmusdur.

208. Abayaasaesa ®.4. Anaams TpeOoBaHMII K aBTOMAaTU-
3UpOBaHHON MH(POPMAIIMIOHHON Oe30ITaCHOCTU CHCTEeM
peryTanuii M ClleHapus HOPUMEHMMOCTM  CUCTeM
peryTanuii B cpede 00JauHBIX  BBIUMCAEHUIT [/
IIpoGaemsr ynipasaenust u nHpopmaTuky, 2016, No 4,

c. 147-156.
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[losereriue napaduzmvl 00AAUHBIX MEXHOAOZULL OUEHUBACCA
Kax ouepedHoli pesoAtouuoHHblil npoyecc 6 Vmeprem-cpede.
Cozaactio  onpederenuto amou MeXHOAOZUU  OpzAHUSALUelL
NIST  pecypcor  npedrazatomcs. — HOAL3OGATNEAIM — Uepes
WMnmeprem 6 sude cepsuca, Hanpumep, npozpammHas cAyxoa,
naam@opmennas cAyxk0a, unPpacmpykmypmas cAyxkoa.

209. Imamverdiyev Y.N. E-government information security

trust assessment model // International Journal of
Research  Studies in Computer Science and
Engineering, 2016, vol. 3, no. 2, pp. 29-34.
The establishment of trust in e government information
security is of prominent importance for the full use of the
actual potential of e-government. In this article, the trust
creation mechanism to e-government information security is
analyzed, and the model for the assessment of trust is
suggested. The model is based on integration of reputation
values calculated according to trust data collected from
different sources by taking into consideration the weight
coefficients.

210. Alguliyev R.M., Aliguliyev R.M., Alakbarova LY.
Extraction of hidden social networks from wiki-
environment involved in information conflict //
International Journal Intelligent Systems and
Applications, 2016, vol. 8, no. 2, pp. 20-27.

Social network analysis is a widely used technique to analyze

relationships among wiki-users in Wikipedia. In this paper the
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method to identify hidden social networks participating in
information conflicts in wiki-environment is proposed. In
particular, we describe how text clustering techniques can be
used for extraction of hidden social networks of wiki-users
caused information conflict. By clustering unstructured text
articles caused information conflict we create social network of
wiki-users. For clustering of the conflict articles a hybrid
weighted fuzzy-c-means method is proposed.

211. Alguliyev R.M., Mahmudov R.Sh. Topical Issues of

Regulation of Economic Relations in Internet
Environment // Economics World. 2016, vol.4, no.l,
pp-25-36.
This article examines current issues of regulation of economical
relations in the Internet environment. Complexities, created by
global and wvirtual features of the Internet economy, are
characterized. Problems associated with the implementation of
the tax and customs policy, regulation of e-money circulation,
virtual labor, intellectual property rights protection and
consumer rights, as well as personal information are analyzed.
Specifics of economic crimes and problems of their control in a
virtual environment are commented. Also, the ways to address
these problems are indicated.

212. Abdullayeva F.D. Analysis of the requirements of the
information security of reputation systems and scenario

of using reputation systems in the cloud computing
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environment // Journal of Automation and Information
Sciences, 2016, vol. 48, no. 7, pp. 77-87.

The analysis of application areas of reputation systems, their
role at management of identifications in the environment of
cloud computing, and the works which are carried out in this
direction is given. The main components of reputation systems,
security requirements, needed while their design, are defined.

213. Mahmudov R.S. Big Data ve fordi moalumatlarin

gorunmast problemlari / “Big data: imkanlari,
multidissiplinar problemlari vo perspektivlori” I
respublika elmi-praktiki konfransi, Baki, 25 fevral
2016, s. 99-102.
Mogalada Big Data texnologiyalarimin tatbigi saraitinda fordi
malumatlarin  qorunmast  problemlori  arasdirilir.  Fordi
moalumatlarin  toplanmast  va emalr ilo  bagli  hiiqug
normalarimin - takmillasdirilmasi  zarurati ~ gostarilir. Fardi
moalumatlara miilkiyyat hiiququnun taninmast problemina
toxunulur. Fardi moalumatlarin saxssizlosdirilmasi, onlarin
emalimin legitimlasdirilmasi va mohdudlasdirilmas: ila bagl
hiiquqi konsepsiyalarla Big Data texnologiyalarimin tatbiqi
konsepsiyalar1 arasindak: ziddiyyatlar sarh olunur.

214. Allahverdiyeva S.S. Usaglarin internet tohliikasizliyinda
Big Data texnologiyalarindan istifade masoalalori / “Big
Data: imkanlari, multidissiplinar problemlari vo
perspektivlari” I respublika elmi-praktiki konfransz,
Bak, 25 fevral 2016, s. 122-123.
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Mogalada Big Data usaglarin hayatinda oynadigr rol, ragamsal
asyalarin adi agyalarla miiqayisada forqliliklori arasdirilmigdir.
Usaglarin  raqamsal  texnologiyalara  olan  miinasibati
gostorilmigdir. Big Data-nin usaqglarin saxsi malumatlarindan
istifadada miisbat va manfi cahatlari geyd olunmusdur.

215. Oliquliyev R.M., Abdullayeva F.C. Fardi tibbi

moalumatlarin on-line miihitds tahliikesizliyi problemlari
/ “Elektron tibbin multidissiplinar problemlari” I
respublika elmi-praktiki konfransi, Baki, 24 may 2016,
s.104-109.
Togdim olunan maqalada fordi tibbi moalumatlarin onlayn
miihitda tahliikasizlik problemlari tadqiq olunur. Elektron tibb
geydlori va sistemlori terminlarina aydinlig gatirilir, eSahiyya
sahasinda faaliyyat gostaran standartlasdirma tagkilatlar, fordi
tibbi  moalumatlarin  toplanmasim1  hayata  keciron  tatbig
modellari tasvir edilir. Fardi tibbi malumatlarim qorunmasi
iizra beynalxalg tacriiba arasdirilir, tohliikasizlik va gizlilik
problemlari miiayyan olunur va onlarin halli iigiin taklif va
tovsiyalar verilir.

216. Imamverdiyev Y.N. E-dovlatin informasiya
tohliikesizliyi tiglin Big Data texnologiyalar1 / “Big Data:
imkanlar, multidissiplinar problemlari \C)
perspektivlari” I respublika elmi-praktiki konfransz,
Baki, 25 fevral 2016, s. 86-90.

Big Data texnologiyalar1 bir sira spesifik informasiya

tohliikasizliyi problemlori yaratmaqgla yanasi, informasiya
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tohliikasizliyinin tomin edilmasi iigiin yeni imkanlar da vod
edir. Bu isdo Big Data texnologiyalarimin gotirdiyi yeni
informasiya tahliikasizliyi tahdidlori analiz edilir va bu
texnologiyalarin  e-dovlatin  informasiya  tohliikasizliyi
sisteminda tatbiqi imkanlar1 qiymoatlondirilir.

217. Imamverdiyev Y.N. Informasiya tohliikesizliyi iizre

toadqiqatlar tigiin boyiik ve kigik verilonlar / “Big Data:
imkanlari, multidissiplinar problemlari \C)
perspektivlari” I respublika elmi-praktiki konfransi,
Baki, 25 fevral 2016, s. 95-98.
Big Data texnologiyalar: informasiya tohliikasizliyi iizra
tadqigatlarda boyiik verilanlar toplularindan istifada edilmasini
talab edir. Lakin bela verilonlarin toplanmasi, tadqiqatcilarin
genis dairasi ticiin alyetor edilmasi sahasinda bir sira hiiquqi,
tohliikasizlik, etik, intellektual miilkiyyat, raqabat va digar
problemlor mévcuddur. Moaqalada informasiya tahliikasizliyi
sahasinda aktual tadqiqat istigamatlori iizra movcud verilonlar
toplulart hagqinda moalumat verilir, bu toplulara miiraciat
modellari analiz edilir.

218. Imamverdiyev Y.N. Big Data vo fordi molumatlarin
tohliikesizliyi / “Big Data: imkanlari, multidissiplinar
problemlari va perspektivlori” I respublika elmi-
praktiki konfransi, Baki, 25 fevral 2016, s. 109-113.

Big data iiciin fordi moalumatlarin tohliikasizliyi  kritik
ohamiyyatli masaladir. Bu isda Big data texnologiyalarinin fordi

malumatlara yaratdi$ tohdidlor va bu tahdidlari qarsilamagq
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iiciin ~ fordi  moalumatlar  sahasindo  qanunvericiliyin
tokmillasdirilmasi  cagiriglart  analiz  edilir.  Big  data
texnologiyalarinda  fordi moalumatlarin  tohliikasizliyi iiciin
movcud texnoloji yanagsmalar analiz edilir va miivafiq elmi
tadqigat istigamatlori haqqinda malumat verilir.

219. imamverdiyev  Y.N. Elektron  kitabxanalarda

informasiya tehliikssizliyinin aktual problemlari /
“E-kitabxanalarin formalasmasi problemlari”
respublika elmi-praktiki konfransi, Baki, 15 aprel 2016,
s. 28-33.
Elektron kitabxanalar onlayn kitabxana-informasiya xidmoati
goOstaron miirakkab informasiya sistemidir va bela sistemlor
iiciin  informasiya tohliikasizliyi va fordi moalumatlarin
konfidensialli1 kritik ohamiyyat dasiyir. Bu isdo elektron
kitabxanalarda informasiya tohliikasizliyi problemlarini analiz
etmoak iiciin IDEA4SP modeli toklif edilir va aktual problemlar
bu modelin saviyyalori iizra strukturlagdirilir. Elektron
kitabxanalarda fordi malumatlarin tahliikasizliyi va intellektual
miilkiyyatin qorunmasma texnoloji yanasmalar da analiz
edilir.

220. Imamverdiyev Y.N. E-sohiyya: informasiya
tohliikasizliyinin aktual problemlari / “Elektron tibbin
multidissiplinar problemlari” I respublika elmi-
praktiki konfransi, Baki, 24 may 2016, s. 32-38.

E-sahiyya keyfiyyatli tibbi xidmoatlorin va malumatlarin biitiin

camiyyata alyetarliyi sahasinda miixtalif perspektivlar vad edir.
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Bununla yanasi, saxsi hayatin toxunulmazligr va informasiya
tohliikasizliyi baximindan bir sira tohliikalara da yol agir. Bu
isda e-sahiyya sahasinda asas inkisaf tendensiyalarina qisa
nozar salimir, asas informasiya tohliikasizliyi tohdidlori
potensial risk baximindan xarakterizo olunur va informasiya
tohliikasizliyinin tomin edilmasinin vacib mexanizmlari analiz
edilir. E-sohiyya sistemlarinda, o ciimladon simsiz badon
sensorlart sabakalorinda informasiya tohliikasizliyinin tomin
edilmasinin aktual elmipraktiki problemlori identifikasiya
edilir.

221. Mammoadova M.H. Elektron fordi tibbi malumatlarin
informasiya tohliikesizliyi problemlari / “Elektron tibbin
multidissiplinar problemlari” I respublika elmi-
praktiki konfransi, Baki, 24 may 2016, s. 192-196.

Elektron tibdo fordi moalumatlarin gorunmas: problemlari
tadqiq edilmisdir. Beynalxalg tacriibada pasiyentlorin saglamlig
vaziyyatlori hagqinda malumatlarin informasiya
tohliikasizliyinin tamin edilmasina yanasmalar gostorilmis,
fordi tibbi malumatlarin spesifik xiisusiyyatlari geyd edilmis,
tibbi informasiya sistemlorinda tibbi va hakim sirlarinin
konfidensialli§1  va  tahliikasizliyna  potensial  tahliikalar
gostarilmisdir.  Azarbaycanda  fordi  tibbi  moalumatlarin
qorunmasimin  hiiquqi  asaslart  nazardon  kegirilmis  va
Respublikada  fordi  tibbi ~ molumatlarin  gorunmasini
tanzimlayan ~ normativ-hiiquqi  sanadlarin  islonmasinin

magsadamiivafigliyi ssaslandirilnisdar.
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222. Yunusov T.E. “Big Data” tohliikesizliyi ve halli yollar1 /

“Big Data: imkanlari, multidissiplinar problemlari vo
perspektivlari” I respublika elmi-praktiki konfransz,
Baki, 25 fevral 2016, s. 137-139.
Mogala “Big Data” tahliikasizliyi va halli yollarina hasr
edilmisdir. Moqalado “Big Data” fenomeni, “Big Data”
texnologiyasi, verilonlarin tahliikasizlik masalalari, o ciimladon
verilonlarin idarsedilmosi, icazalorin idarsedilmasi, malumatin
miihafizasi va konfidensialligi, sabako tohliikasizliyi analiz
edilmis va movcud problemlar miiayyan edilmisdir.

223. ImamBepanes  fL.H., Cyxocrar /A.B. Bompocw

IIpUMEeHEeHN!sI MeTOJ0B MaIlMHHOIO OOy4YeHus AAs
perrenns 1po61eM MHPOPMAIIMOHHON Oe3oracHoCTH /
“Big Data: imkanlari, multidissiplinar problemloari va
perspektivlari” I respublika elmi-praktiki konfransi,
Baki, 25 fevral 2016, c. 127-131.
B cmamve npedcmasrern  0030p  OCHO6HOLIX — Memodos
00HAapYKeHUS AHOMAAUTE HA OCHO6e MAUUNHHOZ0 00yHeHUs O
peuleHus  nNpodremM  UHPOPMAUUOHHOU  0e301nACHOCHIU.
Paccmompetrior memodvl kaaccuduiayuu u KAACMepusayuu.
[Ipusedertor npodremvl MawUuHHo20 00YyUeHUs 60 6paAXJedHOl
cpede.

224. limamBepaues  SL.H., Cyxocrar /A.B. Bompocn
OesoracHOCTI K1OeppU3MIecKmx crcTeM /

“Riyaziyyatin totbiqi masalalori vo yeni informasiya
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texnologiyalar1’” 1III respublika elmi konfrans,
Sumgayit, 15-16 dekabr 2016, c. 257-259.
Kubepgpusuveckue cucmemuvt (cyber-physical systems, CPS) ¢
UEAOM  MOXHO — 0XApAKMEpu3oeamv KAk  KOMMAEKCHble
cemegble CUCEMbL YNpasAeHus, Komopvle couemarom 6 ceoe
Ppusuueckue aAeMeH bl pearvHozo mupa c
BOIUUCAUTHEADHBIMY  dAeMeHmamu 6 Kubepnpocmparicmee.
Katouesvle mexriorozuu aAexaujue 6 ocnose CPS sxarouarom:
"Unmeprem geuyei”, CMAPM-MexXHOA0ZUU (Smart
Everything), 00AaUHbIE GUIYUCACHUS, MOOUADHDIE
mextorozuu, “Oorvuiue dantvie” U cepsuctl AL ynpasreHus
AHAAUSOM OAHHDBIX.

225. Meanxosa H.A. Poar Big Data B obOecrieuenun

OesomacHocTu  getein B VIHTepnere / “Big Data:
imkanlar, multidissiplinar problemlari \C)
perspektivlari” I respublika elmi-praktiki konfransi,
Bak, 25 fevral 2016, c. 140-143.
B Odanmnou cmamve paccmampusaromcs  6udvl  PUCKos,
oxudatowux pebetika 6 Mnmepreme, onpederetue mepmuna
Big Data, a maxxe porv Big Data ¢ npedomepaujeriuu puckos
u obecneveruu desonacrocmu demeii 6 Vinmepneme.

226. Ieixaanes PI. OO0 ogHoil Moaean aHaAM3a AAHHBIX
6oapmioro cereporo Tpaduka / “Big Data: imkanlarn,
multidissiplinar  problemlari va  perspektivlari”
I respublika elmi-praktiki konfransi, Baki, 25 fevral
2016, c. 28-30.
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Cez00ms caoxkHOCMb KOHPUZYPAUUY KOMNBIOMEPHDIX cemet
npodorxaem pacmu. Kpome mozo, o00vem mpaduxa,
1epedasaemozo no IMumM cemsm, maxxe yeeruvueaemcs. Ipu
IMOM AHAAU3 MPAPUKA A6ASLEMCA NePCHeKMUSHBIM Menodom
0As obecneverus adexmugrocmu padomot u 0e30nACHOCU
KoMnvtomepHvix — cemeti. B cmamve  uccaedosarivi
sosmoxkHnocmu  npumenenus Big Data-mextorozuii 0%
AHAAU3A  00ALULUX  cemesblx  mpapukos. B pesyrvmame
aHarusa - cyuwecmeytougux memodos amarusa Big Data
NpeoroKeHa M00eAb AHAAU3A 00ALULOZO cemesoz0 mpadura
KOMNbIOMeEpHLIX cemell.

227. leixaaues  P.I. ITpobaemsr MHQPOPMaIIOHHOM
OesomacHOCTM  OeCIIPOBOAHBIX CUCTEM MOHUTOPMHIA
3aoposbs nanneHTos / “Elektron tibbin multidissiplinar
problemlari” I respublika elmi-praktiki konfransi,
Baki, 24 may 2016, c. 96-98.
becnposodnott  MoO0uUAbHBLIL — MOHUMOPUHZ  300PO6D
NAyuenmos  A6Aslemcs — O4eHb  GAXKHLIM — CepPEUCOM
30pasooxpanerus. [Ipu amom obecneuerue UHGOPMAYUOHHOLL
besonacrocmu cucmem 0ecnposodHoz0  MOOUALHOZ0
MOHUMOpUH2A  300p06bS.  NAUUEHNOE ABASLMCS  KUSHEHHO
6axHou 3adavei. B cmamve paccmampusaromcs npoOreMubl
Oesonacrocmu, Yzposvl OesonacHocmu, a makxe Mepbl 1o
obecneveruto  OesonacHocmu  cucmem  0ecnposodHozo

MOOUALHO20 MOHUMOPUH2A 300}90619}1 navueHmos.
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228. Abdullayeva F.D. CPTrustworthiness: new robust

model for trust evaluation in cloud computing / IEEE
10th International Conference on Application of
Information and Communication Technologies (AICT),
Baku, 12-14 October 2016, pp. 482-487.
In this paper trustworthiness evaluation issue of cloud
provider is considered. A new architectural approach for the
trust assessment system is proposed. According to the
approach the cloud provider”s trust level is calculated by
aggregating provider”s risk and reputation values. For the
demonstration of the capabilities of the proposed method the
experimental tests are conducted in Matlab program
environment.

229. Imamverdiyev Y.N. E-services security assessment
model / 10th IEEE International Conference on
Application of Information and Communication
Technologies, Baku, 12-14 October 2016, pp. 595-598.
Information security plays an extremely important role in
e-services, as the e-services are vulnerable to various kinds of
security and privacy threats on the Internet. The paper
presents a formal model of e-services considering four different
abstraction levels: application, middleware, operating system
and network. Various security threats to e-services and
security services to prevent these threats are described. The
security level of e-services is determined by the weighted sum

of security ratings of individual security services.
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230. Imamverdiyev Y.N., Sukhostat L.V. Anomaly detection

in network traffic using extreme learning machine / 10th
IEEE International Conference on Application of
Information and Communication Technologies, Baku,
12-14 October 2016, pp. 418-421.
Intrusion detection systems are one of the most relevant
security features against network attacks. Machine learning
methods are used to analyze network traffic parameters for the
presence of an attack signs. In this paper, extreme learning
machine method is considered for intrusion detection in
network traffic. The experimental results lead to the conclusion
of practical significance of the proposed approach for attacks
detection in network traffic.

231. Sixaliyev. R.H. Sabaka texnologiyalari. Bak:
“Informasiya Texnologiyalar1” nasriyyati, 2017, 238 s.
Kitabda  kompiiter sabakalorinin  asas anlayislar, agiq
sistemlarin qarsiligh alaga modeli, standart sabaka protokollart
steklari, sabako oalags kanallarina giris metodlari, sabaka
iinvanlama, sabaka marsrutlama, lokal, global, naqilsiz, SDN,
multiservis, intellektual, virtual xiisusi sabakalara, Internet,
multiagent va sabaka tohliikasizliyi texnologiyalarina baxilir.
Kitab  kompiiter ~ miihondisliyi  sahasinda  bakalavr  va
magistrlarin hazirlanmasi iiciin istifada edila bilar.

232. Aliquliyev R.M., Imamverdiyev Y.N., Mahmudov R.S.

informasiya tohliikesizliyinin multidissiplinar  elmi-
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nozeri  problemlori // Informasiya Camiyysti
Problemloari, 2017, No 2, s. 32-43.

Mogqalada informasiya tohliikasizliyinin multidissiplinar elmi-
nazari  problemlari arasdirilir. O  ciimladon  problemin
beynalxalg, siyasi, psixoloji, hiiquqi, iqtisadi, madoni-etik, kadr
hazirligr va usaqlarla bagly aspektlori analiz edilir. Homin
sahalor ~ iizra  aktual  elmi  tadgiqat  istiqamoatlari
miiayyanlasdirilir.

233. Imamverdiyev ~ Y.N.  E-sohiyyade  informasiya

tohliikesizliyinin aktual problemlari // informasiya
Coamiyyati Problemlari, 2017, Ne 1, s. 24-34.
E-sahiyya keyfiyyatli tibbi xidmatlorin va malumatlarin biitiin
camiyyata alyetarliyi sahasinda miixtalif perspektivlar vad edir.
Bununla yanasi, saxsi hayatin toxunulmazligr va informasiya
tohliikasizliyi baximindan bir sira tahliikalara da yol agir. Bu
isda e-sahiyya sahasinda asas inkisaf tendensiyalarina qisa
nazar salmr, asas informasiya tohliikasizliyi  tohdidlori
potensial risk baximindan xarakterizo olunur va informasiya
tohliikasizliyinin tamin edilmasinin vacib mexanizmlari analiz
edilir. E-sahiyya sistemlorinda, o ciimladon simsiz badon
sensorlart sabakalarinda informasiya tohliikasizliyinin tomin
edilmasinin aktual elmi-praktiki problemlari identifikasiya
edilir.

234. Imamverdiyev ~ Y.N.,,  Nobiyev  B.R.  Seboke

tohliikasizliyinin  intellektual =~ monitoringi  {igiin
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konseptual model // Informasiya Coamiyyati
Problemlari, 2017, No 1, s. 81-89.

Moagqalada sabaka tohliikasizliyinin prinsipial baximdan yeni va
daha effektli olan intellektual monitoringinin konseptual
modeli taklif olunur. Modelda monitoring prosesinin timumi
intellektual — arxitekturuna, funksional  bloklarina, emal
proseslorinag va tatbiq istiqamotlorina baxilir. Bundan basqa,
monitoring sisteminin bosluglar: va zaif néqtalari arasdirilir.
Gostarilon problemlarin aradan qaldirilmas: iiciin toklif olunan
model problemyoniimlii informasiya monitoringi, toplanan
verilonlarin ilkin emali, verilonlarin indekslasdirilmasi va
strukturlasdirilmasi, toplanan informasiyamin saxlanilmas: va
idara olunmasi, qarar qobul edan saxslarin talablorina uygun
informasiyamin  segilmasi va oxunaqli, analiz edila bilan
hesabatlarin generasiyas: kimi funksional imkanlar 6ziinda
birlasdirir.

235. Alguliyev R.M., Aliguliyev R.M., Imamverdiyev YN,
Sukhostat L.V. An anomaly detection based on
optimization // International Journal of Intelligent
Systems and Applications, 2017, vol. 9, no. 12, pp. 87-96.
At present, an anomaly detection is one of the important
problems in many fields. The rapid growth of data volumes
requires the availability of a tool for data processing and
analysis of a wide variety of data types. The methods for
anomaly detection are designed to detect object’s deviations

from normal behavior. However, it is difficult to select one tool
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for all types of anomalies due to the increasing computational
complexity and the nature of the data. In this paper, an
improved optimization approach for a previously known
number of clusters, where a weight is assigned to each data
point, is proposed. The aim of this article is to show that
weighting of each data point improves the clustering solution.
The experimental results on three datasets show that the
proposed algorithm detects anomalies more accurately. It was
compared to the k-means algorithm. The quality of the
clustering result was estimated using clustering evaluation
metrics. This research shows that the proposed method works
better than k-means on the Australia (credit card applications)
dataset according to the Purity, Mirkin and F-measure metrics,
and on the heart diseases dataset according to F-measure and
variation of information metric.

236. Alguliyev R.M., Aliguliyev R.M., Sukhostat L.V.
Anomaly detection in big data based on clustering //
Statistics, Optimization and Information Computing,
2017, vol. 5, no. 4, pp. 325-340.

Selection of the right tool for anomaly (outlier) detection in Big
data is an urgent task. In this paper algorithms for data
clustering and outlier detection that take into account the
compactness and separation of clusters are provided. We
consider the features of their use in this capacity. Numerical
experiments on real data of different sizes demonstrate the

effectiveness of the proposed algorithms.
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237. Aaryamnes P.M., Vmamsepaues f.H. Cyxocrar /1.B.

Kubepdusmueckne cucreMbl: OCHOBHbIE IIOHATUA U
BOIIPOCHI oDecrieuyeHnst OesornacHOCTI //
Vndopmanmonnsie TexHoaormm, 2017, tom 23, Ne 7,
c. 517-526.
Aantioe  uccaedosarue  HAueAeHo — HA  GbllAEHUE,
KAACCUPUKAUUTO U AHAAUS CYULECTNEYTOULUX UCCACIO8AHUL 110
gonpocam OesonacHocmu KuOepPusUueckux cucmem, 4mooul
Ayuule NOHAMD, KAk 0e30nacHocmb HA - CAMOM  OeAe
ocyuiecmersiemcs  npu  pabome ¢ KubepPusuueckumu
cucmemamu. — Paccmampusaromes  ouenxa — n0CAOCMEUL
Kubepamax, Moderuposanue U oOHApYyXeHue amax U
paspabomxa  apxumexmypuvl  Oesonachocmu.  Onucarvl
OCHOGHbIE Munbl amax U KAMCCUPUKAUUSL  Yzpo3 Ha
Kkubeppusuveckue  cucmembvl.  Ilokasaror — HanpasreHus
OYOyuLUX UCCACOO6AHUT.

238. Oliquliyev R.M., Alquliyev R.M., Abdullayeva F.C.
Bulud infrastrukturunun keyfiyyst gostoricilorinds
anomaliyalarin real zamanda askarlanmasi metodu /
“Proqram  miihandisliyinin aktual elmi-praktiki
problemlari” I respublika elmi-praktiki konfransz,
Baki, 17 may 2017, s. 30-36.

Bulud istifadacilora sor§u asasinda miqyaslanan resurslar
tagdim edon texnologiyadir. Bulud infrastrukturuna istanilon
qurdu wvasitasi ilo daxil olmagim miimkiinliiyii va agq

sabakalordon istifada etmoasi bu miihiti miixtalif  tipli
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kiberhiicumlarin  tasirina  maruz  qoymusdur.  Burada
informasiya tohliikasizliyi hiicumlarmmin  reallasmas: bulud
infrastrukturunun serverlorinin yaddas, CPU resurslarinda
anomal davramgin yaranmasima sabab olur. Bu sistemlorin
generasiya etdiyi boyiik hacmda verilonlorin tasnif edilmasi
prosesi boyiik xorc va wvaxt talab etdiyi iiciin burada bu
masalonin  hallinda anomaliyalarin  yarim-Oyradilon  (semi-
supervised) metodlarin  komayila askarlanmas: qonaatbaxs
hesab olunur. Moagalada bulud infrastrukturunun keyfiyyot
gostaricilorinda anomaliyalarin  askarlanmas: iiciin - yarim-
oyradilon metod toklif edilir. Burada anomal davranis:
askarlamagq ticiin keyfiyyat gostaricilari iizra Google va Yahoo!
sirkatlarinin agiq verilonlari, Python 2.7, Matlab, Weka va
Google Cloud SDK Shell programlari istifads edilmisdir.
Modelin eksperimental tadqiqi naticasinda 0.99% agkarlama
daqigliyi alda edilmisdir.

239. Oliyev E.R., Imamverdiyev Y.N. Program tominati vo
fordi mealumatlarin tehliikesizliyi masalaleri / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari” I
respublika elmi-praktiki konfransi, Baki, 17 may 2017,
s. 284-286.

Bu maqalada "program tominati” va "fordi molumatlarin
tohliikasizliyi” sahalarina aid masalalor qoyulur. Bunun iigiin:
homin anlayislar va onlarin  predmetini  formalasdiran
komponentlar identifikasiya edilir; bu predmet komponentlari

arasinda  sabab-natico wva digar qarsiligh  tasir  alagalori
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daqiglasdirilir; bu sahalora aid normativ hiiquqi va texniki
aktlar ~ asasinda  informasiya  tohliikosizliyi  talablori  va
salahiyyatlor bolgiisii alati arasdirilr.

240. Imamverdiyev Y.N. Informasiya tehliikesizliyi iigiin

aciq kodlu alatlor / “Proqram miihandisliyinin aktual
elmi-praktiki problemlari” I respublika elmi-praktiki
konfransi, Baki, 17 may 2017, s. 46-49.
Hazirda acig  kodlu  program  tominati  informasiya
texnologiyalarina boyiik tasir gostarir, bir sira yeni sahalarin
meydana cixmasina imkan verir. Informasiya tahliikasizliyinin
bir ¢ox istigamati iizra kommersiya analoglar: ila raqabat apara
bilon yiiksak keyfiyyatli acig kodlu program sistemlori
movcuddur. Bu moaqalada azad program tominatimin asas
konsepsiyalarina nazar salinir, informasiya tahliikasizliyi iizra
aciq kodlu alatlor analiz edilir va onlarin tatbigi iizra bir sira
tovsiyalar islonir.

241. Imamverdiyev ~ Y.N,, Muradova G.M. Qlobal
kibertohliikasizlik sonayesinin analizi / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari” I
respublika elmi-praktiki konfransi, Baki, 17 may 2017,
s. 89-91.

Mogqalada global kibertahliikasizlik sanayesinin formalasmas: va
inkisafi problemlari arasdirilir. Kibertahliikasizliyin miiasir
manzarasing qisa nazar salimir, kibertahliikasizlik sanayesinin
seqmentlari miixtalif meyarlara gora tasnif olunur, yaxn illar

iiciin bu seqmentlorin inkisaf prognozlari va asas trendlari
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miiayyan edilir, sanayenin asas oyuncular: arasinda bazarin
paylagilmas: analiz edilir. Kibertahliikasizlik sanayesinin asas
trendlori kimi mohsullarda siini intellekt ingilabimin bas
vermoasi, miirakkab, smart silahlarin yaradilmasinda sistemli,
layiha yanasmalarinin istifada edilmasi gostarilir.

242. Kazimov T.H., Ocaqgverdiyeva S.S. internetds usaglarm

tohliikasizliyini temin edan proqram vasitalarinin tahlili /
“Proqram  miihandisliyinin aktual elmi-praktiki
problemlari” I respublika elmi-praktiki konfransi,
Baki, 17 may 2017, s. 305-307.
Mogalada usaglarin Internet miihitinda tohliikasizliyinin tamin
olunmast iiciin mévcud program tominatlar: arasdirilir. Genis
istifadaci  auditoriyas1 qazanmig proqram vasitalori analiz
olunur va onlarin iistiin cahatlori gostarilir.

243. Oliquliyev RM., Aliquliyev R.M., imamverdiyev YN,
Abdullayeva F.C. Boyiik verilonlorde anomaliyalarin
askarlanmasi {igiin ¢oxkriteriyali optimallasdirma tisulu /
“Informasiya tehliikesizliyinin aktual problemlari” III
respublika elmi-praktiki seminari, Baki, 08 dekabr 2017,
s. 7-11.

Anomaliyalarim  askarlanmasinda  klasterlosma  itisullarimin
tatbigi effektiv yanasmalardan hesab edilir. Mashur k-orta va
digor klassik klasterlasma alqoritmlarinda  klasterin ilkin
markazinin segilmasi va lokal optimumun tapilmas: asas
problemlardan biridir va anomaliyalarin askarlanmasinda daqiq

naticalar alda etmaya imkan vermir. Magalada anomaliyalarin
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askarlanmasinda daqigliyi artirmaq iiciin PSO (particle swarm
optimization) va k-orta algoritmlarinin birlagmasina asaslanan
yeni ¢akili klasterlasma idisulu toklif edilmisdir. Toklif edilmis
iisul Yahoo! S5 wverilanlor bazasi iizarinda test edilmisdir va
alinmig noaticalorin  k-orta alqoritmi ila miiqayisali tohlili
aparilmigdir. Eksperimentlarin  naticasi gostorir ki, toklif
edilmis  tisul k-means alqoritmi ilo miiqayisada daha
dayamglidir va daqiq naticalar alda etmaya imkan verir.

244. Yusifov F.F. Elektron sesverma sistemlarinda

tohliikeasizlik tohdidlarinin giymatlondirilmasi /
“Informasiya tehliikesizliyinin aktual problemlari” III
respublika elmi-praktiki seminari, Baki, 08 dekabr 2017,
s. 19-23.
E-sasverma e-demokratiyanin an miihiim komponentlarindan
biri hesab edilir. E-sasverma sistemlarinin tatbiginda va inkisaf
etdirilmasinda tohliikasizlik masalalori halledici rola malikdir.
Mogalada e-sasverma sistemina dair yanasmalar va sistemin
tohliikasizliyina olan tahdidlor arasdirilir. Coxmeyarli qarar
gobul  etmo  modeli  asasinda  e-sasverma  sisteminin
tohliikasizliyina olan tohdidlarin empirik giymoatlondirilmasi
masalasina baxilir.

245. Olokborov R.Q., Olokbarov O.R. Mobil hesablama
buludlarinda tehliikesizlik masalalori / “Informasiya
tohliikasizliyinin aktual problemlari” III respublika
elmi-praktiki seminari, Baki, 08 dekabr 2017, s. 29-33.
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Mogalads mobil hesablama buludlarinda istifada edilon bulud
platformalarinda tahliikasizlik problemlari tadgiq edilmisdir.
Mobil hesablama buludlarinda istifadacilorin malumatlarinin
konar  saxslordon  zomanatli qorunmasit va  gabakonin
tohliikasizliyi istigamoatinda meydana ¢ixan tohdidlor analiz
olunmusdur. Eyni zamanda, moaqalado mobil hesablama
buludlarinda  informasiya  tohliikasizliyi,  konfidensiallig,
malumatlarin yerlasdirilmasi va yerdayismasi, malumatlarin
tamhig1, kiber hiicumlar va s. masalalor da genis analiz
olunmusdur.

246. Ahquliyev. RM. Adigozalova N.A. Informasiya
tohliikesizliyi tizro aparilan tadqiqatlarin bibliometrik
analizi  (2007-2016-c1  iller) /  “Informasiya
tohliikesizliyinin aktual problemlari” III respublika
elmi-praktiki seminari, Baki, 08 dekabr 2017, s. 56-58.
Hazirda informasiya tahliikasizliyi kompiiter elmlari sahasinda
aktual elmi istigamatlordon biridir. Maqgalada Web of Science
elmi  bazasinda  indekslagsan  informasiya  tohliikasizliyi
sahasindaki asarlarin bibliometrik analizi aparilmisdir. Analiz
naticalori goOstarir ki, bu sahado ¢ap olunan asarlarin va
istinadlarin sayinda, elaca da, jurnallarin IF giymatlarinda
artim miisahida olunur.

247. Oliyev  E.A, imamverdiyev Y.N. 1nformasiya
tohliikesizliyinin menecmenti standartlarinin  alagali
standartlarla harmonizasiyasi xoritasi: tokliflor /
“Informasiya tahliikesizliyinin aktual problemlari” III
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respublika elmi-praktiki seminari, Baki, 08 dekabr 2017,
s. 59-62.

Mogalads  informasiya  tohliikasizliyinin =~ menecmenti
standartlarimin  va sisteminin digor sahalorin  menecment
standartlar1 va sistemlori arasinda koordinasiya masalalori
qoyulur. Bunun iiciin informasiya tohliikasizliyinin va digor
alagali sahalorin menecment standartlari identifikasiya edilir;
bu menecment proseslori PDCA modeli iizra tasnifatlasdirilir;
informasiya  tohliikasizliyinin  menecmenti  standarlarinin
alagali standartlarla harmonizasiyasi, o ciimladan sabab-natica
asililiglar1, terminologiyada uygunsuzluglar barada problemlar
qoyulur; “ISMS” (ISO/IEC-27001) va “SMS” (ISO/IEC-
20000) arasinda “maraqlarim miinaqisasi”"nin  “maraglarin
uzlasdirilmasi”na transferi masalasi iiciin  hall variantlar:
verilir.

248. Fataliyev T.X,, Verdiyeva N.N. Elektron elm
infrastrukturunun tahliikesizliyi problemlarinin analizi /
“Informasiya tehliikesizliyinin aktual problemlari” III
respublika elmi-praktiki seminari, Baki, 08 dekabr 2017,
s. 63-66.

Miivafiq  e-elm  infrastrukturu  miiasir  elmi-tadgiqat
faaliyyatinin ~ zoruri  torkib  hissasidir.  Infrastrukturun
layihalondirilmasi ~ va  reallasdirilmasinda  informasiya
tohliikasizliyi ~ problemlorinin ~ tohlili  miihiim  masaladir.
Mogalads  e-elmin  tahliikasizlik  problemlari, onun qrid

infrastrukturunun  tohliikasizliyinin  konseptual —masalalari
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arasdirilmis va Globus Toolkit tahliikasizlik wvasitalorinin
problemlarin hallinda rolu miiayyanlasdirilmisdir.

249. Alquliyev R.M., Ismayilova N.9. Sosial mediada milli

informasiya tohliikesizliyine tehdidlerin agkarlanmasi
{iclin yanasma / “Informasiya tshliikesizliyinin aktual
problemlari” III respublika elmi-praktiki seminari,
Baki, 08 dekabr 2017, s .70-72.
Mogalada sosial mediada dévlat aleyhina va milli informasiya
tohliikasizliyina qarst tahdidlarin, kibercinayatkarlhigin  va
terrorist qruplarinin badniyyatli faaliyyotlorinin askarlanmas
iiciin  texnologiyalar analiz edilmis va yanasma toklif
olunmusdur.

250. Imamverdiyev Y.N. Informasiya tehliikesizliyi iizre
beynalxalq koalisiyanin formalasdirilmas: problemlari /
“Informasiya tahliikesizliyinin aktual problemlari” III
respublika elmi-praktiki seminari, Baki, 08 dekabr 2017,
s. 77-80.

Qarsihgly alagali va qarsihigh asili diinyada informasiya
tohliikasizliyinin  etibarly  tomin edilmasi ddvlatlorin  six
amakdashigini talob edir. Lakin bu sahada dovlatlorin samarali
amakdashq etmoalari iiciin bir sira manealor movcuddur, ilk
novbada bu masalada dovlatlarin  strateji maraglar1 nazara
alinmalidir. Bu oldugqca ¢atin masaladir va naticada informasiya
tohliikasizliyi  sahasinda  beynalxalg — amoakdashgin  va
tanzimlomonin  yalmz mohdud formalar1 moalumdur. Bu

maqaloda informasiya tohliikasizliyi sahasinda beynalxalg
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koalisiyalarin formalasdirilmas: problemlorini analiz etmak
iiciin kooperativ oyunlar asasinda nazari-oyun modeli toklif
edilir.

251. Oliquliyev R.M., Ocaqverdiyeva S.S. Usaqlarin
Internetde informasiya tehliikesizliyini temin eden
sistemin  konseptual =~ modeli /  “Informasiya
tohliikasizliyinin aktual problemlari” III respublika
elmi-praktiki seminari, Baki, 08 dekabr 2017, s. 84-87.
Mogalada wverilonlorin  sanitarizasiyas: metodundan istifada
etmoakla  ziyanli informasiyamin qarsistmin  alimmast  iigiin
konseptual model taklif olunmusdur. Magsad - intellektual
analiz metodlarindan istifads etmokla Internet sabakasinda
usaqlarin tohliikasizliyinin tomin edilmasini nozorda tutan
sistemin yaradilmasidir.

252. Olokborov R.Q., Dursunov S.M. Qrid sistemlorindoa
tohliikesizlik texnologiyalarmin analizi / “Informasiya
tohliikasizliyinin aktual problemlari” III respublika
elmi-praktiki seminari, Baki, 08 dekabr 2017, s. 88-90.
Mogalada boyiik hesablama resurslart talab edon miirakkab
masalalorin  hallinda istifado olunan paylanmis hesablama
sistemlarinin tahliikasizlik sistemlari tahlil olunmusdur. Qrid
sistemlorinda  istifado  edilon  tohliikasizlik  standartlars,
paylannug hesablama miihitinda tahliikasizlik sistemlarina olan
talablor wva Qrid sistemlarinin  tohliikasizlik arxitekturas

haqqinda genis malumat verilmisdir.
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253. Hacirshimova M.S., Aliquliyev R.M. Big Data analitika
asasinda  informasiya  tehliikasizliyi ~ obyektinda
anomaliyalarin askarlanmas1 modeli / ”informasiya
tohliikasizliyinin aktual problemlari” III respublika
elmi-praktiki seminari, Baki, 08 dekabr 2017, s. 96-99.
Anomaliyalarin  agkarlanmas: verilanlorin  analizinda asas
masalalardandir va sabaka tahdidlorinin askarlanmasinda genis
istifado olunur. Magaloda Big Data analitika asasinda sabako
trafikinda anomaliyalarin askarlanmas: iigiin daha daqiq va
sado  multi-klassifikator ~ modeli  toklif  olunmusdur.
Eksperimentlar NSL-KDD  wverilonlor dasti iizra WEKA
program  tominatinda  aparilmisdir.  Anomaliyalarin
askarlanmasimin  daqiqliyi baximindan toklif olunan model
yaxst naticalar gostarmisdir.

254. Nobiyev B.R. Sobake tohliikesizliyi embaliyyat
morkazinin  arxitektur modeli /  “Informasiya
tohliikasizliyinin aktual problemlari” III respublika
elmi-praktiki seminari, Baki, 08 dekabr 2017, s. 100-103.
Mogalada, sabokonin daha samoarali va tahliikasiz  idara
edilmasini tamin etmok iiciin yeni sobaka tohliikasizliyi
amoaliyyat moarkazi arxitekturu yaradilmisdir. Bunun iigiin
aparilan arasdirmalar gostorir ki, hal-hazirda mévcud olan
yanagsmalarin bir cox zaif cohatlori vardir. Mdvcud olan
yanasmalarin asas zaif cohatlarindan biri insan faktorunun is
prosesinin operativliyina monfi tasir gostarmasidir. Taqdim

olunan arxitektur, sabakonin samoarali va tohliikasiz idara
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edilmasi iiciin miiayyan qorarlarin qabul edilmasinda komaklik
gostaran va galacokda bas vera bilacok hadisalorin qarsisinda
adaptiv qararverma qabiliyyatina malikdir.

255. Hogimov M.A. Ogyalarin Internetinin tohliikesizlik

moasalolori / “Informasiya tehliikasizliyinin aktual
problemlari” III respublika elmi-praktiki seminari,
Baki, 08 dekabr 2017, s. 108-111.
Osyalarin  interneti dedikda, miixtalif asyalarin internet
iizarindon bir-birila alaga qura bilmasi basa diisiiliir. Bunun
iiciin miixtalif arxitektur saviyyalorindon istifado olunur.
Mogalada agyalarin internetinin arxitekturas: tohlil edilmis va
asas saviyyalari (sensor, sabaka, tatbigqi) hagqinda moalumat
verilmisdir. Qeyd edilon saviyyalorda meydana ¢ixan bir sira
tahliikasizlik masalalari analiz edilmis va onlarin halli yollar:
gostarilmisdir.

256. Mansimzada O.R. SDN texnologiyalarinin
tohliikasizliyi problemloari / “Informasiya
tohliikesizliyinin aktual problemlari” III respublika
elmi-praktiki seminari, Baki, 08 dekabr 2017, s. 120-122.
Programla idara olunan sabaka texnologiyas: (SDN — Software
Defined Network) sabaka program taminat: olaraq galacok
sabaka arxitekturasimi anonavi sabokalarda tatbig edir, SDN
sabaka idaraciliyi uGuin sadalik, programlasdirma va elastiklik
baximindan perspektiv imkanlar yaradir. SDN texnologiyasini
tatbiq edorkon oOnda duran on vacib masalalardon biri do

tohliikasizlikdir. Magaloda OpenFlow asasinda qurulan SDN
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texnologiyasimin  tohliikasizlik masalalori va halli  yollar:
haqqinda moalumat verilmisdir. SDN texnologiyas: asasinda
qurulan sabakaya edilon hucumlar va bu hutumlardan mudafia
olunmagq ucui tatbiq olunan usullar tohlil edilmisdir.

257. Aaryames R.M., Aaviryanes R.M., Vimamsepaues Y.N.,
Cyxocrar /A.B. Obnapy>xenne DoS arak ¢ mpuMeHeHreM
aHcaMOAs KAacCcuPUKaTOPOB / “Informasiya
tohliikasizliyinin aktual problemlari” III respublika
elmi-praktiki seminari, Baki, 08 dekabr 2017, c. 12-18.
3a nocaedrue déa decamuremus 6 mupe, OpUeHMUPOSAHHOM
Ha «00AbUIUe» danHble, UX 00padomKa U AHAAUMUKA CIMAAU
BAXKHBIM  UHCPYMEHMOM oDecnederus UHPOPMAUUOHHOT
0esonacrocmu. Taxum o0pasom, nosviuierue yposHs cemesoti
Oesonacrocmu  A6Asemcs  00HUM U3 NPUOPUIMENIOs
uccaedosamenetl. Ymobvt npomusocmosams amaxam 6 cemu,
ObIAU  YCHeutHo npumereHvl aAHCAMOAU KAACCUPUKAMOPOS.
Xoms  cyuecmsyem — MHOXKecmeo 100x0006 HA  OCHO6E
arcamorel KAACCUPUKAMOpPos, 0CMAemcs CAOKHOU 3adavei
HAUMU HYXKHYI0 KOHPUZYPALUIO AHCAMOASL O KOHKPEmHozo
Habopa dannvix. B amou cmamove npedaazaemcs HO6bLI Men00
nocmpoeHus aHcamOAs KAACCUPUKAMOPOs. DKcnepumeHniv
npo6odmcs Ha Habope JarHbLX NSL-KDD.
IKCcnepumMeHmarvtbvle  pesyAvmamvl  NoKA3bleaom,  4mo
npeoAazaemoll  100X00 MOXKem 2eHepuposamov  AHcAMOAU
KAACCUPUKANOPOS, npesocxodsujue eouHuuHole

Kﬂaccugiukamopbl C Mo4KuU 3peHus mo1Hocnu.
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258. Aaryanes P.M., Vmamsepaues S.H. Cyxocrar /1.B.

Obecrieuenue 1H(pOPMaLIIOHHO OesonacHoCTHI
Kkubeppuamdecknx cucrem / “Proqram miihandisliyinin
aktual elmi-praktiki problemlari” I respublika elmi-
praktiki konfransi, Baki, 17 may 2017, c. 40-45.
B cmamve npedcmasrer 0030p peuienuti obecneuerus
besonacrnocmu  kubepdusuveckux cucmem. Onucoiéaemcs
NpuHUUN pabomot KubepPusuieckou cucmembl.
Paccmampusatomes  ocnosrvie  munb.  amaxk  Ha
Kubeppusuveckue cucmemvl. Ilpusodsmeca HanpasreHus
OYOyuLUX UCCACOO6AHUT.

259. Aaviryanes P.M., Vimamsepanes f1H, Abayasaesa ©.A.
Obnapy>keHne aHomaAanit B 00aaunbix Big Data sanHbIX /
XIII MeXKAyHapOaHast Hay4IHO-TeXHU4IecKasl
KOH(pepeHmsa «ONTUKO-21eKTPOHHbIE NPUOOPHI U
YCTPOVICTBA B CICTeMaxX pacIiO3HaBaHUsA OOpasos,
00pabOTKM M300paKeHnin n CMMBOABHOM
vHQOpMaLIAID» (PacrtosnaBanme-2017), Kypck,
16-19 mas1 2017, c. 35-37.

B cmamve npedrazaemcs memod o0HAPYKeHUSL AHOMAAUT HA
yposHe  zumnepeusopa  UH@GpAcmpykmypor  00AAUHLIX
soruucAeHul. JAd  nogvluleHus MoUHOCMU  00HAPYKeHUS
AHOMAAUL 6 NPeIAOKEeHHOM — 100x0de  UCHOAb3Yemcsl
2UOpUOHbLLL  AAZOPUMM, NOAYUEHHBIL  KOMOUHUPOSAHUEM
ANOPUMMA NAOMHOCHIHOW KAACMEPUSAUUU U AA0PUTMOE

Kaaccudpuxayuu  depesa peuwtenuti (J48) u  npoexmuseroi
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adanmuenoir meopuu pesonarca (PART-Projective Adaptive
Resonance Theory).

260. Aapiryanes P.M., Vimampepaunes f1.H., Cyxocrar /1.B.

OnTMuM3saluMoOHHBIN 1104X0/4 K OOHapy>KeHIIO aHOMaANiA
B Big data / XIII MmexxayHapoAHast Hay4IHO-TexXHITIecKast
KOHepeHIMsA «ONTHUKO-22€eKTPOHHBIE IIPHOOPHI U
YCTpPOJICTBA B CHCTe€MaX paclOo3HaBaHMsI OOpa3oB,
00pabOTKM M300paKeHnin 171 CMMBOABHOM
HPOpMaLmI» (PacriosnaBanme-2017), Kypck,
16-19 mas 2017, c. 38-40.
Tpyorocmv  xaacmepusayuu  00AbULUX  00beMOS  JAHHDLX
C643AHA €  GLIMUCAUTNEADHOU  CAOXHOCmblo. B pabome
npedrazaemcs. ONMuUMUAUUOHHIT 100X00 0As 00HAPYKeHUS.
anomarui 6 cemesom mpaduxe. OH npumensemcs OAsl
sapariee U36eCMH020 HUCAA KAACEPos. DKCnepumMeHmarvHole
pesyAbmamol nOKaA3vI6AOM, 4mo NpeorOKeHHuIU AN0PUTM
moutee o0HAPYXKUGALT AHOMAAUU NO CpasHeHuto ¢ k-means.
Aoxasvisaemcs npaxmuueckas SHAYUMOCTD NPEIAOKEHHO20
100x00a K 00HAPYKEHUID AHOMAAUTL 6 CEMU.

261. ®ataanes T.X., Mextues III.A. Hekotopsle BOIIpOCH
OesomacHOCTM  KuOeppu3myeckmx  KOPIOPaTUBHBIX
cucreMm / “Informasiya tohliikasizliyinin aktual
problemlari” III respublika elmi-praktiki seminar,
Baki, 08 dekabr 2017, c. 34-37.

Cmamovs nocesuierna eonpocam obecneuerus 0e30nacHoCmu

Kuﬁepgiusuqecmtx KopnoparmueHvlx cucmem.
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IIpoararusuposarivt npuH ULl PYHKYUOHUPOBAHUSL
un@pacmpykmypvl  -HaAyKu KAk  KubepPusuueckoil
cucmemovl, npueedena ee  KOHUENMYyarbHas MoJeAb U
paccmomperiol KAtOUesvle gonpocul MexXHU1ecKozo
o0cAyKusanus — 0as  noddepxanus — ee  0e30MACHOCMIU.
Mngpopmanus, zeHepupyemast CUCTEMOT, MoxKem
UCNOAD306AMbCS.  OAd  NAAHUPOSAHUS — MEXHUUECKO20
00CAYXKUBAHUS U ONMUMUSUPOSAHHOZ0 YNPABACHUS O
docmuokerusi 00Aee 6b1COKOU 00ULell NPOU3E00UMEALHOCTIU U
besonacrocmu.

262. Hlpixaanes  PI. O  Merogax  MOHMTOpPMHIA
KOMITBIOTepHEIX ceTeit / “Informasiya tahliikasizliyinin
aktual problemlari” III respublika elmi-praktiki
seminari, Baki, 08 dekabr 2017, c. 38-41.
Cez00ma npuramue apPekmueHbvLX peteHuti no YnpasreHuto
u Oesonactocmu xKomnvtomepnvix cemeii (KC) He603m0xHO
0e3 ux monumopunza. MoHumopumz pasAudHvlx nokKasameaeu
KC nossorsiem noryuumo 1eoOX00UMY0 UHGOpMAUUI0 00 UX
cocmoanuu. B pabome mnposodumcs anarus  memodos
monumoputrza KC 6 pasauunoix acnexkmax, maxux Kax
pacnpedeeH ol MOHUMOPUHZ, KAACCUPUKAUUS  Cene6020
mpaduxa, 6usyarusayus cemeeozo Monumopurza, QoS
(Quality of Service) morumoputez.

263. Illsixaanes P.I. O merosax maeHTMPUKAIUY CETEBBIX

Tpadukos / “Informasiya tehliikasizliyinin aktual
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problemlari” III respublika elmi-praktiki seminari,
Baki, 08 dekabr 2017, c. 104-107.

Tounas udenmuduxayus cemesolx mMpaPuUKos A6ALeMmcsl
OUeHb BAXKHOIM IAEMEHIMOM Ynparenus u obecneueHusl
Oesonacrocmu cemeil. B Aumepamype umeemcs MHoXKecmeo
Memodos 0ASL udeHmuuKkayuu cemesolx mpaPuxos u 6
3A6UCUMOCTHU om mMunos, UCNOAD3YEMOLX 0Asl
udermudurayuy UHGOPMAayuy, MoHHoCMb U NOAHOMA IMUX
Memodos pasauvaromcs. B cmamve nposodumca anarus kax
MPAOUYUOHHDIX — Memo006  UJSHMUPUKAUUU  Cenesoblx
mpagukos, max u Memooos, OCHOSAHHLIX HA MAULUHHOM
o0y eHuu.

264. Mlpixaanes PI. O wmerogax Bepuduxkaumm u

MOHUTOPMHIA IIPOTPaMMHBIX IIpoAyKToB / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari”
I respublika elmi-praktiki konfransi, Baki, 17 may 2017,
c. 50-53.
B pabome npedcmasrer anarus memodos eepuduxayuu u
MOHUMOPUH2A npozPamMMHUIX npooyKmos.
Paccmampusaromes mempuxu npozpammHuix npodyxKmos u
0cHO6Hble Memodol 6epuPUKAUUL NPOZPAMMHDLLX NPOJYKMOE,
6 uacmuocmu, Memodvl CMAMUUECKoi, PopMaAALHOU U
OUHAMUYECKOU 6epuPuKauuL.

265. Aliguliyev R.M., Imamverdiyev YN, Hajirahimova M.Sh.
Multidisciplinary problems of big data in information
security / II MexayHapogHasi Hay4IHO-TeXHIIIeCKast
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kKoHpepenums «VrpopmanmonHas 6e30I1aCHOCTDb U
KOMIIBIOTEpPHBIE  TexHoaormm»,  KponumsHumxmnii,
20-22 anrpeas 2017, c. 10-11.
In recent years, in data-centric world, big-data processing and
analytics have become an important tool for information
security. Big Data problems in the field of information security
are: privacy protection, Big data analytics for information
security; high-speed cryptography; Big data collections for
tests/scientific research; visualization for information security;
fostering hacker-minded Data Scientists

266. Olokborov R.Q., Olokborov O.R. Mobil hesablama
buludlarinda tehliikssizlik ve konfidensialliq masalalari
// Informasiya Texnologiyalar1 Problemlari, 2018, No 1,
s. 92-102.
Moagalada mobil hesablama buludlarinda istifada edilon bulud
platformalarda tohliikasizlik va maxfilik problemlari tadgiq
edilmisdir. Mobil hesablama buludlarinda istifadacilorin
malumatlarimin  konar soxslardon zomanatli qorunmast va
sabaka tohliikasizliyi istigamatinda meydana ¢ixan tohdidlar
analiz olunmusdur. Eyni zamanda maqaloda mobil hesablama
buludlarinda  informasiya  tohliikasizliyi,  konfidensiallig,
malumatlarin yerlasdirilmasi va yerdayismasi, malumatlarin
tamlig, kiber hiicumlar va s. masalalor do genis taohlil
olunmusdur. Mobil hesablama buludlarimin  informasiya

tohliikasizliyi va konfidensialli§r moasalalarinin  elmi-nazari
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problemlori arasdirilmis va bu istigamatds elmi-tadqgiqat
islarinin vaziyyati analiz edilmisdir.

267. Imamverdiyev Y.N. E-dovlatin informasiya

tohliikesizliyi tehdidlarinin konsensus ranglasdirilmasi
metodu // Informasiya Texnologiyalar1 Problemlori,
2018, No 2, s. 34-45.
E-dovlatin informasiya tohliikasizliyi tohdidlori informasiya
sahasinda milli maraglara qarst yonalir. Informasiya sahasinda
milli maraglara ¢oxsayli tohdidlor mdvcuddur va kiber-
miidafiaya  ayrilan  resurslarin  mohdudlugu  soraitinda
tohdidlara qars1 effektiv  oks-tadbirlor gormok iiciin  bu
tohdidlarin coxkriteriyali ranglasdirilmas: zoruridir. Toklif
edilon modelda tohdidlor milli maraqlara yaratdiglar: tohliika
saviyyalarini  xarakteriza edan ekspert giymatlondirmalori
asasinda ranglasdirilir. Tohdidlorin konsensus ranglasdirilmast
iiciin optimallasdirma modeli taklif edilir.

268. Imamverdiyev ~ Y.N. Informasiya tohliikesizliyi
insidentlarinin emali proseslarinin optimal
planlasdirilmast  //  Informasiya  Texnologiyalari
Problemlari, 2018, No 2, s. 80-91.

Informasiya  tahliikasizliyi insidentlorina tez va adekvat
reaksiya verilmasi biznes-proseslarin  fasilasizliyinin tamin
edilmasi ticiin halledici shamiyyat daswyir. Bela insidentlorin
emalr diciin xtisusi CERT-komandalarin taskil olunmast talab
edilir, lakin onlarin saxlanmasi xarclori aksar taskilatlar iiciin

agwr  yiikdiir va taskilatlar xiisusi CERT-provayderlarin
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xidmatlarindon istifada etmaya iistiinliik verirlor. Bu isda
informasiya  tohliikasizliyi  insidentlorinin  emali  tizra
amoaliyyatlarin operativ planlasdirilmas: va CERT-gruplari
arasinda paylanmas: modeli optimallasdirma masalasi kimi
ifada edilmis va onun halli iiciin diferensial evolyusiya
yanasmast asasinda alqoritm islanmisdir.

269. Imamverdiyev Y.N. Milli kibertohliikesizlik iigiin
entropiya ¢okilori vo dinamik indeks // informasiya
Comiyyati Problemlari. 2018, Ne 2, s. 16-27.

Hazirda  kibertahliikasizlik — milli  tohliikasizliyin ~ vacib
komponentlarindon birina cevrilmisdir va onun effektiv tamin
edilmasi  diciin ~ milli  kibertohliikasizlik  saviyyasinin
qiymoatlondirilmasi vacib masaladir. Bu masalonin halli ticiin bir
sira taskilatlar torafindon milli kibertahliikasizlik indekslori
toklif edilmisdir. Lakin milli kibertohliikasizlik indeksinin
islonmasi sahasinda elmi tadqigatlar va praktiki islor erkan
marhaladadir, onlarin metodoloji asaslandirilmas: qganaatbaxs va
tam deyil. Bu isdo mévcud milli kibertahliikasizlik indekslari
miiqayisali analiz edilir, onlarin iistiin va nogsanli cahatlori
gostarilir, onlarm  tokmillasdirilmasi iiciin  tokliflor irali
siiriiliir. Kompozit milli kibertahliikasizlik indekslarina daxil
olan  indikatorlarin  ¢okilorinin  entropiya  asasinda
qiymatlondirilmasi metodu toklif edilir. Nohayat, statik v
dinamik kibertahliikasizlik indekslori daxil edilir va toklif edilon
yanagmalarin  real verilonlar asasinda  qiymotlondirilmasi

aparilir.
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270. Mahmudov R.S. Big data erasinda fordi malumatlarin
hiiqugi rejiminin miisyyanlasdirilmasi problemlari //
Informasiya Comiyyati Problemlori, 2018, N2, 5.28-32.
Big Data texnologiyalarimin inkisaf etdiyi vo igtisadi
ohamiyyatinin  artdi§r miiasir dovrda fordi moalumatlarin
hiiqugi  rejiminin miiayyon edilmasina yeni yanasma talab
edilir. Movcud situasiya Big Data-min igtisadi potensialindan
maksimum faydalanmagla yanasi, insanlarin saxsi hayatinin
etibarli  miihafizosini  tomin  etmok  iiciin  optimal,
balanslasdirilmis hall yollarimi talab edir. Moagaloda Big Data
erasinda fordi malumatlarin toplanmas: va emalr ilo bagl
hiiqguq normalarimin tokmillasdirilmasi zarurati asaslandirilir.
Fordi  molumatlara  miilkiyyat  hiiququnun  taninmast
probleminin aktualligina digqat cokilir. Insanlarmn 6zal hayati
ilo bagly malumatlarin saxssizlasdirilmasi, onlarin emalinin
legitimlasdirilmasi va mohdudlasdirilmas: ila bagl hiiqugi
konsepsiyalarla ~ Big  Data  texnologiyalarimin  tatbiqi
konsepsiyalar1 arasindak: ziddiyyatlar sarh olunur.

271. Alguliyev R.M., Aliguliyev R.M., Yusifov F.F. Role of
social networks in e-government: risks and security
threats // Online journal of communication and media
technologies, 2018, vol. 8, No 4, pp. 363-376.

Social networks are becoming an important intermediary for
interaction between governments, citizens, governmental
agencies and business sectors. The popularization of social

networks —among users allows transforming  public
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administration into open governance form and changing
government-citizen  relationships.  There  are  various
applications of social media to enable communication between
users and share personal information. Currently, different
attacks on social networks targeting the e-government system
pose a great risk for users. In paper the role of social networks
and security in e-government is examined. Potential threats
targeting the confidentiality and security of each social network
user are analyzed and classified. A multi-criteria evaluation
method is proposed for analysis of social networks security
threats. Potential threats are ranked according to the criteria
determined by the Fuzzy TOPSIS method. In the numerical
study, the social network security threats are evaluated and
ranked according to selected criteria (such as interception of
confidential information, reputation loss in government-citizen
(G2C) relations and organization of social-political conflicts).
272. Alguliyev R.M., Aliguliyev R M., Imamverdiyev YN,
Sukhostat L.V. Weighted clustering for anomaly
detection in big data // Statistics optimization and
information computing, 2018, vol. 6, no. 2, pp. 178-188.
In this paper, a new method for anomaly detection based on
weighted clustering is proposed. The weights that were
obtained by summing the weights of each point from the data
set are assigned to clusters. The comparison is made using
seven datasets (of large dimensions) with the k-means

algorithm. The proposed approach increases the reliability of
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data partitioning into groups. Experimental results show that
the proposed approach becomes more efficient with increasing
size of the analysed dataset.

273. Alguliyev R.M., Yusifov F.F. Multi-criteria evaluation
of electronic voting system security threats // Bompocsr
kmnoepOe3onacHocTu. 2018, vol. 3, no. 27, pp. 16-21.
E-voting system is one of the most important components of e-
democracy. Implementation of the e-voting system has various
purposes. Its main advantages are the selection of candidates
with the appropriate competencies, increased activity and
mobility of voters, participation of citizens in abroad and
operative proclamation of election results and etc. Nowadays,
security risks, threats play a vital role in the implementation
and development of e-voting systems. There are many
vulnerabilities related to different e-voting systems. In paper
analysed the approaches to e-voting systems and the system
security threats evaluation. An empirical evaluation of e-
voting system security threats based on the multi-criteria
evaluation approach (worst-case method and TOPSIS) is
reviewed and the security threats are ranked based on
appropriate criteria.

274. Alguliyev R.M., Aliguliyev R.M., Niftaliyeva G.Y.
Filtiration of terrorism-related texts in the e-government
environment // International Journal of Cyber Warfare
and Terrorism, 2018, vol. 8, no. 4, pp. 35-48.
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E-government expressesthe process of utilizing advanced
information and communication technologies to automate
internal activities of government agencies and their external
relations with citizens and businesses. All these interactions
provide better, faster and more secure public services. In this
article, a method for the detection of terrorism-related activities
in the e-government environment has been suggested. In the
proposed method, terrorism-related activities are defined based
on the similarity between the users’ opinions and the
vocabulary database created linked to terrorism.

275. Alguliyev R.M., Aliguliyev R.M., Imamverdiyev YN,
Sukhostat L.V. An improved ensemble approach for DOS
attacks detection // Radio Electronics, Computer Science,
Control, 2018, no. 2, pp. 73-82.

The task of using the ensemble of classifiers to detect DoS
attacks in large arrays of network traffic data is solved to
withstand attacks on the network.

276. Alakbarov R.G., Hashimov M.A. Application and
security issues of internet of things in oil-gas industry //
International Journal Education and Management
Engineering, 2018, vol. 6, pp. 24-36.

Article proposes an architecture based on new Internet of
Things (IoT) for easy, safe, reliable and rapid data collection
from sensors installed in oil and gas industry. Use of several
Wireless Sensor Networks in management of oil and gas

platforms is researched. New opportunities created by
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processing of data collected via sensors for improvement of
safety of oil platforms (deposits), optimization of operations,
prevention of problems, troubleshooting and reduction of
exploitation costs in oil and gas industry. At the same time, the
article analyses safety issues of different layers of monitoring
system with loT architecture.

277. Imamverdiyev Y.N., Abdullayeva F.J. Deep Learning
Method for Denial of Service Attack Detection Based on
Restricted Boltzmann Machine // Big Data, 2018, vol. 6,
iss. 2, pp. 159-169.

The paper proposes a sentiment classification method for short
texis based on deep learning methods and self-attention
mechanisms.

278. 9Oliquliyev R.M., Alquliyev R.M., Mahmudov R.S.
Plagiatligla miibarizo informasiya tehliikasizliyinin
mithiim komponenti kimi / “Informasiya
tohliikasizliyinin aktual multidissiplinar elmi-praktiki
problemlari” IV respublika konfransi, Baki, 14 dekabr
2018, s. 38-41.

Mogalada miidllif hiiququnun pozulmasimin xiisusi hali olan
plagiatliqla miibarizonin informasiya tahliikasizliyinin miihiim
istigamati oldugu asaslandirilmisdir. Azarbaycanda plagiatligla
miibarizaya dair tokliflor irali siiviilmiisdiir. Bunun iiciin
zaruri olan milli elektron kontentin formalasdirilmasinin, milli
antiplagiat sisteminin yaradilmasinin  konseptual asaslart
islanmisdir. Plagiatliqla miibarizanin hiiquqi, ictimai qinaq va
150



maariflondirma ~ metodlarimin  tatbigina  dair  tévsiyalar
verilmisdir.

279. Oliquliyev R.M., Alquliyev R.M., Olakbarova LY.
Elektron dovlet miihitinde sosial miinasibatlarin
tohliikasizliyi / “Informasiya tshliikasizliyinin aktual
multidissiplinar ~ elmi-praktiki  problemlari” IV
respublika konfransi, Baki, 14 dekabr 2018, s. 64-67.
Informasiya texnologiyalarinin vatandasin giindalik hayatina
va davramgina intensiv va dinamik tasiri camiyyatda yeni
miinasibatlarin yaranmasina, ananavi miinasibatlorda miiayyan
dayisikliklarin  bag vermasina sabab olmusdur. Tadgiqatda
insanlar arasinda miinasibatlorin xiisusiyyati analiz olunmus,
miinasibatlor ~ forma va tipina gora tasnifatlandirilmisg,
miinasibatlara tasir edon asas faktorlar miiayyanlasdirilmisdir.
E-dovlat  miihitinda  miinasibatlorin  idara olunmasi va
tohliikasizliyi moasalalorinin  samarali  halli  iiciin  tokliflor
verilmisdir.

280. Sixaliyev R.H. Miiasir seboke tohliikesizliyi ve inam
problemlori / “Informasiya tohliikesizliyinin aktual
multidissiplinar  elmi-praktiki  problemlari” IV
respublika konfransi, Baki, 14 dekabr 2018, s. 72-74.
Mbqalada miiasir sabaka tahliikasizliyi va inam masalalari analiz
olunmusdur. Osasan, Internetds moévcud olan yeni gsabaka
xidmoatlarinin  tohliikasizlik va inam masalalori  analiz

edilmisdir. Xiisusilo do bulud hesablamalari, asyalarin

151



Interneti va sosial saboka xidmatlarinda meydana ¢ixan
tahliikasizlik masalalari analiz edilmisdir.

281. Mahmudova S.C Program tominatinin

tohliikasizliyinin tamin olunmasinin  bazi {sullar
hagqqinda / “Informasiya tshliikesizliyinin aktual
multidissiplinar ~ elmi-praktiki  problemlari” IV
respublika konfransi, Baki, 14 dekabr 2018, s. 75-78.
Bu isda program tominatimin tahliikasizliyi va s. hagqinda
moalumat verilmigdir. Program taminatimin tohliikasizliyinin
tomin olunmasmn analiz metodlar: 6yronilmisdir. Program
tominatimin - qorunmast  tictin -~ vacib  olan  problemlor
miiayyanlasdirilmisdir. Proqram layihalori iiciin  risklor,
onlarin idaraolunmasi, tayin olunmasi, kateqoriyalari va s.
arasdirilmgdir.

282. Fotaliyev T.X.,, Mansurova S.F. Enerji sektorunda
kibertohliikasizliyin temin olunmas1 masslalari haqqinda
/ *“Informasiya tahliikesizliyinin aktual multidis-
siplinar elmi-praktiki problemlari” IV respublika
konfransi, Baki, 14 dekabr 2018, s. 121-124.

Mogala milli tahliikasizliyin kritik torkib hissasi kimi enerji
sektorunda kibertahliikasizlik problemlarinin tadqigina hasr
olunub.  Enerji  tohliikasizliyi  problemlori  arasdirilmisg,
parametrik  gostoricilorin  tasmifati,  enerji  sektorunda
kibertahliikasizliyin  xiisusiyyatlori  va tomin  olunmasi
masalalari taqdim edilmisdir. Azarbaycanda bu sahada siyasat

va alternativ enerji perspektivlari verilmisdir.
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283. Ocaqverdiyeva S.S. Verilanlarin sanitarizasiyasmnin

informasiya tahliikasizliyinin temin olunmasinda rolu /
“Informasiya tohliikesizliyinin aktual multidissiplinar
elmi-praktiki problemlari” IV respublika konfransi,
Baki, 14 dekabr 2018, s. 127-130.
Mogalada  verilonlorin  sanitarizasiyastmin  mahiyyati  va
kateqoriyalart hagqinda moalumat verilmisdir. Verilanlorin
sanitarizasiyasimn  alqoritmlori analiz  edilmisdir. Hassas
verilanlorin  konfidensionalliginin  tomin  olunmasinda  va
Internetda usaglarin tahliikasizliyinin tamin edilmasinda onun
rolu gostarilmisdir.

284. Hagimova K.K. Internet-reklam  marketingindoe

informasiya tohliikasizliyi problemlori / “Informasiya
tohliikesizliyinin aktual multidissiplinar elmi-praktiki
problemlari” IV respublika konfransi, Baki, 14 dekabr
2018, s. 147-149.
Miiastr  dovrda  Internetin  qlobal ~sahasi  genislondikca,
imkanlar1  ¢oxaldiqca, —internet reklamlara talab  artir.
Tadgiqatda Internet iiciin nazarda tutulmus reklammarketingin
imkanlari, tovsiya sistemlorindon istifadonin perspektivlori
arasdirilmig, tohliikalor miiayyanlasdirilmisdir. Homginin veb
saytlarda  yerlasdirilon  reklam-marketing  sistemlarindan
samarali istifada iiciin takliflor verilmisdir.

285. dliyev 9.Q. Informasiya iqtisadiyyatinin kibertohliike-
sizliyinin tominat1 istiqamotlori ve texnologiyalar1 /
“Informasiya tohliikesizliyinin aktual multidissiplinar
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elmi-praktiki problemlari” IV respublika konfransi,
Baki, 14 dekabr 2018, s. 150-154.

Mogalado  IKT-ya oasaslanan vyeni tipli igtisadiyyatin
formalagma xiisusiyyatlori tohlil olunmug va iqtisadiyyatin
inkisafina olan asas risklar va tohliikalar gostarilmisdir. Iqtisadi
tohliikasizlik saviyyasini xarakteriza edon gostaricilor sistemi
sarh edilmigdir. Yeni igtisadiyyatda informasiya infrastrukturu
va  texnologiyalarimin  vazifalori  miiayyanlasdirilmisdir.
Ragomsal iqtisadiyyat sektorlarinda informasiya taliikasizliyi
manbalari va baza texnologiyalar: arasdirilmisdir. Informasiya
igtisadiyyatimin  kibertahliikasizliyi istigamatlori va miivafig
texnologiyalar toklif edilmisdir.

286. Agayeva S.R. Internet-medianin monitoringi alstlori vo

informasiya tohliikasizliyi masalalori / “Informasiya
tohliikasizliyinin aktual multidissiplinar elmi-praktiki
problemlari” IV respublika konfransi, Baki, 14 dekabr
2018, s. 177-180.
Mogalada  Internet-media  resurslarinda  informasiya
tohliikasizliyinin tamin olunmasinda media monitoringin rolu
arasdirilir, mediada tohliikasizliya tohdid torado bilacak
risklordon qorunmagq iiciin takliflor irali siiriiliiv. Homginin
Internet-media va sosial mediada informasiya tahliikasizliyinin
tamin olunmasina imkan veran monitoring va qiymatlondirma
xidmatlari g0staran sirkatlar haqgqinda malumat verilir.

287. Oliyev ©.Q. 1qtisadi inkisafin inkliizivlik saviyyasinin
yiiksaldilmasinda IKT ve onun tahliikesizliyi problemlari
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/ “Informasiya tshliikesizliyinin aktual multi-
dissiplinar elmi-praktiki problemlari” IV respublika
konfransi, Baki, 14 dekabr 2018, s. 185-189.
Mogalo  igtisadi  inkisafin  inkliizivlik  saviyyasinin
yiiksaldilmasinda IKT vasitolorina va onlarin tahliikasizliyi
problemlarina hasr olunmusdur. Iqtisadiyyatda yeni inkisaf
meyllori va istigamatlori tohlil olunmusdur. Comiyyatin va
igtisadiyyatin  inkliiziv  inkisafimin  ohamiyyatliliyi ~ sarh
olunmusdur.  Inkliiziv — comiyyatin ~ va  igtisadiyyatin
formalasmas: saviyyasinin regional-sektorial va beynalxalg
qiymatlondirilmasi masalalari arasdirlnisdir. Azarbaycanda
inkisafin  inkliizivliyinin ~ beynalxalq  qiymoatlondirilmasina
baxilmisdir.  Igtisadi  inkisafin  inkliizivlik ~ saviyyasinin
yiiksaldilmasi mexanizmlori miiayyanlasdirilmisdir. Inkliizivlik
saviyyasinin yiiksaldilmasinda IKT va onun tahliikasizliyi iizra
bazi tdvsiyalar verilmisdir.

288. Sahverdiyeva  R.O.  Elmi-texnoloji

parklarinin informasiya tohliikesizliyi problemlari /

innovasiya

“Informasiya tohliikesizliyinin aktual multidissiplinar
elmi-praktiki problemlari” IV respublika konfransi,
Baki, 14 dekabr 2018, s. 199-203.

Mbqalada  elmi-texnoloji  innovasiya  texnoparklarinin
faaliyyatinin informasiya va proqram taminatinin formalagmast
masalalarinin  aktualligr  asaslandirilmisdir.  Texnoparklarin
miiasir  informasiya  tominatt  sisteminin  struktur

komponentlari hagqinda moalumatlar verilmis va onlarin
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formalasmasimda movcud problemlari tadqiq olunmusdur.
Texnoparklarin program miihondisliyi sahasinda ixtisaslasma
istigamatlori  tohlil olunmusdur. Onlarm informasiya v
program  tominatimn  iglonilmoasinda  iqtisadi-riyazi v
ekonometrik modellar va metodlar, hamginin program paketlori
kompleks sakilda tadqiq edilmisdir.

289. Fotaliyev T.X., Verdiyeva N.N. Vatondas elminin

informasiya tohliikesizliyi haqqinda / “Informasiya
tohliikesizliyinin aktual multidissiplinar elmi-praktiki
problemlari” IV respublika konfransi, Baki, 14 dekabr
2018, s. 209-212.
Coxlu sayda kéniilliiniin genis makan va zaman kateqoriyali
kamiyyat olgmalari va miisahidalorda istirak: ilo xarakteriza
olunan vatandas elmi informasiya texnologiyalarinin tatbiqi ila
siiratla inkisaf edir. Moaqgalo onun samoarali faaliyyatini tomin
etmak moaqsadi ila informasiya tahliikasizliyi masalalarinin
tadgigina hasr olunmusdur. Informasiya tahliikasizliyinin
konfidensiallig, tamhq, alyetonlik va fordi malumatlarin
qorunmast kimi masalalori arasdirilmis, vatondas elminin
effektiv miihafizasi iiciin prioritet istiqgamatlar gostarilmisdir.

290. Pasayeva G.N. Yeni media tohsili ve informasiya
tohliikasizliyi / “Informasiya tshliikesizliyinin aktual
multidissiplinar  elmi-praktiki  problemlari” IV
respublika konfransi, Baki, 14 dekabr 2018, s. 213-215.
Yeni medianin vazifolori va Azarbaycamn media sahasinda

informasiya tahliikasizliyinin tamin olunmas: masalalarina
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baxilmisdir. Informasiya tohliikasizliyinin media sahasindaki
rolu, informasiya miiharibasinin jurnalistikaya, elaco do
camiyyata tasiri masalalari arasdirilmisdir.

291. Hacrshimova M.S.,, ©Oliyeva A.S. Big Data
texnologiyalarinin tehliikasizlik problemloari vo halli
yollart / “Informasiya tohliikesizliyinin aktual
multidissiplinar ~ elmi-praktiki  problemlari” IV
respublika konfransi, Baki, 14 dekabr 2018, s. 216-220.
Big data texnologiyalarinin meydana galmoasi verilonlarin
tohliikasizliyi va moxfiliyi iiciin yeni problemlar yaradir.
Onanavi texnologiyalar va metodlar bu problemlarin halli ticiin
uygun va samoarali deyildir. Isda béyiik wverilonlorin
tohliikasizlik problemlari tadqiq olunur. Boyiik verilonlarin
tahliikasizliyi va maxfiliyi iiciin istifada olunan texnoloji hallar
tohlil olunur va onlarin cari vaziyyati nazardon kegirilir.

292. Hacirohimova M.S., Ismayilova M.I. NoSQL verilanlor
bazalarinda tohliikesizlik problemlari haqqinda /
“Informasiya tohliikesizliyinin aktual multidissiplinar
elmi-praktiki problemlari” IV respublika konfransi,
Baki, 14 dekabr 2018, s. 224-227.

Mogala boyiik verilonlor (Big data) va NoSQL wverilanlar
bazalarinda tahliikasizlik problemlarina hasr olunmusdur.
Boyiik hacm, siirat va miixtaliflik kimi xiisusiyyatlorla
xarakteriza olunan béyiik verilonlarda tohliikasizlik va maxfilik
ciddi problemlar yaradir. Onanavi tahliikasizlik modellari bu

ciir genis miqyasl verilonlarla islayon zaman ¢atinliklorla
157



rastlasir. Moagalada béyiik verilonlar va NoSQL wverilonlar
bazalarinda  tohliikasizlik ~— va  moaxfilik  problemlori
arasdirilmisdir.

293. Ocaqverdiyeva S.S. Elektron dovlet miihitinds

usaqlarin Internet tohliikesizliyinin  qanunvericilik
bazasmin formalasdirilmas: problemlari / ”informasiya
tohliikasizliyinin aktual multidissiplinar elmi-praktiki
problemlari” IV respublika konfransi, Baki, 14 dekabr
2018, s. 228-232.
Moagalada usaglarin Internet miihitinda qarsilasdigi tahliikalor
analiz  olunaraq  tosnifatlandinlir.  Usaglarm  Internet
miihitinda tahliikasizliyinin tamin olunmas: ila alagadar
diinyamin  miixtalif olkalorinda  va Azarbaycanda dovlat
saviyyasinda, qanunvericilik asasinda qabul edilmis normativ
sanadlar haqqinda malumat verilir.

294. Oliyev ©.Q., Semidov A.F., $ahverdiyeva R.O,,
Okborova L.O. Informasiya iqtisadiyyati soraitindo
nasriyyat poliqrafiya sektorunun formalagsmasinda
miiasir IKT ve onlarin tohliikesizliyi masalalori /
“Informasiya tohliikesizliyinin aktual multidissiplinar
elmi-praktiki problemlari” IV respublika konfransz,
Baki, 14 dekabr 2018, s. 236-240.

Mogala  informasiya iqtisadiyyat:  soraitinds  innovativ
nagriyyat-poligrafiya sektorunun formalasmasinda miiasir IKT
program-texniki vasitalorina, sistemlarina, resurslarina va

onlarmn tahliikasizliyi problemlarina hasr olunmusdur. Iqtisadi
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inkisafda IKT, bilik va innovasiyalarin roluna baxilmis va
ohamiyyati  gOstorilmisdir.  Informasiya  iqtisadiyyatinda
nasriyyat-poligrafiya sektorunun rolu 02 yeri
aydinlasdirilmigdir. Noasriyyat-poliqrafiya sektorunun
innovativ xiisusiyyatlori, institutsional strukturu va inkisaf
marhalalori  izah  olunmugdur.  Noagriyyat-poligrafiya
sektorunun effektivliyinin vyiiksaldilmasinda innovativ IKT
vasitalari va onlarin tahliikasizliyi problemlari arasdirilmisdur.
Hamin problemlarin halli iizra bazi tovsiyalor verilmisdir.

295. Cyxocrar A.B. Obnapy:xeHne aTak Ha
KknOeppusmyeckne CUCTeMbl Ha OCHOBe TIAyOOKOTO
obydennst / “Informasiya tohliikasizliyinin aktual
multidissiplinar ~ elmi-praktiki  problemlari” IV
respublika konfransi, Baki, 14 dekabr 2018, s. 42-46.
Yacmoma u cepvesHocmv amax Ha Kubepdusuueckue
cucmemvt  mpeOytom  paspabomku  HO6bLX  100X0008
ooHapyxKenus U Aokarudauuu  xKubepamax. B pabome
npediazaemcs. nodxod, couemaroujuti 6 cebe npeuMyuLecnea
6APUAUUOHHO20 AGMOIHKO0EPA U «OCMAMOUHOLL» HePOHHOLU
cemu. Ilpedrazaemuiii nodxod mecmupyemcs Ha Habope
OaHHbIX  cucmeMbl  2a30mpo6odos, cobpartom 6 Llenmpe
3AUUMDL KPUMUUeCKu 6aXHOLX UHpacmpyKkmyp uwmama
Muccucunu (CLIA). Own cpasnuseaemcs ¢ A0ZUCHUHECKOL
pezpeccueit U KOHBOANUUOHHOU  HEUPOHHOU  cembto.

CpllGHlxlmef\belit aHaAu3 nokasvieaemnt, Umo Tlpea]\llZﬂeMbll:l

159



1n00x00 MoxXem UdeHMUPUUUPOSAMb NPAKMUUECKU  6Ce
amaxu, npucymcmeyroujue 6 Habope 0aHHvIX.

296. Imamverdiyev Y.N., Hajirahimova M.Sh., Bagirov E.O.

Implementation of support vector machines for
prediction of PVT properties in crude oil systems / XIV
MeXAyHapoJAHasi Hay4dHO-TeXHH4YecKasi KOH@epeH-
nust «ONTHKO-921eKTPOHHBIE IPMOOPHI M YCTPOVICTBA
B CMU(CTeMaxX paclio3HaBaHUsi OOpa3oB, OOpadOTKM
M300pakeHMII ¥  CMMBOABHONI  MH$OpManum»
(PacrtosnaBanme-2018), Kypck, 25-28 September 2018,
pp- 25-28.
For the development of advanced strategies of the oil reservoir,
the importance of the accurate prediction of the PVT (pressure-
volumetemperature) features is great. .In the paper, Support
Vector Regression (SVR) machine learning method is used for
the prediction of Pb which is one of the most important
parameter of Pressure-Volume-Temperature (PVT) properties
in oil fields.

297. Alguliyev R.M., Aliguliyev R.M, Sukhostat L.V. Purity-
Based consensus clustering for anomaly detection in Big
Data / XIV mexayHapoaHas Hay4HO-TeXHUJeCKas
KOHepeHIms «ONTHKO-2AeKTPOHHbBIE IIPHOOPHI U
YCTPOJICTBA B CHCTeMaX paclo3HaBaHMsI OOpa3oB,
00paboOTKM M300paKeHnn 171 CMMBOABHOM
yHQOpMaLIID» (PacrtosnaBanme-2018), Kypck,
25-28 cenTs0ps 2018, pp. 16-19.
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A consensus approach is widely used to increase the accuracy
and stability of clustering results. The paper proposes a
weighted consensus clustering for efficient integration of single
clustering methods. The proposed method uses a purity-based
utility function to aggregate the single clustering methods into
a consensus one. The experimental results show that the
proposed approach compensates for the shortcomings of each
clustering method.

298. Alguliyev R M., Aliguliyev R.M., Yusifov F.F. MCDM
model for evaluation of social network security threats /
Proceedings of the 18th European Conference on
Digital Government ECDG 2018, Spain, 25-26 October
2018, pp. 1-7.

The popularity of social networks creates a high risk for the
users. A large amount of personal data that users share on
social networks makes them a target for a malicious person. A
malicious person can obtain sensitive personal data simply by
using social networks and can carry out many kinds of attacks,
such as spam, malware, worms, sensitive data theft and so on.
In this paper, the risks and security issues of social networks
are explored. Various security and privacy threats targeted at
each user of social networks are classified. Evaluation of social
network security threats based on multi-criteria evaluation
method is reviewed. This paper also proposes a fuzzy TOPSIS
model for the evaluation of security threats. Social networks

security threats are evaluated and ranked based on criteria such
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as interception of confidential information, reputation loss in
government-citizen (G2C) relations and organization of social-
political conflicts. In the numerical study, the social network
security threats are evaluated and ranked according to selected
criteria.

299. Imamverdiyev Y.N. E-dovlatin informasiya
tohliikesizliyi iizre koordinasiya sisteminin ¢oxmeyarl
giymetlandirilmaesi modeli // informasiya
Texnologiyalar1 Problemlari, 2019, Ne 1, s. 47-58.
E-dovlatin informasiya tahliikasizliyinin tomin edilmasinda
istirak edan aktorlarin (dovlat taskilatlari, 6zal sektor, ictimai
tagkilatlar va vatandaslar) faaliyyatinin effektiv koordinasiyast
aktorlar —arasinda vaxtinda va keyfiyyatli  informasiya
miibadilasindan  birbaga  asihdir. Buna g0ra  miivafiq
informasiya axinlarimin topoloji strukturunu asas gotiirmakla
va onun analizini aparmagqla  koordinasiya  sisteminin
reinjineringini hayata kegirmak va onun is effektivliyini
yiiksaltmak miimkiindiir. Bu maqsadla taqdim olunan maqgalada
e-dovlatin  informasiya  tohliikasizliyi  iizra  koordinasiya
sistemini modellasdirmak iiciin sistem iyerarxik dordsaviyyali
struktura dekompozisiya ediliv va onun multi-agent sabaka
modeli  qurulur.  Baxilan  koordinasiya  sisteminin
operativliyinin va effektivliyinin qiymoatlondirilmasi iiciin bu
sabaka modeli asasinda koordinasiya sisteminin iyerarxiklik

indeksi, inersiya daracasi va bir sira digar indekslar taklif edilir.
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300. Imamverdiyev Y.N. Informasiya tehliikesizliyi iizre

beynslxalq koalisiya modeli // Informasiya Comiyyati
Problemlari, 2019, No 1, s. 14-20.
Qarsiligly  alagali va qarsihigly asili  diinyada informasiya
tohliikasizliyinin  etibarly  tomin edilmasi ddvlatlorin  six
amakdasligini talob edir. Lakin bu sahada dovlatlorin samarali
amoakdashq etmoalari ticiin bir sira manealor movcuddur, ilk
novbada, bu masalada divlatlarin strateji maraqlart nazara
alinmalidir. Bu olduqca ¢atin  masaladir va informasiya
tohliikasizliyi ~ sahasinda  beynalxalg — amoakdash§in  va
tanzimlomonin yalniz mohdud formalart malumdur. Moaqalada
informasiya tahliikasizliyi sahasinda beynalxalg koalisiyalarin
formalasdirilmast ticiin model taklif edilir.

301. MimamBepaues SLH. Metoa OIIeHKU PUICKOB
MHPOPMaIIOHHON 0e30I1aCHOCTI BO B3aIMOCBA3aHHBIX
HQPOPMaIIMIOHHBIX MHPpacTPyKTypax /l
VnpopmanmonHbie cucTeMbl M TexHoaorum, 2019,
Ne1(111), c. 102-112.

B pabome npedrazaemcs memod KOAUUECEEHHOU OUeHKU
puckos UHPOPMAUUOHHOTL besonacrocmu 60
63AUMOCBASAHHDLX  UHPOPMAUUOHHBIX — UHPpacmpykmypax
2AEKMpPOHHOZ0  npasumervcmed. B cyuecmsyroujux
MemoJOAOZUAX PUCKU  PACCUUMDIGAIONICS 10 0MOIEALHBLIM
unppacmpyxkmypam u, Kax npasuo, 63AUMOASUCUMOCIU
unppacmpyxkmyp He yuumoisaromes. Bsaumosasucumocmu

NO360AA0M  pUCKam be3onacHocmu nepeitmu 6 pasHuvie
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UHPpACMpPYKMypyl U 0KA3AMb NOMEHUUAADHO SHAYUMEADHOE
sausarue Ha Hux. IIpedroxertviii Menod nocmpoer Ha 0cHo6e
aKmyapHozo 1nodxodd, ULUPOKO UCHOAL3YEMO20 OASL OUeHKU
0NnepayuoHHuLX PUCK0E 6 PUHAHCOBLIX opzarusayusx. Jatomcs
pexomeHdayuu no 000CHO6AHHOMY so100py
coomeemcmeytouux — GyHKyui  pacnpedereHus — npu
MO0eAUPOSAHUY  HACMOMbL  NOMepb U  pasmepa Hnomepo.
drKcmpemarvtovie nomepu  Moderupyromes  0000ueHHbIM
pacnpedereriuem Ilapemo.

302. Ilerxaanes P.I. O Meroge usBaeueHmst Kaaccudpu-
KaI[MIOHHBIX MPU3HAKOB CeTeBLIX Tpa(UKOB Ha OCHOBE
aHaausa curHaaos // Informasiya Texnologiyalar
Problemlari, 2019, No 1, s. 78-86.

Cospementivie  cemesvie  mpaPpuxu  UMeOmM  MHOKECHE0
NpUsHAKOS U OUHAMUUECKUX C60UCIMS, KOMOopble 0mpaxarom
nosederiue cemu u AKMUSHOCMb noAv3osameret. Ilpusnaxu
cemesvix — mpaPukos — uzparom  6aXHyt  PoAb 6  UX
KAaccudpuxavyuu. Vssecmio, umo cemesvie mpapuxu umerom
HeCMAUUOHAPHLILL XApaKmep U HeAuHerHovle OUHAMUYECKUEe
Xapakmepucmuxiu, maxue, Kax camonododue,
MYALIMUPPAKMAAOHOCHL, 00AZ08PeMEHHASL 3A6UCUMOCITID U
nepuoduurocmo. Iloamomy ouenv axmyarvHo u36AeweHUe
HOBLLX  podACMHDIX — KAACCUPUKAUUOHHBIX — NPUSHAKOS,
KOmopole NO06LICAM  MOYHOCMb  KAACCUPUKAUUU  CETMesblX
mpadpuxos. Ara  peuwienus amoti  npoOAeMbvl  HaubdOAee

nepcnexkmueHouIM MeMmodoM SIBASlemCsl Cﬂ@KmpaJ\belI;l aHaAAU3
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CUZHANOG cemesblx mpapukos. B pabome 0rd cnexmparvHozo
AMAAU3A ~ CUZHAAOE — Cemesvlx — mpaPukos  npedrazaerncsl
UCNOAD306AMD  6elléAem-npeo0pasosatue, —vepes  Komopoe
MOXHO — onpederumv — JHepzemuveckue XapaKmepucmuxu
CUZHANOE CemesblX MpaPuros, UCHOAbIYeMLIX 6 Kauecmee
KAACCUPUKAYUOHHDLX NPUSHAKOG.

303. Alguliyev R.M., Aliguliyev R.M., Abdullayeva F.].
Deep learning method for prediction of DDoS attacks on
social media // Advances in Data Science and Adaptive
Analysis, 2019, vol. 11, no. 1, pp. 1-19.

Recently, data collected from social media enable to analyze
social events and make predictions about real events, based on
the analysis of sentiments and opinions of users. Most cyber-
attacks are carried out by hackers on the basis of discussions on
social media. This paper proposes the method that predicts
DDoS attacks occurrence by finding relevant texts in social
media. To perform high-precision classification of texts to
positive and negative classes, the CNN model with 13 layers
and improved LSTM method are used. In order to predict the
occurrence of the DDoS attacks in the next day, the negative
and positive sentiments in social networking texts are used. To
evaluate the efficiency of the proposed method experiments
were conducted on Twitter data. The proposed method achieved
a recall, precision, F-measure, training loss, training accuracy,
testing loss, and test accuracy of 0.85, 0.89, 0.87, 0.09, 0.78,

0.13, and 0.77, respectively.
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304. Alguliyev R.M., Aliguliyev R.M., Niftaliyeva G.Y.

Extracting social networks from e-government by
sentiment analysis of users' comments // Electronic
Government, an International Journal, 2019, vol. 15,
no. 1, pp. 91-106.
Nowadays, the improvement of governance, ensurance the
security and the timely detection of propaganda against the
government are major problems of e-government. Extraction of
hidden social networks is one of the most actual problems in the
term of government security. The extraction of hidden social
networks operating against the state in e-government is one of
the key factors to ensure the security in e-government. In the
paper, a method has been proposed for extracting hidden social
networks to improve management in e-government, prevent
promotion against the government and ensure the security. In
this approach, hidden social networks are extracted through the
analysis of user’s comments via opinion and text mining
technologies.

305. Alguliyev R.M., Aliguliyev R.M., Abdullayeva F.J.
Hybridisation of classifiers for anomaly detection in Big
Data // International Journal of Big Data Intelligence,
2019, vol. 6, no. 1, pp. 11-19.

Recently, the widespread use of cloud technologies has led to
the rapid increase in the scale and complexity of this
infrastructure. The degradation and downtimes in the

performance metrics of these large-scale systems are considered
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to be a major problem. The key issue in addressing these
problems is to detect anomalies that can occur in hardware,
software and state of the systems of cloud infrastructure. In
this paper, for the detection of anomalies in performance
metrics of cloud infrastructure, a semi-supervised classification
method based on an ensemble of classifiers is proposed. In the
proposed method, to build ensemble Naive Bayes, J48, SMO,
multilayer perceptron, IBK and PART algorithms are used. To
detect anomalous behaviour on the performance metrics the
public data of the Google and Yahoo! companies, Python 2.7,
MATLAB, Weka and Google Cloud SDK Shell applications are
used. In the result of the experimental study of the model, 90%
detection accuracy is obtained.

306. Alguliyev R.M., Aliguliyev R.M., Abdullayeva F.J.,
PSO+k-means algorithm for anomaly detection in Big
Data // Statistics, Optimization and Information
Computing, 2019, vol. 7, no. 2, pp. 1-13.

The use of clustering methods in anomaly detection is
considered as an effective approach. The choice of the cluster
primary center and the finding of local optimum in the well-
known k-means and other classic clustering algorithms are
considered as one of the major problems and do not allow to get
accurate results in anomaly detection. In this paper to improve
the accuracy of anomaly detection based on the combination of
PSO (particle swarm optimization) and k-means algorithms,

the new weighted clustering method is proposed. The proposed
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method is tested on Yahoo! S5 dataset and a comparative
analysis of the obtained results with the k-means algorithm is
performed. The results of experiments show that compared to
the k-means algorithm the proposed method is more robust and
allows to get more accurate results.

307. Oliquliyev R.M., Imamverdiyev Y.N., Mahmudov R.S.
Informasiya tehliikesizliyi milli tehliikesizliyin miihiim
komponenti kimi // Informasiya Coamiyyati Problemlori,
2020, Ne 1, s. 3-25.

Mogalada milli tahliikasizliyin mahiyyatina, mazmununa dair
miixtalif yanasmalar arasdirilir. Milli tahliikasizliyin vazifalari,
tomin olunmas: metodlar1 sarh olunur. Milli tahliikasizliyin
obyekti olan hoyati vacib maraqlar, miixtalif sahalor tasnif
edilir. Bu tasnifata uy§un olaraq milli tahliikasizliyin ictimai-
siyasi  tohliikasizlik,  harbi  tahliikasizlik,  informasiya
tohliikasizliyi, qida tahliikasizliyi, enerji tohliikasizliyi, tohsil
sisteminin tohliikasizliyi, elmi-texnoloji tahliikasizlik, sahiyya
sisteminin tahliikasizliyi, naqliyyat sisteminin tahliikasizliyi,
ekoloji  tahliikasizlik, KIV-in tohliikasizliyi, madani-manavi
tahliikasizlik kimi komponentlari  forglondirilir.  [KT-nin
inkisafi, informasiya tohliikasizliyinin ~ formalasmas: ila
olagadar  milli  tohliikasizlik  sisteminda  informasiya
comiyyatinin artan rolu va vazifalari gostorilir. Informasiya
tohliikasizliyi ilo milli tahliikasizliyin digar komponentlari
arasinda qarsiligh miinasibatlar analiz edilir. Hor bir milli

tohliikasizlik ~ komponentinda  IKT-nin  tatbiq  sahalari,
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informasiya tohliikasizliyi tahdidlari miiayyan edilir va onlarin
aradan qaldirilmast yollar: gostorilir. Isin yerina yetirilmasinda
analiz va sintez, miiqayisa, timumilasdirma, sistemli yanasma
metodlarindan istifads  edilmigdir. Moaqalada alds  edilon
naticalor informasiya comiyyati saraitindo milli tohliikasizlik
iizra yeni konsepsiyalarin, strategiyalarin va digar normativ
sanadlarin hazirlanmast iigiin istifada edila bilor.

308. Imamverdiyev Y.N., Abdullayeva F.J. Deep Learning in
Cybersecurity:  Challenges and  Approaches //
International Journal of Cyber Warfare and Terrorism,
vol. 10, 1ssue 2, April-June 2020, pp. 82-84.

In this article, a review and summarization of the emerging
scientific approaches of deep learning (DL) on cybersecurity are
provided, a structured and comprehensive overview of the
various cyberattack detection methods is conducted, existing
cyberattack detection methods based on DL is categorized.
Methods covering attacks to deep learning based on generative
adversarial networks are investigated. The datasets used for the
evaluation of the efficiency proposed by researchers for
cyberattack detection methods are discussed. The statistical
analysis of papers published on cybersecurity with the
application of DL over the years is conducted. Existing
commercial cybersecurity solutions developed on deep learning

are described.
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309. Fataliyev T.Kh., Mehdiyev Sh.A. Industry 4.0: The Oil
and Gas Sector Security and Personal Data Protection //
L.J. Engineering and Manufacturing, 2020, no. 2, pp.1-14.
In Industry 4.0, a significant increase in data volumes brought
to the forefront data protection issues, including in such a
sensitive area as personal data. lllegitimate methods of using
personal data to obtain additional preferences have become the
goal of some communities of people. Video surveillance data are
an integral part of personal data, therefore protection of
personal data processed in video surveillance systems has been
given increased attention. The wvideo surveillance system
includes video cameras, information and communication
channels for data transmission, processing devices, analytics
and personal data storage. The proposed model is a subsystem
of smart video surveillance in the oil and gas sector, that
consisting of such subsystems as a smart field, smart grid,
smart maintenance, smart transportation, smart security, etc.
Conceptual tasks are considered and recommendations for their
solution are given.

310. Alguliyev R.M., Imamverdiyev Y.N., Mahmudov R.S,,
Aliguliyev R.M. Information security as a national
security component // Information Security Journal: A
Global Perspective, 2020, no. 29, pp. 1-18.

The essence and different approaches to the national security
are explored in the article. The article interprets the objectives

and provision methods of the national security. Different areas
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and vital interests that are the objects of the national security
are classified. According to this classification, the components
of the mnational security, such as socio-political security,
military security, information security, food security, energy
security, education system security, scientific and technological
security, health system security, transport system security,
environmental security, mass media security, and cultural-
moral security are differentiated. The development of ICT, the
growing role and responsibilities of the information society in
the national security system in connection with the formation
of information security are described. The article also analyzes
the relationship between the information security and other
components of the national security. Application areas of ICT
in each national security component and information security
threats are identified. Their solution ways are described. The
article uses analysis and synthesis, comparison, generalization
and systematic approach. The results obtained in the article can
be used for the development of new security concepts, strategies
and other requlatory documents for the national security in the
context of the information society.

311. Imamverdiyev Y.N., Abbasov H.H. Milli e-imza
infrastrukturunun aktual elmi-tedqiqat problemlari //
Informasiya Texnologiyalar1 Problemlari, 2021, Nel,
s. 33-45.

Togdim  olunan isdo e-imza ilo baglh milli e-imza
infrastrukturunun moévcud texniki va montiqi imkanlarin
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arasdirmaqla, sistema diison yiikiin optimal idara edilmasi va
problemlarin  arasdirilimast  miiayyon  edilib.  E-imza
vatondaglarin  elektron miihitda identiklosdirilmasi iiciin
saxsiyyat vasiqasi rolunu tomin etdiyi iiciin e-dovlot
ekosisteminda formalasdirilan informativ va interaktiv elektron
xidmoatlora alcatanli§in tomin edilmasi va bu xidmatlordon
tohliikasiz istifads edilmasi e-imza vasitasi ila hayata kegirilir.
Mogalado milli  e-imza infrastrukturunun yeni texnoloji
cagirislar, mobillik imkanlarimin artirilmas:, mahdud resusrlu
qurularda  yiiksok ~ mohsuldarhi§in  tomin  edilmasi,
e-xidmatlardon genis istifada iiciin yiiksak tohliikasizlik talablari
baximindan tokmillagdirilmasi problemlori analiz edilir va
aktual elmipraktiki masalalar miiayyon edilir. Miiayyon edilon
problemlorin ~ halli  istigamatinda  beynalxalqg  tacriiba
arasdirilmagla  milli  infrastrukturun  komponentlarinin
tohliikasizliyinin -~ va inam  zancirnin  giymoatlondirilmasi
istigamatinda markazlorinin isinin modellasdirilmasi iiciin
elmi-tadgiqat istigamatlari analiz edilmisdir. Moaqalada milli e-
imza infrastrukturunun oziiniin tahliikasizlik problemlarinin
miiayyon  edilmasi ilo  morkazlorin  xidmat  sahalarinda
tahliikaszilik komponenti kimi samarasi miiayyon edilir.

312. Mahmudova R.S.,, Dasdomirova K.Q. 1nformasiya
comiyyoti miihitinde bezi informasiya tehliikesizliyi
problemlorinin  analizi // Informasiya Camiyyati
Problemlari, 2021, No 2, s. 83-94.
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Comiyyatda informasiyanin, informasiya resurslarimin v
texnologiyalarinin rolunun artmast informasiya comiyyatinda
saxsin, comiyyatin, dovlatin maraqlarimin  qorunmast va
informasiya tohliikasizliyinin tamin olunmas: zaruriyyatini 6na
cixarir. Tadgiqat isinda informasiya comiyyati miihitinda
saxsin, camiyyatin va dovlatin maraglarina tasir gostara bilon
tohdidlor analiz olunmus, informasiya tohliikasizliyinin asas
prinsiplori, onun tamin edilmasinin bazi metodlart tadqiq
edilmisdir. Informasiya tohliikosizliyinin tomin edilmasi
sahasinda xarici dlkalarin tacriibasi arasdirilmis, Azarbaycanda
informasiya  tohliikasizliyinin  hiiquqi  taminati  sahasinda
Qoriilmiis  islor va aparilan  elmi-nazari  tadqiqatlar
arasdirilmisdur.

313. Mahmudova R.S. Fardin ve cemiyyetin informasiya
tohliikesizliyi madaniyyatinin bazi aspektlari haqqinda //
Informasiya Comiyyati Problemlari, 2021, Ne 1, 5.56-67.
Mogalada  fordin va comiyyatin informasiya tahliikasizliyi
moadaniyyatinin  bazi  aspektlori  arasdirilir.  Informasiya
tohliikasizliyi problemlarina texnoloji va humanitar aspektdan
yanagmalar tohlil edilir. Informasiya sistemlorinda toplanan
informasiyanin, o ciimladon sirr dasiyan moalumatlarin
miihafizasi, fordi malumatlarin qorunmas: kimi problemlarin
halli texnoloji iisul va vasitalorlo yanast insan faktorundan asili
oldugu iiciin informasiya tohliikasizliyi madoniyyatinin
oyronilmasi oldugca aktualdir. Bu baximdan fordin va

comiyyatin informasiya tohliikasizliyi ilo  bagh miixtalif
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problemlar (informasiya bollugunun yaratdir problemlar,
informasiya “cirklonmasi” problemlari, fordi va kiitlovi siiurun
manipulyasiyasi,  kibercinayatlor,  fordi  moalumatlarin
qorunmast, informasiya miiharibalori, kiberxastaliklor va s.)
arasdirilir - va  bu problemlorin  aradan  galdirilmasinda
informasiya tohliikasizliyi madoniyyatinin rolu asaslandirilir.
Miixtalif  yanasmalarin  tohlili  asasinda  informasiya
tohliikasizliyi madoniyyatinin mahiyyati va torkib hissalari
analiz  olunur. Informasiya tohliikasizliyi moadaniyyatinin
texnoloji, informasiya-psixoloji va hiiquqgi-etik aspektlori
aragdirihir  va  milayyan  tokliflor  verilir. Isin  yerina
yetirilmasinda analiz va sintez, miiqayisa, timumilasdirma,
sistemli yanasma metodlarindan istifada edilmisdir. Moaqalada
alda edilon naticalar informasiya tahliikasizliyi problemlarini
arasdiran  tadqigatcilar, informasiya tahliikasizliyi  fonnini
tadris edon miiallimlar torafindon manba kimi istifada oluna
bilar.

314. Ohmadova X.V. Klasterlagdirma metodlarinin tatbiqi ils
sosial sobokoalords saxta profillorin askarlanmasi //
Informasiya Texnologiyalar1 Problemlari, 2021, Nel,
5.83-94.

Sosial sabakalarin milyonlarla aktiv istifadagiya malik olmasi
insanlarin ~ gizli  sokildo idara edilmasi (manipulyasiya),
miixtalif nov cagwriglar, insan va ya taskilatlarin niifuzdan
salinmast kimi zararli maqsadlorin icras: iiciin sarait yaradir.

Bu zaman troll profillar, sibil hesablar, kuklalar, bot hesablar va
174



s. kimi qrup saklinda faaliyyat gOstaron saxta profillor genis
sokilda istifada edilir. Klassifikasiya alqoritmlarinin tatbiqi ilo
saxta profillorin  askarlanmas: zamani verilonlorin  sinif
niganlarina (ing. label) malik olmalari, cox sayda profilin tak-
tok tasnif edilmasi zaman sarf edilon vaxt va s. kimi problemlar
ortaya ¢ixir. Bu moaqalada sosial sabakalorda saxta profillarin
qruplasdinilmast ~ digiin ~ k-means, — Gaussian  Mixture,
aglomerativ  klasterlasdirma,  spektral — klasterlosdirma
alqoritmlori istifads edilmisdir. Klasterizasiya alqoritmlari
saxta profillorin agkarlanmasinda klassifikasiya metodlarina
nisbatan pis natica gostardiyindon bu maqalada saxta profillarin
askarlanmast iiciin tatbiq edilmis klasterizasiya metodlarinin
hanst verilonlor iizra daha yaxsi natica vermasi masalasing
baxilmigdir.  Algoritmlorin  totbiqi  zamami  profilasasl
verilonlari ehtiva edon alyetor bazalardan istifads edilmisdir.
Klasterizasiya  metodlarimin  nizamlanms  rand  indeksi,
homogenlik, — dolgunluq va s. kimi qiymoatlondirma
metrikalarimin tatbiqi ilo mohsuldarli§imin qiymoatlondirilmasi
zamani  dlda  edilmis  mnoaticolara  asasan,  aglomerativ
klasterlasdirma alqoritmi digar tatbiq edilmis klasterizasiya
alqoritmlarina nisbaton daha yaxs: natico gostarmisdir.

315. Imamverdiyev Y.N. Senaye idaroetms sistemlorinda
kibertohliikesizlik problemlarinin analizi // Informasiya
Texnologiyalar1 Problemlari, 2021, Ne 2, s. 16-29.

Sonaye idaraetma sistemlari ( SIS) elektrik istehsali va tachizati,
icmali su tachizati, neft va neftkimya, niiva enerjisi, nagliyyat
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sistemlari, domir yolu va metro sistemlorinda idaraetma va
monitoring iiciin genis istifada olunurlar. Onlar bu kritik milli
infrastrukturlarda omaliyyatlarin beyni va onurga siitunudur.
Kritik infrastrukturlarin iginin pozulmas: camiyyata siiratla va
getdikca kaskinlason tasir goOstara bilar va bu tasiri kritik
infrastrukturlar arasinda yiiksak doracada qarsiligh asililig
daha da agirlasdirir. 2009-cu ilda askarlanmis Stuxnet zarorli
programi SIS kibertahliikosizliyinin realligini va ciddiliyini
gostordi. Industry 4.0 konsepsiyasinin genis tatbiqi ilo alagadar
SiS-larin  kibertahliikasizliyi ~ xiisusi aktualliq kasb edir.
Mogalada SiS-larin mahiyyati va komponentlari barada qisa
malumat verilir va onlarin  kibertahliikasizliyinin miiasir
vaziyyatinin qisa analizi aparilir. SiSlarin
kibertahliikasizliyinin  qiymatlondirilmasi iizra  tadgiqgatlar
risklorin  idara  edilmasi, zorarli program  tominatinin
askarlanmas:t  va  analizi  metodlari,  kibertahliikasizliyin
monitoringi tigiin honeynet texnologiyalari va test stendlarinin
yaradilmas: istigamatlori iizra analiz edilir va har bir istiqgamat
iizra acig todqigat problemlori gostarilir. Osas tadqigat
metodlar: modellasdirma, miiqayisali va tasviri metodlar,
analogiya, analiz va sintez metodlaridir; asas tadqgiqat
yanasmalar1  sistemli, kompleks va situativ yanasmadir.
Almmis  naticalarin ~ 6lkada  SIS-larin  kibertahliikasizliyi
infrastrukturunun  formalasdirilmas: va inkisafinda, SIS
kibertahliikasizliyi sahasinda elmi tadqigatlarin

tokmillasdirilmasi va milli informasiya tohliikasizliyi iizra
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tadbirlor ~ kompleksinin  islonmasinda ~ wva  praktiki
reallagdirilmasinda faydali olacag: gozlanilir.

316. Aaryanes P.M. Maxmyaos P.III. Ocobennocru

«JepHOTO PhIHKa» II€PCOHAABHBIX AAHHBIX I CO3/JaBaeMble
uM 1npob6aemst // iInpopmanmonHoe o6mecTso, 2021,
Nel, c. 49-55.
B cmamve uccaedyromes cyuyHocmo 1 0c00eHHOCU «4epHO20
pLiHKa» nepcoHarbHux danrolx. Paccmompenul seastoujuecs
npeomemom KYnAU-npooaxu HAa <«HepHOM puiHKe» 6uUdol
UHPOPMAUUYU U YCAYZ, MEXHOAOZUU U UX 1eHO6AS. HOAUMUKA,
a maxxe yeAu, OAS KOMOPOLLX UCHOADSYHOMCS NepcoHAAbHbIE
darirvle, npuobpementvie Ha «uepHom poitke». Kpome mozo,
ommedervl  NpodAeMbl,  C6A3AHHbIE € HE3AKOHHBIM
npuodbpemenuem u npooaxei NePCOHANBHHIX OAHHDIX C
MOUKU 3peHusl AUMHDLX, KOPHOpamueHolX U HAUOHAALHDLX
UHMepecos.

317. Sukhostat L.V. An Intelligent Model based on Deep
Transfer Learning for Detecting Anomalies in Cyber-
Physical Systems // Radio Electronics, Computer
Science, Control. 2021, vol. 3, pp. 124-132.

The problem of detecting anomalies from signals of cyber-
physical systems based on spectrogram and scalogram images
is considered. The object of the research is complex industrial
equipment with heterogeneous sensory systems of different
nature. The goal of the work is the development of a method for

signal anomalies detection based on transfer learning with the
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extreme gradient boosting algorithm. The developed approach
is implemented in software and evaluated for the anomaly
detection task in acoustic signals of cyber-physical systems on
the MIMII dataset. Conclusions. The conducted experiments
have confirmed the efficiency of the proposed approach and
allow recommending it for practical use in diagnosing the state
of industrial equipment. Prospects for further research may lie
in the application of ensemble approaches based on transfer
learning to various real datasets to improve the performance
and fault-tolerance of cyber-physical systems.

318. Alguliyev R.M., Abdullayeva F.J.,, Ojagverdiyeva S.S.
Log-File Analysis to Identify Internet-addiction in
Children // International Journal of Modern Education
& Computer Science. 2021, vol. 13, no. 5, pp. 23-31.

This article uses machine-learning techniques to detect Internet
addiction (IA). Activities of children in the Internet
environment is analyzed. The log-files of children and their IA
problem are explored. To determine the degree of IA among
children and adolescents an experiment is conducted on public
dataset. The effectiveness of the methods is analyzed by various
evaluation metrics and promising results are obtained. The
results show better performance of Weighted SVM, compared
to Bernoulli NB, Logistic Regression, MLPClassifier, SVM
classifiers. Acquired results of the research provide kids
information security. To evaluate a kids IA helps to identify

their psychological conditions, and it creates a better situation
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for parents, teachers, and other related people to communicate
with children and teenagers better way.

319. Abdullayeva F.J., Ojagverdiyeva S.S. Multicriteria
decision making using analytic hierarchy process for
child protection from malicious content on the Internet //
International Journal of Computer Network and
Information Security. 2021, vol. 13, no. 3, pp. 52-61.
Modern children are active Internet users. However, in the
context of information abundance, they have little knowledge of
which information is useful and which is harmful. To make the
Internet a safe place for children, various methods are used at
the international and national levels, as well as by experts, and
the ways to protect children from harmful information are
sought. The article proposes an approach using a multi-criteria
decision-making process to prevent children from encountering
harmful content on the Internet and to make the Internet more
secure environment for children. The article highlights the age
characteristics of children as criteria. Harmless information,
Training information, Entertainment information, News, and
Harmful information are considered as alternatives. Here, a
decision is made by comparing the alternatives according to the
given criteria. According to the trials, harmful information is
rated in the last position. There is no child protection issue on
the Internet using the AHP method. This research is important
to protect children from harmful information in the virtual

space. In the protection of minors Internet users is a reliable
179



approach for educational institutions, parents and other
subjects related to child safety.

320. Abdullayeva F.J. Advanced persistent threat attack

detection method in cloud computing based on
autoencoder and softmax regression algorithm // Array,
2021, vol. 10, pp. 1-11.
The paper proposes autoencoder based deep learning approach
for APT (Advanced Persistent Threat) attack detection. The
advantage of this model is that it achieves a high classification
result by identifying complex relationships between features in
a database. Additionally, the model simplifies the process of
classifying large volumes of data by reducing the size of data in
the encoder. Here, first of all, the autoencoder neural network
was applied, and informative features were studied from the
network traffic data in an unsupervised manner. After the
informative feature study, softmax regression layer was added
to the top layer of the constructed autoencoder network to
classify APT attacks. In this study, a deep neural network
model constructed by adding different layers was tested on a
database open to scientific research and compared to existing
methods; the proposed method gave superior results in
detection of APT attacks. The average detection accuracy of the
proposed APT detection framework was achieved of 98.32%.

321. Foracova A.C. Pandemiya dovriinde beynalxalq
tacriibada informasiya tehliikesizliyi / Umummilli lider
Heydar Oliyevin anadan olmasinin 98-ci ildéniimiina
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hasr olunmus talaba ve genc tadqiqatcilarin II
beynalxalq elmi konfransi, Baki, 25-28 aprel 2021,
s. 429-431.
Mogalads  pandemiya  dovriinda  beynalxalq  tacriibada
informasiya  tohliikasizliyi  arasdirilmisdir.  Koronavirus
epidemiyasimin diinyada genis sakilda yayilmas: malumatlarin
daha cox ragomsal sakilda Otiiriilmasing sabab olmusdur. Bu
malumatlarin alda edilmasi, emalr va istifadasi fordlarin icazasi
ilo olmadigr tagdirda informasiya tohliikasizliyino sorait
yaradacaqdrr. Bir swa oOlkalordo eyni zamanda pandemiya
saraiti ilo birga informasiya tohliikasizliyina sabab olacaq
problemlarla da miibariza aparilmaga baslanmisdir. Pandemiya
dovriinda  informasiya  tohliikasizliyinin  tomin  olunmasi
sahasinda Hollandiya, fngiltara, Fransa, Berlin va Belarusiya
kimi olkalar tarafindon goriilon iglar va gabul edilmis ganunlar
arasdirilmgdir.

32.Voalixanli O.V. Program msohsullarina olan hiicumlarin
miidafiasi {isullarmin analizi / Umummilli lider Heydar
Oliyevin anadan olmasinin 98-ci ildoniimiins hasr
olunmus talaba va gonc tadqiqatc¢ilarin II beynalxalq
elmi konfransi, Baki, 25-28 aprel 2021, s. 426-428.
Moalumdur ki, program moahsullarina olan talabat siiratla
artmaqgdadir. Bu isa 0z novbasinda onlart hadaf alan
hiicumlarin sayimmin artmast ila naticalanir. Magalada program
moahsullarimin  miidafiasi iiciin irali siiriilmiis metodlarin

analizi aparilmisdir. Analiz zamam ham program hom da
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avadanlq asasli miidafia metodlaria baxilmisdir. Hor bir
metod haqqinda iimumi malumat verilmisdir.

323. Bagirov E.O. Klasterizasiya tsullarinin  zararli

proqramlarin askarlanmasina tetbiqi / Umummilli lider
Heydoar Oliyevin anadan olmasinin 98-ci ildéniimiina
hasr olunmus talaba ve ganc tadqiqatgilarin II
beynalxalq elmi konfransi, Baki, 25-28 aprel 2021,
s. 437-439.
Bu isda kateqoriya tipli wverilonlordon ibarat olan zororli
proqramlarin  askarlanmas: iiciin  supervizorsuz 0Oyranma
metodu olan klasterizasiya iisullarindan k-modes alqoritminin
tatbigina baxilmisdur.

324. Maxmyaosa P.I., Adamgamuposa K.I. ITpoGaemsr
MHPOPMalMOHHON 0e30I1aCHOCTM B MH(OPMaIIMIOHHOM
obmectse / XI MexXxayHapoaHast HayYHO-TeXHI9ecKast
KOHpepeHtmsa “VMHpopMainioHHbIE TEXHOAOIMN B
NPOMBINIA€HHOCTY, AOTUCTHMKE ¥  COLMaabHOM
cdepe”, Munck, 26-27 mast 2021, c. 101-105.

B uccaedosaruu anaAUSUpYOMCA Yzposbl, Komopvle Mozym
3AMpoHYymb Urmepecol AUMHOCHU, 00uLecmea u 20cydapcmea 6
ycAousx  unPopmavuontozo obdujecmea. Vsyuen onvim
sapybexHvix — cmparn 6  o0Aacmu  UHPOPMAUUOHHOU
Oesonacrocmu.  BvliAau - npoanaAusuposanvi  mekyuias
cumyayus 6 obracmu unHPopmayuorol 0OesonacHocmu 6
AsepOaiidxare u HayuHo-meopemuveckue 0CHO8bl NpodAem

UHPOPMAYUOHHOU 0e301nACHOCTTU.
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325. Imamverdiyev Y.N., Abdullayeva F.J]. Convolutional
neural network for detecting application layer
distributed denial of service attacks / XVI Mexay-
HapoAHasi  HayJHO-TeXHMYecKass KOHd{QepeHIs
«ONTNKO-21€KTPOHHBIe IIPUOOPHI U yCTPONCTBA B
CcCTeMax paclo3HaBaHMUsE OOpa30B M OO0pabOTKM
nsoopaxenmin» (Pacnmosnasanme-2021), Kypck, 14-17
ceHTs10p 2021, c. 22-25.

Distributed Denial of Service(DDoS) is one of the main threats
to information security.Application layer DDoS attaks (Al-
DDoS) can be organized against many different applications.

326. Abdullayeva F.J., Ojagverdiyeva S.S. Detection of
vulgarities in Web-content based on Naive Bayes
algorithm / XVI  MexayHapoaHasi  Hay4HO-
TexHm4deckass KoHpepeHINs1 «OITHKO-21eKTPOHHEIE
NpyuOOPLI M YCTPONICTBA B CUCTEMaxX paclo3HaBaHMsI
o0pa3oB M 00pabdoTKkyu wmu3oOpaxeHuin» (PacrmosHa-
Banne-2021), Kypck, 14-17 cenradps 2021, c. 12-14.
Protecting children from harmful information on the Internet
is one of the most pressing issues/ The article proposes an
approach using machine learning methods to detect vulgar
words? phrases and expressions.

327. Abdullayeva F.J., Ibrahimov R. Development of
acoustic system for detection of drones based on
ensembles of audio features / XVI Mexaynapoanas
Hay4dHO-TexHn4deckass  KOoH$epenimsa  «Onrmko-
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91eKTPOHHBIe IPMOOPBI U YCTPOVICTBA B CHCTeMax
pacrosHaBaHWSI o0Opa3oB u 00paboOTKM
M300pak eHmin (PacrrosnaBanme-2021), Kypcxk,
Poccus, 14-17 centsops 2021, c. 14-16.

One of the methods of detecting drones is the analysis of audio
signals. In this case, spectral features were extracted from
sound files by analyzing audio data. The Simple Neural
Network Model (Simple NN) and the Convolutional Neural
Network Model (CNN) were built to classify the extracted
audio features. Asa result of experiments on real data, the
Simple Neural Network showed superior results and achieved
98% detection accuracy.

328. Abdullayeva F.J., Valikhanli O.V. A method of detecting
GPS spoofing attacks on Unmanned Aerial Vehicles /
XVI MexaynapoaHas Hay4YHO-TeXHIYIecKast
KOHpepeHIMsA «ONTUKO-21eKTPOHHbIE IIPHOOPHI U
YCTPOVICTBA B CHCTeMaX pacIOo3HaBaHIs OOpa3oB I
o0paboTknm wu3oOpakeHmit» (Pacriosnasamme-2021),
Kypck, Poccns, 14-17 centsiops 2021, c. 16-18.

In this paper, the detection method of GIPS spoofing attacks on
UAV (Unmanned Aerial Vehicles), based on CNN
(Convolutional Neural Network) is proposed.

329. Alguliyev R M., Aliguliyev R M., Abdullayeva F.D. The
Improved LSTM and CNN Models for DdoS Attacks
Prediction in Social Media. Chapter 23. USA: IGI Global,
2022. 19 p.
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Automatic identification of conversations related to DDoS
events in social networking logs helps the organizations act
proactively through early detection of negative and positive
sentiments in cyberspace. In this article, the authors describe
the mnovel application of a deep learning method to the
automatic identification of negative and positive sentiments in
large volumes of social networking texts. The authors present
classifiers based on Convolutional Neural Network (CNN) and
Long Short-Term Memory (LSTM) to address this problem
domain. The improved CNN and LSTM architecture
outperform the classification techniques that are common in
this domain including classic CNN and classic LSTM in terms
of classification performance, which is measured by recall,
precision, f-measure, train loss, train accuracy, test loss, and
test accuracy. In order to predict the occurrence probability of
the DDoS events the next day, the negative and positive
sentiments in social networking texts are used. To verify the
efficacy of the proposed method experiments is conducted on
Twitter data.

330. Aliyev 9.Q., Sahverdiyeva R.O. Postkonflikt zonalarda
igtisadi informasiya sistemlerine potensial ziyanlarm ve
tohliikalarin giymatlondirilmasine konseptual yanasma //
Azarbaycan Ali Texniki Maktablarinin Xabarlari, 2022,
No 2, cild 24, s. 235-242.

Mogala  Azarbaycanin  ermoni isgalindan azad edilmis

postkonflikt ~ zonalarinda  igtisadiyyatim ~ va  regional
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strukturlarin barpasinda raqamsal transformasiyamin iqtisadi
informasiya sistemlorina ola bilon potensial ziyanlarin va
tohliikalorin  geyri-salis  metodlarla  qiymoatlondirilmasinin
konseptual ~ asaslarina  hasr  olunmusdur.  Regional
iqtisadiyyatin barpasinda va onlarin inkisafinda 4.0 Sonaye
inqgilabimin  tatbiglori va beynalxalq taskilatlarin tovsiyalori
nazara alinmagla innovativ miihitin  formalasdirilmasinda
miivafiq IKT wva informasiya sistemlorinin  vacibliyi
miiayyanlasdirilmisdir.  Postkonflikt ~ zonalarin  igtisadi
informasiya sistemlarina potensial tahliikalor va ziyanlarin
spektri gostorilmisdir. Informasiya sistemlarinin
tohliikasizliyina tahdidlor mnoaticasinda ola bilon potensial
ziyanlarim novlari verilmis, potensial ziyanlarin kompleks
qiymatlondirilmasina bazi elmi-metodoloji yanasmalar qeyd
olunmusdur. Informasiya sistemlorina potensial tahliika va
ziyanlarim  qeyri-salis  qiymotlondirilmasi  iiciin  tokliflor
verilmisdir. Informasiya sistemlarinin potensial ziyanlarinin
ekspertlor tarafindan alinmis yekun qeyri-salis coxluglarimin
emali prinsiplori  geyd olunmusdur. Gostarilmisdir ki,
postkonflikt zonalarda iqtisadi informasiya sistemlorina ola
bilon potensial ziyanlarin qiymoatlondirilmasi masalalarinin
hallinda miiasir texnologiya va metodlarin tatbiqi ilo effektiv
naticalara nail olmaq miimkiindiir.

331. Cyxocrar /1.B. O0G30p  HEKOTOpPHIX  pelleHuIn
De30IacHOCTI COBpeMeHHBIX ACY TT1 //
TeaexkommyHmkanym, 2022, No 2, c. 14-23.
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B Odannoii cmamve uccaedyromes 60npocvt  0e30nacHocmu
AGMOMAMUSUPOSAHHIX cucmem ynpasaerus
mextorozudeckumu npoveccamu (ACY TII). Ilpedcmasaen
0030p N0 cAGOYHOWUM  HANPAGACHUAM:  paspadomia
0mMKA30YCMOUHUEHIX NPOMOKOA0S, 00HAPYXKet e PedoHOCHbIX
npozpamm, 3aufuma mnepcoHaAbHuIX OJAHHOLIX U KOHMPOAb
docmyna. Aannas paboma daem noHuMarue yAa36umocmeti u
cyuecmeytoujux pewenuti xubepdesonacnocmu ACY TII u
oceeuwyaem 0yOoyujue HANPASACHUS UCCACO06AHUL.

332. Mexames III.A. AHaaM3 HEKOTOPBIX MHpoOAeM
HaAe>KHOCTU K1OeppuamIecKnx CHICTEM //
Nnpopmanmonnbie TexHoaormm. IIpoGaembr u
pemenns, 2022, Ne 1, T. 18, c. 63-69.

B npouecce axkcnayamayuu xubepdpusuveckue CUCTEMDBL
(KDC) nodsepxcerivt  6030eiicmeuto  wupokozo cnekmpa
Paxmopos, GAUAIOUUX HA UX MeXHUuueckoe cocmosHue u
Oesasaputitioe  PyHKUUOHUposarue.  IDma  napaduzma
nompe006ara peuieHus HeKOMopbiX MexXHU4eckux u Hay4HoLx
npodrem  0As  obecneveHus — 6blCOKOU — HAJeXKHOCHIU,
KubepbesonacHocmu U Kubepycmouuueocmu pasAudHolx 1o
nasnavenuto KOC  na npoussodcmee, mparicnopme, 6
aHepzemuKe, KOMMYHANDHOM XO3SUCHIGe, CMPOUTNEADCIIEE,
30pasooxpareruu uAu 6 ymmuix opodax. Ipumenernus KOC
Mozym  Obimb HANpAGAEHbl HA CHUXeHUue nompeOAeHUs
pecypcos u yAyuuienue o0uieti aPPekmusHocmu npo,eccos

nymem HACMpoUuKy 1nod uUHOUEUIYAAbHDIE HOMPeOHOCHIU.
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KOC 6 ungpacmpyxmype ymHozo 20p0da noGblULAIOM
ooujecmeerryto  0e30nACHOCMb 6 UEAOM, A 6HeopeHue
UHIMEANCKMYAALHOU  CUCTEMbL  YNPAGAeHUS  0ecrnuUAOMHbIM
mparcnopmom npedomspaujaent 603HUKHOSEHUE 3AMOPOs U
yMeHbulaem pucku aeaputi co CMEPMEAbHbIM UCXO00OM.
Coxpatrieriue pecypcoé 6 YMHbHIX KubepPusuueckux 30aHuix
docmuzaemcs 3a cuem Y20 ynpasrenus
aHep20aPPexmueHoCbo 30aHU. B pesyAvmame
COKpauAaoncs nomepu dAeKmposrepzuu, 600vl u menid. B
CEADCKOM X03AliCmee 3a cuem nocmosHH0z0 HAOAI0deHUs 34
okpyxkatoujei  cpedoil  MUHUMUSUPYIOMCA — BAUSHUSL
HeOAAZONPUAMHLIX — (PAKMOpos HA  pesyAvmambvl  mpyoa
azpapues. Juaznocmudeckue napamempbul, Xapaxmepusyrouue
cocmoarus Komnorermos u modyreiw KOC, gopmupyromes
HA OCHO6e 0AHHDLIX OM usmepumervrovix damuuxos. Obujee
KOAUHEC60 0AMHUUK06 OASL IMUX UeAell HenpepuisHO pacnien.
333. Shikhaliyev R.H. A method for intelligent planning of
computer networks monitoring // Problems of
Information Technology, 2022, vol. 13, no. 1, pp. 42-48.
To ensure the efficiency of management, the security of
computer networks (CN), as well as to ensure the required level
of quality of service for network applications, accurate and up-
to-date information on the state of the CN is required. This
information can be obtained through continuous active
monitoring of the quantitative characteristics of the CN. Thus,

active monitoring becomes an important tool for ensuring the
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efficiency of management and security of the CN. However,
continuous active monitoring, especially of large networks, can
lead to congestion of network channels, which can reduce the
effectiveness of monitoring the CN. Consequently, with active
monitoring of the CN, it is necessary to manage the use of
resources (channel and computational) of the network and
reduce the load on the network. To solve this problem, this
paper proposes a method for intelligent planning of monitoring
of the CN. Using machine learning algorithms, can be
analyzed the state and performance of the CN and acquire
knowledge that can be used to determine the most appropriate
rules for monitoring the CN. Thus, it is necessary to find such
monitoring rules that will ensure the effectiveness of
monitoring the CN. The proposed method can reduce the
impact of monitoring on network performance, and on the
operation of network applications.

334. Abdullayeva F.D., Valikhanli O.V. Development of a
method for detecting GPS spoofing attacks on unmanned
aerial vehicles // Problems of Information Technology,
2022, vol. 13, no. 1, pp. 3-8.

As in other vehicles, unmanned aerial vehicles (UAV) mainly
use GPS (Global Positioning System) for the provision of
navigation. Non-execution of necessary measures on UAV,
availability of the devices used in the process of attack may
cause GPS spoofing attack on UAV. The quick detection of the

attack plays an important role in obtaining safety precautions.
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The use of artificial neural networks in the detection of such
attacks is very convenient. Therefore, in the article new
approach based on convolutional neural network (CNN)
method is proposed in order to detect GPS spoofing attack. The
new approach has been developed for two different types of
UAVs. As a result of conducted experiments, high-accuracy
detection of GPS spoofing attack has been provided.

335. Mahmudova R.Sh. Analysis of international experience
in the formation of a culture of information security in
society // Problems of Information Technology, 2022,
vol. 13, no. 1, pp. 85-94.

The rapid development of information and communication
technologies, the increase in sources of information, the
electronization of many services in all areas, the emergence of
new means of communication between people, the collection of
personal data in wvarious information systems and other
realities create new opportunities for development. On the
other hand, the use of information to manipulate peoples
minds, to create chaos in society, actualizes the development of
a culture of information security in society. The article
analyzes the experience of developed countries in the formation
of information security culture. As part of the documents,
challenges and measures taken by international organizations
such as the UN, the Organization for Economic Cooperation
and Development, the experience of individual countries in

raising the level of information security culture of
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professionals, citizens and various groups, as well as educators,
children and youth, was studied and summarized. The study
used methods of systematization, generalization, comparative
analysis. The results of the study may be useful to institutions
responsible for ensuring information security in society.

336. Hajirahimova M.S. Experimental study of machine
learning methods in anomaly detection // Problems of
Information Technology, 2022, vol. 13, no. 1, pp. 9-21.
Recently, the widespread usage of computer networks has led to
the increase of network threats and attacks. Existing security
systems and devices are insufficient in the detection of
intruders” attacks on mnetwork infrastructure, and they
considered to be outdated for storing and analyzing large
network traffic data in terms of size, speed, and diversity.
Detection of anomalies in network traffic data is one of the
most important issues in providing network security. In the
paper, we investigate the possibility of using machine learning
algorithms in the detection of anomalies — DoS attacks in
computer network traffic data on the WEKA software platform.
Ensemble model consisting of several unsupervised
classification algorithms has been proposed to increase the
efficiency of classification algorithms. The effectiveness of the
proposed model was studied using the NSL-KDD database.
The proposed approach showed a higher accuracy in the
detection of anomalies compared to the results shown by the

classification algorithms separately.
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337. Alakbarov R.K., Hashimov M.A. Fog computing
technology application in cyber-physical systems and
analysis of cybersecurity problems // Problems of
Information Technology, 2022, vol. 13, no. 2, pp. 23-29.
New requirements for modern technologies have become a
driving force in the development of information technology.
New distributed computing systems are required to handle a
large data flow generated by the application of the Internet of
Things (1oT) and to ensure their efficient processing. Although
cloud computing is an effective technology for processing and
storing data generated in a networked environment, it has
complications with the real time transmission of large amounts
of data due to the low bandwidth of network. To speed up the
data processing, fog computing systems have been widely used
in recent years. Fog counting systems are one of the proposed
solutions for working with IoT devices. Because it can meet the
computing needs of multiple devices connected to the network.
In these systems, the data is processed at computing nodes
located near the data generating devices, which reduces the
bandwidth complications of the network channel. In this
regard, this article considers the application of fog computing
technology in cyber-physical systems. It analyzes the fog
technology architecture and its advantages over cloud
computing. Cyber security problems arising when using fog

technology in cyber-physical systems are analyzed and
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available protection methods partially solving them are
highlighted.

338. Nabiyev B.R. Investigation of clustering and

classification methods for mntellectual analysis of log files
/| Problems of Information Technology, 2022, vol. 13,
no. 2, pp. 48-60.
Today, the application of information technology in all areas of
our lives has led to wider spread and popularity of cybercrime.
In modern industrial control systems and cyber-physical
systems, log files are very important in terms of detecting cyber
incidents, identifying and preventing threats and anomalies.
However, today, a large volume of log files generated in these
systems greatly complicates the process of extracting useful
information from them. This, in turn, highlights the need for
intellectual analysis of log files. To this end, this article
explores a number of clustering and classification methods and
algorithms for the intellectual analysis of log files. Thus, K-
means, CURE, EM, kNN, Naive Bayes and DT algorithms are
selected out of these algorithms and their working principle is
studied, explained, and the application of each algorithm on
KDD CUP 99 data set is studied and compared.

339. Abdullayeva F.D. Neural Network Moldels for
Detection of Unmanned Aerial Vehicles Based on
Spectrogram Analysis // Problems of Information
Technology, 2022, vol. 13, no. 2, pp. 16-23.
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The widespread use of unmanned aerial vehicles (UAVs) in
both the national and military fields has made them the focus of
industrial organizations. However, the use of UAVs has
seriously affected the violation of the confidentiality of personal
data, posed a threat to states, national institutions, nuclear
power plants, historical places. One way to reduce this threat is
to detect harmful UAVs. The article develops machine learning
and deep learning methods based on sound signal analysis to
detect harmful UAVs. Features were extracted from the sound
signals and their ensemble was created. The created new data
was transmitted to the input of neural network models in the
form of vectors and drones were detected. The effectiveness of
the proposed approach has been tested on a database open to
scientific research.

340. Alakbarova LY. International experience and
approaches to the intellectual analysis of behavior in the
e-government environment // Problems of Information
Society, 2022, vol. 13, no. 2, pp. 64-72.

The role of the Internet in people’s daily lives, the impact of
social networks on the formation of public opinion, the spread
of mobile communications, the collection of personal
information in electronic information systems in the e-
government environment made the problem of “behavior
analysis” even more relevant. In order to improve the efficiency
of the public administration process during the formation of the

information society, one of the most important tasks to be
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performed by the government organizations is the correct
assessment and prediction of citizens’ behavior and making the
right decisions. The main goal of the intellectual analysis of
behavior is to understand the logic of the activities of
individuals and social groups. This article studies the
international practice in intellectual analysis of behavior,
examines the methods and algorithms used in this area, and
identifies problems. Proposals are developed for the effective
solution of questions on the intellectual analysis of behavior in
the e-government environment. The approach we propose for
intellectual analysis of behavior based on textual information
consists of 4 levels: 1) primary processing, 2) document
description, 3) classification of a set of documents into positive
and negative classes, 4) determination of accuracy and
completeness characteristics in classification. The use of
semantic indicators for intellectual analysis of behavior can
help conduct research with greater accuracy and effectively
solve behavioral prediction problems.

341. Abdullayeva F.D. Distributed denial of service attack
detection in E-government cloud via data clustering //
Array, 2022, vol. 15, pp. 1-12.

One of the main essential security issues of cloud computing is
the detection and prevention of network intrusions. The gaps
in the network directly affect the security of the cloud as it is
the foundation of it. Attacks in the cloud are launched either by

compromised nodes of the network outside of the cloud or by
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virtual machines (VMs) within the cloud mnetwork. So,
monitoring both external and internal traffic of the cloud
network is of great importance. In this paper, a machine
learning method performing accurate clustering of network
data to detect DDoS attacks has been proposed. The method
uses a feature selection technique to increase the efficiency of
data clustering. To provide the feature selection the PCA
algorithm has been used. For the dataset formed on selected
features, the DBSCAN (density-based spatial clustering of
applications with noise), Agglomerative Clustering, and k-
means algorithms are applied. In the experiment, the clustering
results of the methods using fewer features were higher on all
metrics than the clustering results of the methods using all the
features. Compared to the standard algorithms, the PCA +
DBSCAN, PCA + Agglomerative, and PCA + k-means
algorithms obtained higher values on the Adjusted Rand Index
metric and reached 0.8989, 0.9130, 0.9094 values, respectively.
The effectiveness of the approach also was evaluated on the
other clustering metrics and obtained high results. The
proposed system can be installed in both internal and external
cloud infrastructure. This allows, to detect attacks on the
external cloud network, as well as on the internal physical
network or in the virtual network between hypervisors.

342. Alguliyev R.M., Abdullayeva F.D., Ojagverdiyeva S.S.
Image-based malicious Internet content filtering method
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for child protection // Journal of Information Security
and Applications, 2022, no. 65, pp. 1-10.

Children and teenagers are among Internet users and they
encounter harmful data in the global network. Young users
often become the potential victims of pornographic images.
Avoiding pornographic images harmful to the child audience is
an important research task in the field of detection, computer
vision and multimedia. Malicious content can be prevented
using various methods. Current paper presents a ChildNet
model that filters harmful image content. The pixels of the
digital images are used as a data source for recognition of
nudity in the images. For each class, a multi-layer deep neural
network architecture with five convolution blocks is developed
to study the color patterns of undesirable image pixels. The
developed neural network consists of 21 layers; the size of the
filters is specified as (3 x 3). The filter’s size is reduced to
increase the accuracy of pixel recognition. The efficiency of the
proposed method is tested on real datasets for evaluation
purposes and the superior results are obtained from the
proposed method in comparison with classical CNN.

343. Abdullayeva F.D. Convolutional Neural Network-
Based Automatic Diagnostic System for AL-DDoS
Attacks Detection // International Journal of Cyber
Warfare and Terrorism, 2022, vol. 12, no. 1, pp. 1-15.
Distributed denial of service (DDoS) attacks are one of the

main threats to information security. The purpose of DDoS
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attacks at the network (IP) and transport (TCP) layers is to
consume the network bandwidth and deny service to legitimate
users of the target system. Application layer DDoS attacks
(AL-DDoS) can be organized against many different
applications. Many of these attackstarget HI'TP, in which case
their goal is to deplete the resources of web services. Various
schemes have been proposed to detect DDoS attacks on network
and transport layers. There are very few works being done to
detect AL-DDoS attacks. The development of an intelligent
system automatically detecting AL-DDoS attacks in advance is
very necessary. In this paper to detect AL-DDoS attacks a deep
learning model based on the convolutional neural network is
proposed. To simulate the AL-DDoS attack detection process,
while in testing of the model on CSE-CIC-IDS2018 DDoS and
CSIC 2010 datasets, 0.9974 and 0.9059 accuracy values were
obtained, respectively.

344. Aliyev A.G., Shahverdiyeva R.O. Scientific and
methodological bases of complex assessment of threats
and damage to information systems of the digital
economy // International Journal of Information
Engineering and Electronic Business, 2022, no.2,
pp- 23-38.

The article examines the scientific and methodological basis of a
comprehensive assessment of threats and damage to
information systems of the digital economy. The information

infrastructure and tasks of the digital economy have been
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defined. Sources of information security in the digital economy
sectors and their information security requirements have been
studied. The results of the analysis of the situation in the
countries of the world on the Global Cyber security Index are
shown schematically. The graph of the dynamics of
cybersecurity expenditures in the ICT segments is shown.
Cases of information security violations in the digital economy
and the processes of assessing the damage caused by them have
been studied. Generalized criteria for assessing information
damage in the digital economy have been proposed. Threats to
information and communication systems and classification of
damage are given. A structural scheme of the conceptual model
of threats and damage to information systems and resources in
the field of digital economy of Azerbaijan has been proposed.
An expert description of the ways in which information threats
are disseminated has been developed using a fuzzy approach.
The main types of damage caused by threats to the security of
information systems are given. The security aspects of the
abundance and surplus of information in the digital economy
are shown. The directions of increasing the level of security and
confidence in the digital economy and the structures to ensure
its security are given. The main directions of information
security in the digital economy have been identified, the
directions of ensuring its security and increasing its confidence
have been identified. Some methodological approaches to

integrated risk and damage assessment in the digital economy
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have been explored. A scientific-methodological approach based
on fuzzy methods has been proposed for the implementation of
complex risk and damage assessment in the digital economy.

345. Dashdamirova K.G. Development of decision support

system using OLAP-technologies for information
security =~ monitoring  systems //  IIpoGaemsr
nporpammupoBanms, 2022, no. 1, pp. 403-408.
The article highlighted the need for continuous monitoring of
the computer networks (CN) for information security and
analyzed the sources of data for information security
monitoring (ISM). Methods of data collection from various
sources have been investigated, and categories of ISM systems
have been studied. The architectural-technological model of the
system supporting decision-making based on OLAP (Online
Analytical Processing) and data warehouse has been proposed
for quick response to security-related incidents and detected
incidents in ISM systems.

346. Abdullayeva F.D. Internet of Things-based healthcare
system on patient demographic data in Health 4.0 //
CAAI Transactions on Intelligence Technology, 2022,
vol. 7, 1ssue 4, pp. 644-657.

In this paper, a comprehensive analysis of machine learning
approaches in the field of diagnosing COVID-19 has been
conducted, and for the detection of chronic diseases in patients,
to identify symptoms of COVID-19 virus infection in advance,

and control the situation a healthcare system has been
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proposed. The constructed system provides real-time
monitoring of chronic diseases and COVID-19 virus infection
in patients. The proposed system consists of five layers: IoT
sensor layer, Data transmission layer, Fog layer, Cloud layer,
the Application layer. The system architecture in the Fog layer
uses machine learning and deep learning algorithms to
diagnose patients” diseases, to generate and send diagnostic
and emergency alerts to users. The classification module of the
system”s Fog layer categorises the patient”s health status into
healthy and unhealthy classes. In this module, to classify
medical data the Decision Tree, Random Forest, SVM,
Gradient Boosting, Logistic Regression algorithms are used.
The COVID-19 dataset is used to test the effectiveness of the
methods. The best results from the comparative analysis of the
methods are obtained from the Decision Tree, Random Forest,
and Gradient Boosting algorithms, which are recognised data
points with high accuracy and on the accuracy metric reached
1.0, 0.99, 1.0 values, respectively. The classification of the other
two SVM and Logistic Regression algorithms provided the
worst results, and the accuracy score of both classifiers
obtained a 0.89 value.

347. Aliyev A.G. Study of development trends and
application risks of cryptocurrency and blockchain
technologies in the digital environment // Informatica
Economica, 2022, vol. 26, no. 3, pp. 37-49.
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The paper is devoted to the study of the formation and
development trends of cryptocurrency and blockchain
technologies in the digital economic environment, as well as the
risks and dangers of their application. According to the features
of classification, the main features of virtual currencies have
been explained. The risks and dangers that may arise with the
regular use of cryptocurrency and blockchain technologies
emerging in the digital environment were considered. The
possibilities of applying cryptocurrency and blockchain
technologies in economic structures and processes in the new
economic environment have been explored. The security
features of blockchain technology and the mechanism of
operation of the cryptocurrency have been explained. The
differences between cryptocurrency and traditional money have
been explained, and the essence of different approaches to
cryptocurrencies in the international arena has been analyzed.
Statistical ~ analysis  of  scientific ~ publications  on
cryptocurrencies has been conducted. The capitalization
dynamics of cryptocurrency are presented. The rating of
cryptocurrencies is shown according to the level of
capitalization. The dynamics of price changes in Bitcoin are
given. The structural content of cryptocurrencies and
blockchain technologies was explained, and their application in
economic operations was studied. The risks and dangers of
cryptocurrency in the digital environment were analyzed. The

mechanism of their operation in business and financial
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operations was explained. The dangers of the use of
cryptocurrencies in the existing traditional financial system
have been identified. The problems of legal regulation of
cryptocurrencies in the world have been analyzed. In the 4.0
Industrial Platform in the Digital Environment, some
recommendations have been given for preventing the risks and
dangers of using cryptocurrency and blockchain technologies.
348. Kazimov T.H. Bayramova T.A. Development of a
hybrid method for calculation of software complexity //
System Research & Information Technologies, 2022,
no. 2, pp. 32-44.
The use of code metrics allows software developers and project
managers to evaluate various features of the software (to be
built or already in existence), predict workload, determine
software complexity and reliability, and quantify the quality of
software systems being developed. Articles written in recent
years have proposed various methods for solving this problem.
However, there is still no very effective approach to measuring
software complexity. This article provides a brief overview of
existing software complexity metrics and proposes a new
hybrid method for computing software complexity. The
proposed hybrid method for evaluating software complexity
combines the key features of the Halsted, Maccabe, and SLOC
metrics and also allows for a more efficient assessment of

complexity.
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349. Aliyev A.G. Technologies ensuring the sustainability of
information security of the Information of the digital
economy and their perspective development directions //
Information Engineering and Electronic Business, 2022,
vol. 14, no. 5, pp. 1-14.

The article is devoted to the technologies to ensure the
sustainability of information security in the formation of the
digital economy and their prospects. It has been shown that the
digital transformation of the economy and society is a priority
for the advanced countries of the world. It was argued that the
safe and sustainable formation of an intellectual society and
economy based on new information, knowledge and technology
is one of the main goals. The features of the transition from an
industrial economy to a new ICT-based information economy
were analyzed. The issues of digital transformation of real
economic sectors were considered. It was noted that ensuring
the development of the modern economy on the basis of digital
technologies, the development of high-tech sectors is one of the
main goals. Potential areas for digitization of the economy have
been identified. The economic features of the main technologies
that shape the digital economy have been studied. The stages of
analysis of the secure development of the digital economy
sectors have been developed. Many concepts of the digital
economy are systematized and approaches to its features are
explained. Forecast options for the impact of the digital

economy on GDP in the countries of the world are given.
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Mechanisms to ensure economic security, investment forecasts
made by different countries to ensure economic cybersecurity
are given. Research on the level of economic security and the
main threats to the economy was analyzed. The main directions
of security of the national economy and the main factors
affecting the economic security of the country have been
identified. Current approaches to economic security are
summarized. The main types of economic security are given
and a system of indicators is defined. The structural elements
of the system of indicators for the analysis of economic security
are proposed. System indicators have been developed to analyze
the sustainability of economic security. Criteria for assessing
the sustainability of regional economic security have been
proposed. An analysis of the state of growth in the field of
cyberattacks in different years and the main stages of the
evolution of cybersecurity are described.

350. Aliyev A.G. Research of risks and threats of using
cryptocurrency and blockchain technologies in the digital
environment // VH{popmarmoHHbIe TeXHOAOTUIAL
IIpoGaemsbr n pemenms, 2022, No 4(21), pp. 55-61.

The article is devoted to the study of the risks and dangers that
may arise with the reqular use of cryptocurrencies and
blockchain technologies in the digital environment. The
application of cryptocurrencies and blockchain technologies in
economic structures and processes has been explored. The

security features of blockchain technology and the working
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mechanism of cryptocurrency are explained. The differences
between cryptocurrency and traditional money are explained,
and the existence of different approaches to cryptocurrencies in
the international arena is shown. Cryptocurrency risks and
threats were analyzed in the digital environment. The dangers
of the use of cryptocurrencies in the existing traditional
financial system have been identified. The problems of legal
regulation of cryptocurrencies in the world have been analyzed.
Recommendations on the risks and dangers of using
cryptocurrencies and blockchain technologies in the digital
environment in the 4.0 Industrial Platform were given.

351. Oliyev 9.Q. Regional sosial-igtisadi inkisafin
keyfiyysatliliyinin temininds onun kiberdayaniqliliginin
artirllmast mosololori / Umummilli Lider Heydor
Oliyevin anadan olmasinin 99-cu ildoniimiina hasr
olunmus “Regionlarin sosial-iqtisadi inkisafinin yeni
keyfiyyat morhalasina yiiksalmasinda  raqamsal
iqtisadiyyatin rolu”, Lonkaran, 6 may 2022, s. 17-19.
Togdim  olunan isda regional sosial-iqtisadi  inkisafin
keyfiyyatliliyi  aspektinda  kiberdayamighli§in  artirilmast
masalalorina  baxilmisdir.  Sosial-iqtisadi inkisafa raqamsal
igtisadiyyatin tasiri tahlil olunaraq kiberdayanmghigin zaruriliyi
asaslandirilmis, onun olciilmasina olan baxislar
arasdirilmisdir.  Miivafig sahada meyarlar  toklif edilmis,

kiberdayanighligin artirilmast iizra bazi tovsiyalor verilmisdir.
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352. Fotaliyev T.X. Elm miihitinde kritik infrastrukturlarin

kiberdayaniqlig1 / “Vaton miiharibasi: 44 giinliik zafar
solnamasi” respublika elmi-praktik konfransi, Baki,
2-3 noyabr 2022, s. 138-141.
Sanaye 4.0 ideologiyasimin tasiri altinda elmin yeni keyfiyyatda
tokamiiliinii hoyata keciron Elm 4.0 carcivasinda kritik
infrastrukturlarin kiber dayamghgimin tadgiqi aktual moasalo
kimi garsiya qoyulmus va asas naticalar tagdim olunmusdur.

353. Sixaliyeva N.R. Tibbi sosial gebekoelorde fordi
molumatlarin tohliikasizliyi / Umummilli lider Heydoar
Oliyevin anadan olmasmin 99-ci ildéniimiina hasr
olunmus talaba va gonc tadqiqatcilarin III beynalxalq
elmi konfransi, Baki, 18-29 aprel 2022, s. 207-209.
Moagalads tibbi sosial sabakalorda istifadacilorin  fordi tibbi
moalumatlarimin tahliikasizliyi ilo alagadar bir sira problemlor
gostarilmisdir. Pasiyentlor onlar1 maraqlandiran problemlarin
halli iiciin sosial mediaya miiraciat edir, pesokar saytlarda
qeydiyyatdan kecirak molumatlardan yararlanmaga calisirlar.
Qeydiyyatdan kecon pasiyentlar fordi tibbi malumatlarini geyd
etmali olurlar. Bu iso fordi molumatlarin konfidensialliq
siyasatinin zaif oldugu tibbi sosial mediada pasiyentlarin fordi
moalumatlarimin konfidensialligina xalal gatira bilar.

354. Valixanli O.V. Kibertahliikssizliyin temin olunmasi
tictin PUA naviqasiyasinda istifade olunan mo&vcud
metodlarm analizi / Umummilli lider Heydar Oliyevin

anadan olmasinin 99-cu ildoniimiine hasr olunmus
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toloba ve gonc tadqiqatcilarin III beynalxalq elmi
konfranslari, Baki, 18-29 aprel 2022, s. 209-211.

Mogalads  Pilotsuz Ugus Aparatlarmmin  (PUA) avtonom
navigasiyasimin tomin olunmas: ticiin miixtalif metodlara
baxilmisdir. Bu metodlara GPS navigasiya sistemi, visual
odometriya (ing. visual odometry) va atalat ol¢ii cihazindan
(ing. Inertial Measurement Unit, IMU) istifads daxildir.
Mogalada geyd edilon metodlarin har biri hagqinda ayrica
malumat verilmisdir. Bundan alava metodlarin miisbat va
manfi cohatlori do vur§ulanmigdir. Sonda iso bu metodlarin
birlikda istifada edilmasina aid niimuna gostarilmisdir.

355. Abdullayeva F.C.,, Ocaqverdiyeva S.S. Qeyri-salis
montiqi  ¢ixarig  esasinda  usaqlarin  informasiyaya
girisinin idare edilmesi metodu / “Informasiya
sistemlari va  texnologiyalar: nailiyyatlar veo
perspektivlar” III beynalxalq elmi konfransi, Sumqayit,
8-9 dekabr 2022, s. 63-65.

Moruzo materialinda Mamdani geyri-salis montiqi ¢ixaris
sistemindon istifada etmoklo wusaqlarin onlayn miihitda
gorunmasini hayata keciran bir yanasma verilir. Bu yanasmada
usaglarin bir nega fardi parametri (yasi, iirok va goz xastaliyi,
psixoloji  vaziyyati) mnazara alinmagla onlarin  ragomsal
texnologiyalardan istifadasi zamani informasiyaya girisina
nazarat edon va ekran vaxtimin diizgiin tayin edilmasini hayata

keciran sistem taklif edilir.

208



356. Bayramova T.A. Proqram teminati xatalarmin

klassifikasiyas1 ~/  “Informasiya  sistemlari  veo
texnologiyalar: nailiyyatlor va perspektivlor” III
beynslxalq elmi konfransi, Sumqayit, 8-9 dekabr 2022,
s. 256-258.
Program tominatinda olan xatalarin axtarilmas: va aradan
qaldirilmast iiciin metodlart nazordon Kegirmazdon avval
program taminatinda an ¢ox rast galinan sahvlori, xatalarin
yaranma  sabablorini, ciddiliyini va aradan  qaldirilma
prioritetini arasdirmaq lazimdir.

357. Mahmudova R.S., Obdiilhiiseynova X.M. Miiasir
dovrde usaq va  yeniyetmolorin  informasiya
tohliikasizliyi problemlari / “Yeni dovrds tohsil ve
todqiqat faaliyyati: realliqlar va cagirislar” Beynalxalq
elmi konfransi, Mingacevir, 16-17 dekabr 2022,
s. 535-538.

Mogalada elektron mokanda usaq va yeniyetmoalarin maruz
qaldigr tohliikalar, onlarin garsisimin alinmas: masalalari ilo
bagli beynalxalg tacriiba analiz edilmisdir. Olkomizda
informasiya tahliikasizliyinin tomin edilmasi, o ciimladon
qanunvericilik  bazasimin  formalasdirilmas:  va  inkisaf
etdirilmasi istigamatinda hayata kegirilmis tadbirlar, gabul
edilmis miihiim normativ-hiiquqi sinadlor arasdirilmigdir.
Usag va  yeniyetmoalorin  informasiya  tohliikasizliyi

madaniyyatinin formalasdirilmast iiciin takliflor verilmisdir.
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358. Rzayeva N.A. Kiberfiziki sistemlorde tahdidler vo
onlarin tosnifatt “Yeni dovrda tshsil ve tadqiqat
faaliyyati: realliqlar vo c¢agirislar” Beynoslxalq elmi
konfransi, Mingacevir, 16-17 dekabr 2022, s. 717-720.
Moruzada kiber-fiziki sistemlar, informasiya tahliikasizliyi va
avtomatlagdirilmis  informasiya  sistemlarina  tasir  edacok
miimkiin tohliikalorin tohlili tasnifatlasdirilnmigdir. Kiber-fiziki
sistemlarda informasiya tahliikasizliyinin tasnifat: bir neca
kriteriya asasinda yerina yetirilmasi qisa sokildo gsarh
edilmisdir.

359. Habmnbekosa I'Y. Ilpumenenne TexHoaorum 0A0KYeiH

B OLAP-cucremax / XXI MexxkayHapoaHass Hayd4HO-
TeXHUJIecKast KOH(pepeHLIA «PasBurne
nHpopMaTHM3alMM ¥ TOCYAAPCTBEHHONM CUCTEMBbI
Hay4HO-TexHm4decko mapopmamm (PMHTM-2022)»,
Munck, 17 Hos0ps 2022, c. 202-207.
[Iposedert  amarus — pabom,  NOCEAUEHHBIX — PASAUUHBIM
n00x00am K NPUMEHEHUIO MeXHOAOZUU OAOKUelH OAd
obecneverus unpopmavyuorrou Oesonacrocmuy 0a3 daHHLIX 6
OLAP-cucmemax. bviao npedroxeHo UcnoAb306amb YacmHulil
Oroxueln  OAd  3awjumol  OAHHBLIX  IAEKMPOHHOIL
demozpaduveckou cucmemol, GYHKUUOHUPYIOWEU 6 cpede
2AEKMPOHH020 20CYOaAPCIIEA.

360. damaamuposa K.I. Cucrema mnogaep>XKKu HpUHATHS
pelleHnii B cpede MOHUTOpMHIa MHGPOPMAIIMIOHHON
6esomacHoctn  / XXI MexayHapoaHass HaydHO-
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TeXHUJecKast KOH(pepeHIs «PasBurne
nHpopMaTH3alM ¥ TOCYAAPCTBEHHONM CUCTEeMBbI
Hay4HO-TexHm4eckon mH@popmanun (PMMHTU-2022)»
Munck, 17 HossOps 2022, c. 95-99.

[Ipedroxena  apxumexkmypHoO-mMexXHOAOZUUECKAS — MOOCAb
cucmemol  n000epKKU NPUHAMUS  peuleHuti Ha  O0CHOGe
mexnorozuu  OLAP  (Online  Analytical Processing) u
XpaHUAUWA OAHHOLIX C UeAbl0 0blCmpozo peazuposanus Ha
UHYyUdeHmol, C6A3aHHble C HAPYUEeHUAMU 0e30nacHocmu 6
CUCTNEMAX MOHUMOPUH2A UHPOPMAYUOHHOU 0e30naAcHOCU U
0KA3AHUS 1000EPKKU AULAM, NPUHUMAIOUUM petierus, a
maxoxe CO6epULeHCME06AHUS AHAAUTIUUECKOU 0eSMeAbHOCHIU
6 0anHot 00 acmu.

361. damgamuposa KI. KwubepconmaabHo TexHoaoru-
gyeckye IpoOAeMbl U IepCcleKTUBBI CeTeBOTO ODIIecTBa B
ycaosusax Vuaycrpum 4.0 / 4-as MexayHapoaHas
KoH(pepeHsa "CoBpeMeHHbIe ceTeBble TeXHOAOTUN"
(MoNeTec-2022), Mocksa, 27-29 okTsiOpst 2022, c. 55-61.
B cmamve npoanarusuposana 360A10UUS PASEUNUS Cemesozo
ooujecmea. Mccaedosaro  eAusHue  MpoMulUUAEHHBIX
pesortouuti Ha dopmuposarue Obujecmea 3.0 u Obujecmen
4.0. Tlpoanarusuposarvl HO6vie 603MOXKHOCMU, KOMOpble
Mnoycmpusa 4.0 npusHecAa 6 XusHb cemesozo 00uLecmea.
Ommeuero, umo nauarcs npouecc cosdanus Ooujecmea 5.0 —
cynepunmerexmyarvrozo oouiecmea. IIpoarnarusuposaro

cospeMeHHoe COoCmosHUe L4u95p06b1x MEXHOAOZUT, BAUATOULUX
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HA MexXHoAOZUveckKoe U COuuaAbHoe passumue odujecmen,
UCCACO06aHDl  UHIMEPHEMCOUUOMEXHOAOZU eCKUe 1PoOAeMbl
cemesozo obujecmea. Iloxasaro, umo MHozue UHHOBAUUU,
xkomopvie Mndycmpusa 4.0 npusHocum 6 XU3Hb cemesozo
oouiecmea,  ycyeybsam — muozue  npodremvl.  Aarvl
pexomendayuu OAS  YCMOUUUE020 paseumus  o0uLecmedn.
[Ipoanarusuposarvr pabomol, npoderaritivie 6 Asepoatidxarie,
U OCHOGHbIE HANPAGAEHUS HAYUHBIX UCCACIOBAHUTL 6 PAMKAX
Mndycempuu 4.0.

362. Aamgamuposa JK.M. Kpunrosaaiors, 040K4eitH
TeXHOAOTUM, POAb U TEepCreKTUBbl B IUPPOBOI
skoHomMuke /[ III MexayHapoaHasi HaydYHas
KOHpepeHimsa «VIHpopMaMOHHBIE CHUCTEMBI MU
TeXHOAOTMN:  JAOCTVDKEHMsI M IIepCIeKTUBBD»,
Cywmranr, 08-09 gexaOpst 2022, c. 202-204.

Cmamuvs ocHosana Ha UCCAI06AHUSX KPUNMOBAAIOMU, a
maxxe mexxorozuu  OAoxueun. Taxxke —paccmompena
CYuyHOCMb U npuMeHeHue — KPunmosaomvl — Kax
UHHOBAUUOHHOZ0 uHcmpymenma 8 co6peMeHHOL
UUPPOSUSUPOEAHHOT IKOHOMUKE, HEOOX00UMOCHID 6HedpeHUs
8 COBpeMeHHYI0 cucmemy, 00KA3AHO HA 3AKOHOOAMEALHOM
ypostie 0043aHHOCMb NPUSHAHUS UX NPA606020 CMAMYCA.
Bcaedcmeue  unHosayuu - COBPEMEHHBIX  MEXHOAOZUL
6o3HuKAEN HEODX00UMOCHD 6 NepemMeHax cnocodos XpaHeHusl
u  nepedauu uHopmayuu, a Mmakxe eé 3auwume, 6

pegﬁopmupoaartuu npaeoeoco cmamyca HOBLLX MeXHOAOUU,
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C6A3AMHBIX € K1U0ep0e30nacHocmoio, 6 MoMm HucAe UHHOBAUTI
6 obaacmu yudposozo npasa. Paccmompervi nepcnexmugol
popmuposarus  Kpunmoearromvl.  Kax — MexOoyHapooHou
sartomut. Ilonyasaprocmv kpunmot 6 Mupe onpedereHa mem,
ymo oHa He NPUGA3AHA HU K KAKOU-AUDO cmpane UAU
zocydapcmeeriton  cmpykmype.  Vlccaedosanvl  zAagHble
docmourcmea u Hedocmamxku KpUunimoearontbl.

363. I'ammmos ~ M.A.  Bompocel  kmnbepOe3onacHOCTH
CEpBUCOB «YMHBIII TOpoAd» / 3-1 MeXAYHapoaHas
Hay4JHO-IIpaKTidecKasi KoHPpepeHimsa «O0aauHbie 1
pacripejeaeHHbIE  BbIUNMCAUTEAbHBIE CHCTEMBI B
94eKTPOHHOM ympasaenmm» OPBCDY-2022 B pamkax
Hammmonaarsoro CynepkoMmbioTepHOro PopymMma,
IlepecaaBabp-3asecckuir, 29 HOsIOpsA - 2 gekaOpst 2022,
c. 176-181.

OdHuMm U3 HOBLLX HANPABACHUTL, NPEOAOKEHHBIX OAS peuleHus
PASAUNHDLX  1poOAeM  20p0d06 6 nocAedHee decsmuiemue,
saeasiemcs kornuenuus «Ymmuii zopod» (YT). Dma xonuenyus
UCNOAD3YEMm  COBpeMeHHbe — MEXHOAOZUY,  NpuMeHsem
UHHOBAUUY U NPedrdzaent 6blCOK0e KA1ecmeo KusHu. «YmHoli
20p00»  AHAAUSUpYem CUMyauuu, npoucxooiujue 6 paiore,
npedaazaenm mMexHOAOZUUeCKUe peuleHus OASL YAYUUleHUs ezo
passumus U Kauecmea XusHu zopoxar. B dannotn cmamoe
maxxe npedcmasreHa UHPOPMAUUA O NPEeUMYULECITIEAX
Cepeucos, Komopoie 0X6amuiéarom cpedy «ymHozo 20poda» OAsl

paxodar  u  zocydapcmeertoix  yupexdenutu. C  dpyeoi
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CIMOPOHbL, XOMS «YMHUILL 20p00» PACCMAMPUBALINCS KAK
nepcnexmueHoe peuietiue oAsl npedocmasaetsl
aPPexmusHoIX  YCAYZ  paxoaHam € UCNOAL306AHUEM
UHPOPMAYUOHHO-KOMMYHUKAUUOHHDLX — MEXHOAOZUL,  OH
nodeepker pasaudHvim yzposam Oesonactocmu. O0HOUL U3
BAXKHEUWUX — NpodAeM, — COA3AHHBIX € UWUPOKUM
pacnpocmpareruem U pearusavuesi KoHuenuuu «Ymroti
20p00», aersemcs ee xubepbesonacrocmo. C amoil ueAblo 6
cmambve NpoaAHAAUSUPOSAHbL NPoOAeMbl KubepOesonactocmu,
603HUKAOULUE NPU UCTIOALI0BAHUU CEPEUCOS «YMHO20 20p00A».

364. Mexaues IHI.A.,, ®@artaames T.X. KibepcriiikicTb

KpUTHIHNX iHQpacTpykryp Hayku / V MixnapoaHa
HayKOBO-IIpaKT4YHa KoHpepeHnisi, Kporsuuiskmii,
19-20 TpaBus 2022, c. 7-8.
Among the many problems that arise during the
transformation of science under the influence of Industry 4.0
technologies, ensuring comprehensive security and cyber
resilience is relevant, which is studied in the work. Problems
on this issue are grouped and solutions are given.

365. Aliyev A.G. Formation and development tendencies of
cryptocurrencies and blockchain technologies in the
digital economy / TaobGaabHble  IIPOOAEMBI
MOJepHU3anmn HaITVMIOHAaAbHOW 9KOHOMUKIL.
Marepuaasn: XI MeXAYyHapOAHOM Hay4HO-
npakTueckon KoHdepennuy, Mocksa, 18 mas 2022,

pp. 124-131.
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The article is devoted to the study of the formation and
development trends of cryptocurrency and blockchain
technologies in the digital economy. It is shown that the study
of the formation and development of cryptocurrencies and
blockchain technologies as a result of the transformation of
digital technologies is a topical issue. The essence and
structural content of cryptocurrencies and blockchain
technologies were explained, and their application in economic
operations was studied. The mechanism of operation of
blockchain technology and cryptocurrency in business and
financial operations is explained. The differences between
cryptocurrencies and traditional currencies have been
compared. Recommendations were made on the use of
cryptocurrency and blockchain technologies in the digital
environment. It was noted that the use of such technologies in
the digital environment can give new impetus to the future
development of the modern economy.

366. Hashimov M.A. Personal Data Security Problems in
Smart City Environment / Cybersecurity for Critical
Infrastructure Protection via Reflection of Industrial
Control Systems, NATO Science for Peace and Security
Series D: Information and Communication Security,
Amsterdam, 27-29 October 2022, pp. 65-71.

The concept of smart city is considered as a promising solution
to provide effective services to citizens through information and

communication technologies. However, the data sensed
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through various devices when using smart city services poses
problems for the security of citizens personal data. To this end,
the article analyzes the issues of personal data security in the
smart city environment and presents suggestions to solve them
to some extent.

367. Valikhanli O.V. Methods of Detecting Cyber-Attacks on

Unmanned Aerial Vehicles: A Survey / Cybersecurity for
Critical Infrastructure Protection via Reflection of
Industrial Control Systems, NATO Science for Peace
and  Security Series D: Information and
Communication Security, Amsterdam, 27-29 October
2022, pp. 40-47.
This paper covers a wide range of issues related to the cyber
security of unmanned aerial vehicles (UAVs). It highlights the
most common attacks which target UAVs. Moreover, it
examines and compares the methods for detecting these types of
attacks. As a result of the comparison, the advantages and
disadvantages of such methods are discussed.

368. Abdullayeva F.J., Ibrahimov R. Comparative Analysis
of Methods for Detecting Unmanned Aerial Vehicles /
Cybersecurity for Critical Infrastructure Protection via
Reflection of Industrial Control Systems, NATO
Science for Peace and Security Series D: Information
and Communication Security, Amsterdam,
27-29 October 2022, pp. 56-64.
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The widespread use of UAVs in both the national and military
spheres has made them the focus of industrial organizations.
However, the use of drones has seriously affected the violation
of the confidentiality of personal data, posed a threat to states,
national institutions, nuclear power plants, historical sites.
Omne of the methods to reduce this threat is to detect malicious
drones. The paper analyzes the existing methods in the
detection of harmful drones and proposes a new approach to
their detection.

369. Alguliyev R.M., Mahmudov R.Sh. Formation of Cyber-
Physical Systems in Azerbaijan and Some Topical
Problems of Their Complex Security / Cybersecurity for
Critical Infrastructure Protection via Reflection of
Industrial Control Systems, NATO Science for Peace
and  Security Series D: Information and
Communication Security, Amsterdam, 27-29 October
2022, pp. 81-89.

The article examines the formation of cyber-physical systems in
Azerbaijan and some topical problems of their complex
security. Moreover, the article highlights the features and
problems of digital transformation of state institutions effected
by cyber-physical systems. It classifies the main pillars of
cyber-physical systems (algorithmic security, resistance to
denials, power supply security, artificial intelligence security,
functional reliability, structural reliability, adaptability,

human factor). The need to improve the network and
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communication infrastructure is justified. The ways to develop
the field of Soft Engineering for the regular operation of cyber-
physical systems at the national level, to solve some issues
related to chip supply, protection of personal data, existing
legal ~ problems, and certain  personnel are shown.
Correspondingly, the main research trends in the field of cyber-
physical systems are identified.

370. Alakbarov R.K. Hashimov M.A. Security Issues of

Cloud-Based SCADA Systems / Cybersecurity for
Critical Infrastructure Protection via Reflection of
Industrial Control Systems, NATO Science for Peace
and  Security Series D: Information and
Communication Security, Amsterdam, 27-29 October
2022, pp. 1-8.
In order to solve the problem posed in the article, the
characteristics of Industry 4.0 (Fourth Industrial Revolution)
are considered. In addition, the possibility of threats to the data
security of an electronic demographic (e-demographic) decision
support system (DSS) from intruders in the context of
Industry 4.0 is considered, due to the attack risks for them is
very high. It is found out that the damage to these data will
affect the decision-making in the field of demography, and,
consequently, on the course of demographic processes in the
region. Solution ways of arisen problems are indicated.

371. Abdullayeva F.J. Cybersecurity Issues of Some Class

Unmanned Aerial Vehicle Systems: A Survey /
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Cybersecurity for Critical Infrastructure Protection via
Reflection of Industrial Control Systems, NATO
Science for Peace and Security Series D: Information
and Communication Security, Amsterdam,
27-29 October 2022, pp. 31-39.

The application of Unmanned Aerial Vehicles in various areas
created problems in the field of cybersecurity, privacy, safety.
Gaps in the security system of UAVs allow them to be easily
hijacked. The article analyses the security issues of UAVs,
reviews their attacks scenarios, and proposes a fuzzy approach
to the automatic selection of effective mechanisms to prevent
identified attacks. The Drone Backbone Model has been
developed to show the impact of attacks on UAVs at different
levels. The Backbone Model allows a numerical assessment of
the impact of the attack on the system.

372. Fataliyev T.X., Verdiyeva N.N. Science 4.0: Complex
Security Problems and Solution Mechanisms /
Cybersecurity for Critical Infrastructure Protection via
Reflection of Industrial Control Systems, NATO
Science for Peace and Security Series D: Information
and Communication Security, Amsterdam,
27-29 October 2022, pp. 151-152.

It is supposed to consider the conceptual issues of the
reconstruction of science as a corporate environment of Science
4.0 based on the key technologies of Industry 4.0 — Internet of

Things, Cyber-Physical Systems, Artificial Intelligence, Cloud
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computing, Big Data analytics and other Smart solutions.
eScience is considered to be the technological base of Science
4.0. Complex security problems and their solution mechanisms
are investigated within Science 4.0.

373. Shikhaliyev R.H. Some Approaches to Intellectual

Monitoring of Industrial Control Systems Cybersecurity /
Cybersecurity for Critical Infrastructure Protection via
Reflection of Industrial Control Systems, NATO
Science for Peace and Security Series D: Information
and Communication Security, Amsterdam,
27-29 October 2022, pp. 168-169.
For the security of the modern industrial control systems (ICS)
basic protective tools can be used. These tools can protect
against common attacks and be sufficient for low-risk systems.
The required security level of the ICS be ensured by constantly
monitoring. With the increase of the monitoring data volume,
increase the costs of ICS resources consumption, as well as the
data analysis becomes more complicated. It is necessary to
intellectualize the security monitoring of the ICS. The purpose
of this article is to study the approaches to the
intellectualization of monitoring the security of ICS

374. Ojagverdiyeva S.S. About a Comprehensive Approach
to Ensuring the Children’s Safety in Terms of Industry
4.0 / Cybersecurity for Critical Infrastructure Protection
via Reflection of Industrial Control Systems, NATO

Science for Peace and Security Series D: Information
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and Communication Security, Amsterdam,
27-29 October 2022, pp. 171 - 172.

This study provides information on the concept of the safety of
children’s data environment. It highlights the concept of
Children 4.0, which offers a comprehensive approach to
ensuring the safety of data included in databases (medical data
safety, spatial data safety, etc.) through wearable devices. This
approach is also very important in protecting children’s
personal data.

375. Sukhostat L.V. Anomaly Detection in Industrial Control
System Based on the Hierarchical Hidden Markov Model
/ Cybersecurity for Critical Infrastructure Protection via
Reflection of Industrial Control Systems, NATO
Science for Peace and Security Series D: Information
and Communication Security, Amsterdam,
27-29 October 2022, pp. 48 - 55.

An approach based on a hierarchical hidden Markov model for
anomaly detection in industrial control systems is proposed.
The signals of the system components are fed to the input of the
proposed model. The hidden state is an independent
probabilistic model, so each state is also a hidden Markov
model. In the proposed model, the detection of anomalies
according to the readings of the industrial control system
sensors is combined with modeling at the event level. The
model has several levels, and the event is modeled at the highest

level. The approach is evaluated on a secure water treatment
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dataset and compared with the results of the previous work,
which showed that the proposed model is better in terms of
recall and F-measure metrics and amounted to 0.9164 and
0.9563, respectively.

376. Bayramova T.A. Analysis of Modern Methods for

Detecting Vulnerabilities in Software for Industrial
Information Systems / Cybersecurity for Critical
Infrastructure Protection via Reflection of Industrial
Control Systems, NATO Science for Peace and Security
Series D: Information and Communication Security,
Amsterdam, 27-29 October 2022, pp. 160-162.
Errors and wvulnerabilities in software are analyzed and
problems of their detection are considered. Existing modern
methods of vulnerability detection using artificial intelligence
technologies are studied. In addition to detecting these
cybersecurity vulnerabilities in a timely manner, it specifies
the correct choice of software development technologies,
methods and operating conditions to prevent them.

377. Mehdiyev Sh.A. On Monitoring the Technical
Condition and Technological Safety of Functional
Elements of the Cyber-Physical Infrastructure /
Cybersecurity for Critical Infrastructure Protection via
Reflection of Industrial Control Systems, NATO
Science for Peace and Security Series D: Information
and Communication Security, Amsterdam,

27-29 October 2022, pp.18-26.
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During operation, yber-physical systems (CPS) are constantly
exposed to a wide range of factors that affect their technical
condition in different ways. CPS combine a huge number of
sensors and actuators to interact with each other and with the
environment. The collection and processing of signals from
sensors that measure the physical parameters of processes are
carried out to identify anomalies and predict the state of the
system to ensure its functional safety and optimal functioning.
As the interaction in the CPS environment increases, physical
systems become more vulnerable to threats. Understanding
threats and their consequences, identifying the unique
properties of CPS are key trends in ensuring their functional
security. The degree of readiness of the CPS to perform the
tasks and functions assigned to them essentially depends on the
uninterrupted autonomous power supply of the installed
Sensors.

378. Aghayev F.T., Mammadova G.A., Zeynalova L.A,
Malikova R.T. Problems and Methods of Information
Security in Electronic Education / Cybersecurity for
Critical Infrastructure Protection via Reflection of
Industrial Control Systems, NATO Science for Peace
and  Security Series D: Information and
Communication Security, Amsterdam, 27-29 October
2022, pp. 146-147.

The popularity of e-education has been growing in recent

years. Because of it, the problem of ensuring its security arises,
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which must be carried out using security methods and
internationally recognized standards. This article identifies
various problems of personal data security in e-education and
proposes solutions to ensure the protection of educational
information.

379. Nabibayova G.Ch. Analysis and Research of the Impact

of Industry 4.0: Challenges on Demographic Processes /
Cybersecurity for Critical Infrastructure Protection via
Reflection of Industrial Control Systems, NATO
Science for Peace and Security Series D: Information
and Communication Security, Amsterdam,
27-29 October 2022, pp. 153-155.
In order to solve the problem posed in the article, the
characteristics of Industry 4.0 (Fourth Industrial Revolution)
are considered. In addition, the possibility of threats to the data
security of an electronic demographic (e-demographic) decision
support system (DSS) from intruders in the context of
Industry 4.0 is considered, due to the attack risks for them is
very high. It is found out that the damage to these data will
affect the decision-making in the field of demography, and,
consequently, on the course of demographic processes in the
region. Solution ways of arisen problems are indicated.

380. Alakbarova I.Y. On One Approach for Detecting Social
Relationships by Analyzing Video Images in E-
Government / LY. Alakbarova // Cybersecurity for

Critical Infrastructure Protection via Reflection of
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Industrial Control Systems, NATO Science for Peace
and  Security  Series D: Information and
Communication Security, Amsterdam, 27-29 October
2022, pp. 163 - 164.

In the modern world, video surveillance (CCTV) cameras are
installed in all areas where it is important to strengthen
security: in healthcare, education, sports and many other areas.
The fact that the information collected from CCTV cameras is
big data and most of it is not structured makes it relevant to
use artificial intelligence and big data technologies in the
analysis of this data. The purpose of this article is to develop an
architectural diagram of an intelligent video surveillance
system.

381. Mahmudova Sh.J. Development of an Intelligent
Software System to Ensure Cyber Security Through
Ontology Cybersecurity for Critical Infrastructure
Protection via Reflection of Industrial Control Systems,
NATO Science for Peace and Security Series D:
Information and Communication Security, Amsterdam,
27-29 October 2022, pp. 27 - 30.

This study reviews software security, etc. It studies the
methods for the analysis of software security. The problems of
software protection are identified. The risks for software
projects, their management, determination and categories are
studied. The article describes the ontology of cybersecurity

based on standards. The main concepts related to cybersecurity
225



problem and their relationships are reviewed. It studies basic
structure, concept, etc. of intelligent software system to ensure
cybersecurity.

382. Dashdamirova K.G. Cyber Socio-Technological
Problems of the Networked Society and Their Analysis /
Cybersecurity for Critical Infrastructure Protection via
Reflection of Industrial Control Systems, NATO
Science for Peace and Security Series D: Information
and Communication Security, Amsterdam,
27-29 October 2022, pp. 156-157.

The article analyzes the history of the evolution of society and
the internet socio-technological problems of the networked
society are investigated.

383. Alakbarov O.R. Cyber Security Issues of Smart Devices
in E-Health: A Review / Cybersecurity for Critical
Infrastructure Protection via Reflection of Industrial
Control Systems, NATO Science for Peace and Security
Series D: Information and Communication Security,
Amsterdam, 27-29 October 2022, pp. 165-166.

The term e-health is generally used to refer to the application of
information technology in the delivery of different types of
healthcare services. The use of technology in healthcare not
only makes life easier for people, but also raises a number
security issues. The article discuses and providers solutions for
the security of smart devices and patient information stored in

cloud services. Also considered were the methods of further
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enhancing the security of the electronic health system. Besides,
the architecture and safety standards of smart hospitals have
been researched.

384. Nabiyev B.R. Investigation of Computer Incidents for
Cyber-Physical Infrastructures in Industrial Control
Systems / Cybersecurity for Critical Infrastructure
Protection via Reflection of Industrial Control Systems,
NATO Science for Peace and Security Series D:
Information and Communication Security, Amsterdam,
27-29 October 2022, pp. 125-130.

Cyber-physical infrastructures in industrial control systems,
including critical infrastructure and manufacturing, heavily
on cyber-physical infrastructures and embedded devices. As
industrial control systems become more complex and network-
centric, physical infrastructure becomes increasingly dispersed
and vulnerable. In rapid growth within the competitive
technology, we have seen an expressive increase in information
security vulnerabilities against such systems, ranging from
simple hacking tools to new generation intelligent attacks.
With the growing reliance on industrial control networks and,
of course, the growing number of attacks, the lack of cyber-
security monitoring and forensic analysis of security incidents.
Cyber-forensic analysis of ICS/ISCADA systems is unlike
standard forensic analysis of enterprise computer systems, the
cyber-forensic specialist often has to be an expert in cyber-

physical infrastructures systems, networks, and devices to
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determine where potential forensic evidence may be located.
This paper discusses ICS/SCADA, typical attacks and
vulnerabilities, problems with forensic analysis, and the
development of forensic methodology/tools for such systems.

385. Alakbarov R.K. Cloudlet Selection Strategy According

to the Types of Applications in Cloud Networks / 5th
International Conference on Computing and
Informatics (ICCI’2022), Newcairo, 9-10 March 2022,
pp-200-203.
The selection of the most suitable cloudlet that allows running
users applications rapidly in the cloud is still an urgent
problem. For the elimination of resource shortages, power
consumption, and delays in communication channels on mobile
devices, the remote cloud servers are placed adjacent to devices.
The delays on communication channels and power
consumption on mobile devices are reduced through cloud-
based mobile computing. In the paper we propose a strategy for
selecting a cloudlet with high computing productivity, which
provides a fast solution, considering the complexity degree of
the application (file type). Also, in the paper, the solution of the
task in a cloudlet close to the user, the downloading of the task
to the cloudlet, the sending of the outcome to the user, and the
minimization of network interruptions are presented.

386. Alakbarov R.K. Hashimov M.A. Fog Computing
Application in Oil And Gas Industry and Analysis of
Cybersecurity Problems / Proceedings of the 8th
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International Conference on Control and Optimization
with Industrial Application, Baku, 24-26 August 2022,
pp. 63-65.

The article discusses the application of fog computing
technology in the oil and gas industry. Some of the features
and advantages of fog computing technology over cloud
technology are shown. Compared to cloud technology, fog is
based on the computing power of distributed nodes in order to
reduce the overall load of the data center. Since the nodes
generating the data are distributed, centralized control over
them becomes complicated. Currently, the Fog Platform is a
cybercrime hotspot, primarily due to the lack of centralized
management and poorly protected peripheral nodes Therefore,
security issues in FC technology are more complicated. To this
end, the article analyzes potential cybersecurity threats in the
fog computing network and shows some countermeasures to
protect against cyber attacks.

387. Fataliyev T.X.,, Mehdiyev Sh.A. Research of Cyber
Resilience of Critical Infrastructures of Science
Transformed Based on Industry 4.0 Applications /
Proceedings of the 8th International Conference on
Control and Optimization with Industrial Application,
Baku, 24-26 August 2022, pp. 162-164.

In modern times, the basic technologies of Industry 4.0 are
widely used in various areas of the scientific community: in

physical experiments, supercomputer calculations of theoretical
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models, social research, genetic engineering, etc. In such a
scientific environment, its science infrastructure has been
formed based on the use of the Internet of Things (IoT), cyber-
physical systems (CPS), artificial intelligence (Al), cloud
solutions, big data analytics, and digital twins,smart cities, etc.
The main purposeof this work is to study the problems and
develop ways tosolve the cyber resilience of critical
infrastructures of the scientific environment.

388. Alguliyev R.M., Sukhostat L.V. Anomaly Detection in
Cyber-Physical Systems based on BiGRU-VAE / 16th
IEEE International Conference on Application of
Information and Communication Technologies (AICT
2022), Washington, 12-14 October 2022, pp. 1-5.

Various problems inevitably arise in cyber-physical systems,
such as equipment failure, performance degradation, etc.
Untimely detection of an abnormal state caused by a cyber-
attack or a failure to operate devices in a cyber-physical system
can lead to severe losses for the entire system. This paper
proposes a method based on a deep bidirectional gated recurrent
unit and variational autoencoder model to detect anomalies in
a cyber-physical system. Experiments on a real dataset have
shown the effectiveness of the proposed method in detecting
anomalies in a cyber-physical system. Comparison with known
methods showed the most accurate results according to the
precision, recall, and F-measure metrics and amounted to

99.87%, 77.39%, and 87.20%, respectively.
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389. Shikhaliyev R.H. Proactive Computer Network

Monitoring based on Homogeneous LSTM Ensemble /
16th IEEE International Conference on Application of
Information and Communication Technologies (AICT
2022), Washington, 12-14 October 2022, pp. 1-6.
Various problems inevitably arise in cyber-physical systems,
such as equipment failure, performance degradation, etc.
Untimely detection of an abnormal state caused by a cyber-
attack or a failure to operate devices in a cyber-physical system
can lead to severe losses for the entire system. This paper
proposes a method based on a deep bidirectional gated recurrent
unit and variational autoencoder model to detect anomalies in
a cyber-physical system. Experiments on a real dataset have
shown the effectiveness of the proposed method in detecting
anomalies in a cyber-physical system. Comparison with known
methods showed the most accurate results according to the
precision, recall, and F-measure metrics and amounted to
99.87%, 77.39%, and 87.20%, respectively.

390. Dashdamirova K.G. Development of OLAP Based
Decision Support System for Information Security
Monitoring at National, Regional and Corporate Levels /
13th International Scientific and Practical Conference
from Programming UkrPROGP"2022, Kiyev,
11-12 October 2022, pp. 354-363.

In the conditions where cyber threats are widespread and

unavoidable, it is necessary to promptly detect cyber threats
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and quickly react to possible incidents in order to ensure the
information security of the national information environment.
In the article, the need for continuous monitoring of computer
networks to ensure information security is highlighted. The
main components of the process of ensuring information
security at the national, regional and corporate levels are
studied. Sources of data for information security monitoring,
methods of collecting data from wvarious sources are
investigated, categories of Information Security Monitoring
Systems (ISMS) are studied. The carriers of social dangers are
always people or social groups. The peculiarity of social threats
is that they always threaten a large number of people, even if
they are directed specifically against one person.

391. Hashimov ML.A. Analysis of cyber security challenges
in smart city environment / 18th International
Conference on “Technical and Physical Problems of
Electrical  Engineering”  (ICTPE-2022), Istanbul,
30 October 2022, pp. 83-86.

One of the new ways proposed to solve various urban problems
during the last decade is the smart city concept. A smart city is
presented as a concept that uses advanced technologies, applies
innovations and offers a high quality of life. A smart city
analyzes the situations happening in the city, offers
technological solutions to improve the urban development and
quality of life. The presented article provides information on

the current state and further prospects of the smart city
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concept. It highlights the benefits of the services covering the
smart city environment for citizens and government
institutions. The article also analyzes cyber security problems
arising during the use of smart city services.

392. Mammadova M.H. Analysis of the Internet of Things

capabilities inmonitoring the physiological state and
location of personnel on an offshore oil. Tallinn:
Scientific Route, Chapter 3, 2023, 32 p.
This chapter explores the opportunities of using the Internet of
Things (IoT) to ensure the safety of personnel on offshore oil
platform. To this end the IoT appli-cations and technologies are
analyzed for the monitoring of the physiological state and
location of personnel. The chapter presents the opportunities of
using loT with cloud technologies, Big Data technologies, and
artificial intelligence for system de-velopment which enables to
monitor and if necessary, to make appropriate decisions
through systematic monitoring of the state of personnel based
on expert assessment of deviation of real time parameters
values from the norm. The practical tasks relat-ed to the
application of IoT technology in various fields of healthcare are
explored. 10T Services and loT Applications used in e-health
are analyzed and classified. The risks and challenges arising
from the implementation of loT solutions in healthcare and
posing a threat to both the physical safety of patients and the
confidentiality of their personal data are identified.
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393. Habnbekosa I'.Y. OOecrnieuenne uHQOpMaIIOHHOM
Oe3ortacHOCTI pacIipeleAeHHBIX DAeKTPOHHBIX CHUCTeM,
cogepxamux OLAP, c nomoIpio TexHoA0rnu 010KIeiH
/| Inpopmarmmonnbie Texaoaornm, 2023, Ne 5, Tom 29,
c. 250-256.

B cmamve usroxervt céoucmea mexHoA0Zuu OAOKUeliH, 6
CO0MEEmMCcmeun ¢ KOMopoimMu colepumoe OA0K08 OAOKUeTiHA
HOCUM — HEUSMEHHOIL  Xxapakmep, a4  UCNOAb306AHUE
odHopatrizosot cemu P2P npednorazaem dey,eHmparu3oéarHoe
ynpasiernue. Onucana cyuyHocmv U 3HAueHUe cMmapm-
KOHMPAKMOE U NOAYHEHHBIX HA UX OCHOGAHUU CMAPIM-
npedcmasAeHutl, Y4acmsyouyux 6 npouecce AHAAU3A JAHHOLX U
npunamuu peutenuti. Paccmompetriot pabombl, noceésujerHuie
PASAUUHBIM 100X00aM K NpoOAeMe UHmezpayuu mexHoA0ZUu
OAOKUetiH U XpaHuAuwa 0anHvlx. Jas obecneveHus 6cex mpex
KAIOUEEbIX ACNeKMO6 UHPopMaLUoHHOU Oe3onacHocmuy —
uerocmHocmu,  docmynHocmu U KOHPUIEHUUAADHOCTIU
uHgopmayuu,  4mo - A6ALemCAs  GAXHLIM  KAK  OAd
zocydapcmeeHvlx, max u OAS KOpnopamueHulx CmpyxKmyp,
0BIA0 NPEIAOKEHO UCHOALI06AMD He NYOAUUHBLUL OAOKUETH, 4
YACTIHBLIL. Paspabomana Modupurayus MOOeAu
2ACKMPOHHOU CUCTIEMDl 1000epXKKU NPUHAMUSL peuleHul,
codepxauieir 6a0k OLAP, 6 xomopyto 6kAtOueH uaACHIHbBLI
Orokueun. Ilokasano, wmo OJanHyt0 MOJeAb  CucCHeMbl
noddepxwku  npunamus  pewenuti  (CIIIIP)  moxHo

UCNoAb306dmv 6 Kavecmee 3J\€KWIPOHH01;[ ()E.MOZPngiMHeCKOI;l
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CIIIIP, xomopas séAsemcs uHPpacmpyKmypoi 0As peulerus
z2ocydapcmeentolx 3a0aw 6 amoii cgepe, NOCKOALKY MHOZUe
xapaxmepucmuxyu — 0AHHOU  MOOeAU  COOMEemcmesyom
MHO200MPACAL60MY Xapakmepy 0emozpaPui.

394. Shikhaliyev R.H. Cybersecurity analysis of industrial
control systems // Problems of Information Society,
2023, vol. 14, no. 2, pp. 47-54.

The current frontiers in the description and simulation of
advanced physical and biological Industrial control systems
(ICS) used to control various critical industrial and social
systems. ICS integrates modern computing, communication,
and Internet technologies. The integration of these technologies
makes ICS open to the outside world, which makes it
vulnerable to wvarious cyberattacks. ICS’s cybersecurity is
becoming one of the most important issues due to the
significant damage caused by cyberattacks to organizations and
society. This article analyzes the cybersecurity issues of ICS. In
particular, an analysis of the main components and
architectures of the ICS, security aspects of the ICS,
vulnerabilities, and threats to the cybersecurity of the ICS, as
well as measures and means to ensure the cybersecurity of the
ICS, is carried out. The analysis will help to give some insight
into the cybersecurity issues of ICS and identify various

research objectives necessary to ensure the cybersecurity of
ICS.
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395. Alakbarova LY. Development of a model for the

analysis of human behavior in a smart home
environment // Problems of Information Society, 2023,
vol. 14, no. 1, pp.75-84.
The article studies the approaches related to the analysis of
human behavior in the smart home environment, the influence
of cyber-physical systems on the behavior analysis, and the role
in the formation and functionality of smart homes. It defines
existing problems related to the security of smart homes, and
proposes a new model for analyzing human behavior based on
the sensed data. The model reveals the main features of each
citizen’s behavior and allows for a more in-depth study of the
socio-political and economic processes taking place in the
society.

396. Mahmudova R.Sh. Problems of evaluating the
organization’s information security culture // Problems
of Information Society, 2023, vol. 14, no. 1, pp. 66-74.
Nowadays, digitization of all areas of human activity leads to
an increase in the number of information security incidents in
organizations. From this point of view, the problem of
information security culture in organizations becomes very
relevant in modern times. Obviously, the majority of incidents
related to information security violations in organizations are
associated to the human factor. To overcome this problem, the
research in the field of the evaluation of information security

culture is urgent. Measuring and evaluating information
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security culture can enable an organization to identify its
weaknesses in this area and take measures to eliminate them.
This article examines various approaches to the concept of
information security culture, and analyzes the affecting factors
within the organization (management’s attitude towards
information security, information security policy, information
security awareness and employee’s behaviors). It also studies
the documents adopted in the field of development and
evaluation of information security culture in the European
Union countries and the United States, and implemented
projects. It analyzes proposed methods for measuring the
information security culture in the organization using various
methods. Moreover, the article reveals existing problems in this
field and provides certain recommendations for their
elimination. The methods of analysis and synthesis,
comparison, generalization and systematic approach are used
in this research.

397. Baghirov E.O. Malware detection based on opcode
frequency // Problems of Information Technology, 2023,
vol. 14, no. 1, pp. 3-7.

The amount of new malware has been continuously growing,
and its threats are increasing rapidly. Developing new types of
detection methods and thereby protecting computer systems
from malicious programs has always been of interest to
scientific researchers, individuals and organizations. In this

work, several classification methods are applied on the dataset
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which is prepared on the basis of opcodes obtained from known
malicious and benign program samples. Dependency between
opcodes higher than 70% of total are removed to achieve more
relevant results. The other main factors affecting the results of
the methods are evaluated. Results prove that Random Forest
classifier can classify suspicious programs with higher
accuracy than others.

398. Valikhanli O.V. Analysis of various techniques for
ensuring autonomous navigation of unmanned aerial
vehicles // Problems of Information Technology, 2023,
vol. 14, no. 1, pp. 8-14.

Unmanned Aerial Vehicles (UAVs) have many advantages
compared to other vehicle systems. UAVs are faster, cheaper,
and more flexible. However, like many other systems UAVs
also need navigation. But, it's not safe to use only one
navigation system for various reasons. The recent increase in
the number of cyberattacks is one of these reasons. Failure of
the navigation system can cause the UAV to lose control. This,
in turn, can lead to serious accidents. Therefore, this work
analyzes wvarious techniques to ensure the autonomous
navigation of UAVs. Also, the advantages and disadvantages
of each technique are discussed. Finally, the implementation of
these techniques with Kalman filters (KF), deep learning, and
machine learning is demonstrated and the results of various

studies on this subject are also highlighted.
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399. Alakbarov R.K. Security issues and solution

mechanisms in cloud computing systems: a review //
Problems of Information Technology, 2023, vol.14, no.2,
pp- 12-22.
The recent rapid development of cloud technologies has
encouraged its widespread use by individual mobile users,
private organizations and public institutions. Mobile users and
organizations deploy their data on cloud servers and use it.
Connections to cloud servers are realized over the Internet,
which makes data transmitted over the network vulnerable to
various types of attacks. Although numerous security solutions
have been proposed for data security in cloud computing
systems, the security of provided services remains an actual
problem for both cloud users and cloud service providers. The
article provides a general survey of security and privacy issues
in cloud computing systems, and reviews various types of
attacks and possible threats, as well as protection methods and
available solutions against such attacks, and proposes
mechanisms.

400. Shikhaliyev R.H. Using machine learning methods for
industrial control systems intrusion detection //
Problems of Information Technology, 2023, vol.14, no.1,
pp-37-48.

In recent decades, information technology has been integrated
into industrial control systems (ICS). At the same time, there

was a connection of the ICS to the Internet and a transition to
239



cloud computing. Consequently, new vulnerabilities and
threats to sophisticated cyberattacks have emerged that create
significant risks for the cybersecurity of ICS, and the old
security model based on the isolation of ICS is no longer able to
ensure their cybersecurity. This situation makes it very
important to intellectualize the cybersecurity of ICS, for which
machine learning (ML) methods are used. The use of ML
methods will make it possible to detect cybersecurity problems
of ICS at an early stage, as well as eliminate their consequences
without real damage. This paper discusses the issues of ICS
intrusion detection based on ML methods. The work can help
in the choice of ML methods for solving anomaly detection
problems of ICS.

401. Shikhaliyev R.H., Sukhostat L.V. Proactive computer
network monitoring based on homogeneous deep neural
ensemble // Results in Control and Optimization, 2023,
vol. 11, pp. 1-11.

Computer networks are getting more complex these days. A
computer network failure can result in the loss of important
data, disruption of network services and applications, and
economic loss and threaten national security. Therefore, it is
crucial to detect failures on time and diagnose their root cause,
which is possible with the help of proactive computer network
monitoring Proactive computer network monitoring requires
effective anomaly detection methods. The paper proposes a

conceptual model of a system for proactive computer network
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anomaly detection. To achieve high prediction accuracy, we
propose to use a homogeneous ensemble, which consists of a
base learning algorithm. An ensemble of deep neural networks
based on base learning three-layered LSTM models was created
using the bagging algorithm. We use the CICIDS2017 dataset
to evaluate the proposed approach. Experimental results show
that our method effectively improves the accuracy of anomaly
prediction in computer networks.

402. Mahmudova Sh.J. Development of a method for
processing log files using clustering // Soft Computing,
2023, no. 27, pp. 1617-1628 .

A log file is a document that keeps track of all events that occur
on a website or server. Many log files are very large, so they
can be regularly written over outdated content, or entire
collections of log files with names, including a date, for
example, can be created. In the event of technical problems, site
inaccessibility, virus infection, hacker attacks and Distributed
Denial of Service (DDoS) attacks, the resource administrator
can use the information in log to find the cause, which makes it
easier and faster to eliminate unwanted incidents. The paper
analyzes the definition, types, location, use and examples of log
files. Data are transferred to the MySQL database using the
Squid.db database. Clustering is performed using a database.
The study highlights clustering, analyzes metrics, and
determines the proximity of clusters and objects in clusters in

Euclidean space. Experiments are conducted and the results are
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satisfactory. For example, data are transferred to the MySQL
database using the Squid.db database. Since the Squid proxy
server is a cache proxy server, it stores resources, and the work
is done quickly on the next request. Data are clustered using a
compiled table of databases transferred to MySQL via Squid
proxy. In this case, unnecessary entries are deleted from the
table, which significantly speeds up data processing. The
application of clustering method in problem solving is fast and
simple. For the problem stated, the degree of closeness of
clusters and objects in clusters in Euclidean space is
determined. Experiments are conducted using obtained results.
403. Alguliyev R.M., Aliguliyev R.M., Alakbarov R.K.
Constrained k-means algorithm for resource allocation in
mobile cloudlets // Kybernetika, 2023, vol. 59, no. 1,
pp-88-109.
The article proposes a clustering-based model for the optimal
allocation of cloud resources among cloudlets. The proposed
model takes into account user activity, usage frequency of
cloud resources, the physical distance between users and cloud
resources, as well as the storage capacity of cloudlets for
optimal allocation of cloud resources in cloudlets. The proposed
model was formalized as a constrained k-means method and an
algorithm was developed to solve it. The MATLAB 2022a
toolkit was used to evaluate the efficiency of the proposed
algorithm. The obtained results revealed that the algorithm is
promising.
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404. Shikhaliyev R.H. Conceptual model of intelligent
monitoring system for computer networks // Problems of
Information Technology, 2023, vol. 14, no. 1, pp. 23-28.
The size and complexity of computer networks (CNs) are
constantly increasing, which requires the intellectualization of
network monitoring. Undoubtedly, intellectualization will
increase the effectiveness of monitoring the CNs. To ensure the
intellectualization of the CNs monitoring, it is necessary to use
machine learning (ML) methods. The use of ML methods
enables to create an intelligent monitoring system. This article
proposes a conceptual model of a system for CNs intelligent
monitoring. The model is based on the analysis of log files
using ML methods. The proposed model will make it possible to
monitor the CNs in a targeted manner, which can increase the
efficiency of network monitoring and management in terms of
the use of network resources.

405. Bayramova T.A. Software defect prediction using the
machine learning methods // Problems of Information
Technology, 2023, vol. 14, no. 2, pp. 23-31.

Reliability of software systems is one of the main indicators of
quality. Defects occurring when developing software systems
have a direct effect on reliability. Precise prediction of defects in
software systems helps software engineers to ensure the
reliability of software systems and to properly allocate
resources for the trial process. The development of an ensemble

method by combining several classification methods occupies
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one of the main places in research conducted in the field of
error prediction in software modules. This paper proposes a
method based on the application of ensemble training for defect
detection. Here, a database obtained from PROMISE and
GITHUB software engineering registry is used to detect
defects. Experiments are conducted using Weka software. The
prediction efficiency is evaluated based on F-measure and
ROCarea. As a result of experiments, the defect detection
accuracy of the proposed method is proven to be higher than
that of individual machine learning methods.

406. Abdullayeva F.D. Cyber resilience and cyber security
issues of intelligent cloud computing systems // Results
in Control and Optimization, 2023, vol. 12, pp. 1-16.

It is necessary to provide the cyber security of cloud computing
according to the components that constitute its structure. The
first step in advancing the cyber security of this technology is
to accurately identify its threats. In this paper, a new cyber
security reference model of the cloud system, which consists of
components making up separate layers of cloud computing is
proposed. Available reference models of cloud computing
security do not describe the virtualization and service layers
and the important components for providing the cyber security
of cloud computing in detail, do not consider the social media
0T sensor layer, which collects the text data typed by attackers
to carry out cyber attacks on the cloud infrastructure, and the

cyber resilience issues of the cloud computing at all In
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addition, this paper studies the cyber security issues of cloud
computing service models, and constructs an attack model to
provide security of cloud systems. It gives an interpretation of
standards and legislative acts on the cyber security of cloud
computing. According to security aspects, clarification of the
cyber security and cyber resilience concepts of cloud systems is
provided. The cyber resilience architecture of intelligent cloud
systems is developed. The advantage of developed cyber
resilience model over available one is that, it determines the
information security and cyber security aspects of cloud
computing and combines them to form the cyber resilience
aspects of cloud systems.

407. Alguliyev R.M., Imamverdiyev Y.N., Sukhostat L.V.
Automatic facies detection based on oilfield core images
/| Petroleum Science and Technology, 2023, vol. 41,
issue 17, pp. 1641-1664.

This paper proposes a machine learning method for
automatically detecting and identifying facies from digital
images of the oil well core. The method is based on artificial
neural networks, specifically, pre-trained deep convolutional
neural networks, improved using histogram of oriented
gradients and local binary pattern methods. AlexNet,
Inception, MobileNet, Xception, and DenseNet extract features
from images. An algorithm based on the behavior of fireflies
selects the most informative features. The k-nearest neighbors,

support vector machines, and random forest methods are
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considered as classifiers. The proposed approach uses a model
that has been trained and tested on a core rock samples dataset
of > 23,000 images related to four facies as coal, sandstone,
siltstone, and shale. The experimental results show that the
proposed HOG + LBP + DenseNet model combined with a
random forest is better than support vector machines and k-
nearest neighbors methods regarding facies recognition from
core photographs and the precision (95.5%), recall (96.46%),
and F-measure (95.98%) metrics. © 2022 Taylor & Francis
Group, LLC.

408. Alakbarov R.K. Model of optimal placement of
cloudlets in a wireless metropolitan area network //
Vndpopmanmonnsie Texnoaornn, 2023, no. 4, vol. 29,
pp- 182-188.

Cloud computing has recently emerged as a new paradigm for
processing and storing large amounts of data. The rapid
increase in the number of mobile phones and loT devices
benefiting from cloud computing services reduces the Internet
bandwidth, resulting in delays in delivering data processed on
remote cloud servers to the user. Mobile devices use edge
computing systems (cloudlet, fog computing, etc.) to overcome
resource shortages, power consumption and delays in
communication channels. Edge computing systems place
processing devices (cloudlets) close to users. The closer the
cloudlets to mobile devices, the lower the processing time and

energy consumption of the mobile device, and the higher the
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bandwidth of communication channels. Thus, cloudlet-based
mobile computing clouds are widely used to reduce the latency
in the Internet communication channels and energy
consumption on mobile devices. This article identifies the most
popular places for cloud servers in metropolitan mobile
networks and discusses the optimal placement of a limited
number of cloudlets in those places.

409. Alguliyev R.M., Alakbarov R.K. Integer programming
models for task scheduling and resource allocation in
mobile cloud computing // I.J. Computer Network and
Information Security, 2023, vol. 15, no. 5, pp. 13-26.

In traditional mobile cloud computing, user tasks are uploaded
and processed on a cloud server over the Internet. Due to the
recent rapid increase in the number of mobile users connected
to the network, due to overload of the Internet communication
channels, there are significant delays in the delivery of data
processed on cloud servers to the user. Furthermore, it
complicates the optimal scheduling of the tasks of many users
on cloud servers and the delivery of results. Scheduling is an
approach used to reduce the tasks execution time by ensuring a
balanced distribution of user tasks on cloud servers. The goal of
scheduling is to ensure selection of appropriate resources to
handle tasks quickly, taking into account user requirements.
Whereas the goal of cloud service providers is to provide users
with the required resources through performing effective

scheduling so that both the user and the service provider can
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benefit. The article proposes a scheduling model to reduce
processing time, network latency, and power consumption of
mobile devices through optimal task placement in the cloudlet
network in a mobile cloud computing environment.

410. Mahmudova Sh.]. Development of an Algorithm Using
the Vikor Method to Increase Software Reliability //
Springer Series in Reliability Engineering, in: Vijay
Kumar & Hoang Pham (ed.), Predictive Analytics in
System Reliability, 2023, pp. 229-246.

Software efficiency indicators play a key role in its
optimization. Various ways are available to ensure software
optimization. One of the key indicators of software is its
reliability. Software reliability refers to the program features to
perform certain functions and they are kept within certain
limits under specified conditions. Software reliability is
determined by its non-denial and recoverability. Software
reliability is considered an important quality factor. The article
uses the VIKOR  (Vlsekriterijumska  optimizacija i
KOmpromisno Resenje) method for the development of an
algorithm to increase software reliability. The VIKOR method
is used for different areas. Some sources provide information on
the application of the VIKOR method. It refers to a multi-
criteria decision method or multi-criteria decision analysis
method. The alternatives here are ranked and the one closest to
the ideal so-called compromise is determined. As a result of the

author”s research, six important criteria for software reliability
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are identified and alternatives are used. The fuzzy VIKOR
method is used for multi-criteria evaluation of software. The
work done is considered to be novel, and the advantage is that
the selected criteria have not yet been used for this type of task,
this positively changes its efficiency. The experiments perform
positive results.

411. Aliyev A.G. Conceptual approach to problems of
security and cyber resilience issues of information
infrastructure of regional and national economies //
Vnpopmanmonnoe oomecTtso, 2023, no. 1, pp. 88-100.
The article is devoted to the conceptual study of the security
and cyber resilience of the information infrastructure of
regional-national economic systems, which is currently
considered relevant. The directions of ensuring information
security are interpreted and the problems of its sustainable
development and resilience are studied. Internal threats for
ensuring national and economic security are identified. The
methods of ensuring information security are studied. Various
purposeful elements and actors of the digital environment are
identified. Relevant recommendations are made for reliable
provision and improvement of information infrastructure
security and cyber resilience of regional-national economies on
the 4.0 Industrial platform and in the conditions of the digital
economy.

412. Mahmudova R.Sh. Cyber-physical Systems: Security

Problems and Issues of Personnel Information Security
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Culture // Education and Management Engineering,
2023, vol. 13, no. 2, pp. 18-26.

Cyber-physical systems CFS have already become an integral
part of our lives. Starting from the energy sector, production
and transport, to healthcare, trade, and financial spheres, these
systems have been widely applied everywhere. The realization
of threats to the information security of such systems can cause
very serious disasters, human casualties, financial loss, as well
as damage the image of the companies that use these systems.
From this point of view, it is very important to investigate the
issues of ensuring information security of KFS. Security
problems of cyber-physical systems are analyzed. At the same
time, the role and importance of the human factor in ensuring
the information security of cyber-physical systems are
explained. The difficulties faced by enterprises in informing
employees about information security and forming a culture of
information security in them are analyzed. Appropriate
training methods are explained and recommendations are given
to develop employees necessary knowledge and skills related to
information security.

413. Alakbarov R.K., Hashimov M.A. Application problems
of cloud-based SCADA systems in the oil and gas
industry // SOCAR Proceedings, 2023, no. 4, pp. 149-155.
SCADA (Supervisory Control and Data Acquisition) systems
play an important role in the oil and gas industry providing

real-time monitoring, control and data acquisition of critical
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infrastructure. Unlike traditional SCADA systems based on
local hardware and software, cloud-based SCADA systems take
advantage of cloud computing technologies for real-time data
collection and management. Cloud-based SCADA systems
offer many advantages due to their scalability, flexibility and
cost-effectiveness. To take advantage of these advantages, it is
required to solve a number of problems related to the
application of cloud-based SCADA systems in the oil and gas
industry. One of the most important application challenges is
the cybersecurity issues arising in cloud-based SCADA
systems, which are a significant concern due to the critical
nature of the infrastructure they control. Thus, the systems
face various vulnerabilities and threats that can destroy the
data integrity and the systems availability. This article outlines
the current cyber-attacks that can compromise the security of
cloud-based SCADA systems. Threats and vulnerabilities in
using cloud-based SCADA systems are analyzed, and
suggestions are made that partially help to solve them. Some
security mechanisms are recommended to ensure the security
of cloud-based SCADA systems. These mechanisms will help
increase the reliability and security of cloud-based SCADA
system operations in the oil and gas industry.

414. Rzayeva N.A. Siini intellektls baglh tahdidlerin tahlili /
Umummilli Lider Heydar Bliyevin anadan olmasinin

100 illiyine hasr olunmus “Siini intellekt va onun
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totbiq sahalari” Respublika elmi konfransi, Sumqayit,
07-08 dekbar 2023, s. 74-76.
Siini intellekt miirakkab, coxsaxali va sanayelorarasi sahadir.
Siini intellekt, siibhasiz ki, insan foaliyyatinin biitiin sahalarina
niifuz etmis va dovriimiiziin asas texnoloji nailiyyatlorindon
birina cevrilmisdir. Siini intellekt masin Oyranmasi, neyron
sabakalari, tabii dillarin islonmasi va robototexnika kimi asas
prinsiplora asaslanir. Siini intellekt sahasinda asas problem
kibertahliikasizlik va meca isladiyini tohlil etmaokdir. Bu
maqalada biz siini intellektdon tokca diisiinma, planlasdirma,
oyranma va malumatlarin emali texnologiyas: kimi deyil, hom
da obyektlori manipulyasiya etmak bacarigindan danisacagig.
415. Sixsliyev R.H., Abdullayeva F.C. Kibertoshliikasizlik
problemlarinin hallinde NLP effektiv vasite kimi /
Umummilli lider Heydar Sliyevin 100 illik yubileyina
va Beynalxalq Ana dili giiniinea hasr olunmus
“Azarbaycan dilinin IKT problemlari, IKT-nin
Azarbaycan dili problemlari” respublika elmi-praktiki
konfransi, Baki, 21-22 fevral 2023, s. 50-54.
Mogalado  NLP-nin  kibertahliikasizlikda  totbiq — sahalori
arasdirihib, asas tadqigat istigamatlori miiayyon edilib. Sosial
media manbalarinda hiicumgular tarafindon yazilmig matn tipli
kibertohdid xarakterli informasiyasinin klassifikasiyas: iiciin
NLP-ya asaslanan yanasma toklif edilib. Toklif olunan metod
avvalca kontentda kibertohdidlorlo bagli sentimental izlori

analiz edir, sonra isa prognozlasdirir. Yanasma tagkilatlarin
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tohdidlarin  prioritetlosdirilmasi,  tohdidlorin  avtomatik
modellasdirilmasi kimi proaktiv qararlar qabul etmasina imkan
yarada bilar.

416. Bayramova T.A. Proqram sistemlarinin tshliikasizlk

problemlori haqqinda / Ddvlst Tahliikesizliyi
Xidmotinin Heydosr Oliyev adina Akademiyasi Ulu
Ondor irsinin dastyicisidir. Respublika elmi-praktiki
konfransi, Baki, 01-02 dekabr 2023, s. 743-748.
Mogqalads  kibercinayatkarlarin hadaflori va kiberhiicumlarin
novlari tahlil edilmis va son illorda an cox ziyan vuran
kibercinayatkar qruplar haqda moalumat verilmisdir. Program
tominatinin bosluglar: klassifikasiya etmoak va qiymatlondirmak
iiciin  miixtalif tagkilatlar torafindon yaradilmis sistemlar
gostarilmisdir. Proqram  tominatinda olan xatalarin  va
bosluglarin aradan qaldirilmas diciin program kodunu analiz
metodlar: hagda malumat verilmidir.

417. Ocaqverdiyeva S.S. Usaglarin informasiya
tohliikasizliyinin tamin edilmesinds Tahliikesiz Internet
Markoazlorinin rolu / Dovlat Tahliikasizliyi Xidmatinin
Heydoar Oliyev adina Akademiyas1 Ulu Ondor irsinin
dasiyicisidir. Respublika elmi-praktiki konfransi, Baki,
01-02 dekabr 2023, s. 767-772.

Kibermaokanda usaglarin informasiya tahliikasizliyinin tamin
olunmast masalasi miiasir dovriin aktual masalalorindondir.
Internet bu giin usaq va yeniyetmalarin hayatimn ayrilmaz

hissasina cevrilmisdir, onlar mobil texnologiyalarin va digar
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ragamsal qurularin aktiv istifadacisidir. Onlar ¢ox wvaxt
kiberzorakiliga, kibertaqiba va digar tahliikalora maruz qalir va
ya fordi malumatlarin paylasmagqla ozlorini
kibercinayatkarlarin qurbanina cevirirlar. Internetdon galon
tohdidlardon, zararli malumatlardan usaqlarin miihafizasi iiciin
ham milli, ham da beynalxalq saviyyada miixtalif siyasatlor va
strategiyalar islonir.Moqalada usaglarin  virtual mokanda
qarsilasdigr  risklor sorh  edilmis, onlarin  tahliikalordon
qorunmasmda raqomsal savadhiligin rolu tohlil edilmis va
tohliikasiz internetla alagali miiyyan tacriibalor arasdirilmisdir.
Kibermakanda usaqlart movcud tohliikalordon qorumagq ticiin
Tohliikasiz Internet Markazlarinin ahamiyyati geyd edilmisdir.
418. dliyev O.Q. Iqgtisadi proseslords hesabathligin ve
soffafligin  tomininde kiberdayaniqliliq masalalori /
“Dayaniql1 inkisaf. Hesabatliliq. Saffafliq” beynalxalq
elmi-praktik konfrans, Baki, 15-16 sentyabr 2023,
s. 216-223.
Mogala igtisadi proseslords  hesabatliligin  va  saffafligin
tomininda kiberdayamqlilig masalalorina hasr olunmusdur.
Igtisadi idaraetmada hesabatliligin va saffafligin saviyyasini
yiiksaltmak iiciin milli iqtisadiyyatin kiberdayanighiliginin
artirllmast  ila  bagli  problemlar  tadqiq  olunmusdur.
Igtisadiyyatin inkisafinda saffaghq va hesabatliligin funksional
vazifolori va tasirlori sarh  olunmugsdur. Iqtisadi inkisaf
kontekstinda saffafliq va hesabatlili§in bazi asas funksiyalar: va

prinsiplari sxematik olaraq verilmisdir. Igtisadi va informasiya
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sistemlorinin dayamghihi§imin tomin edilmasi mexanizmlori
islonilmisdir. ~ Hesabathiligin ~ vo  saffafligin  tominindoa
kiberdayanigllig masalalori arasdirilmisdir. Kiber davamliliq va
dayamghligin  hom milli, hom da regional iqtisadiyyatda
ohamiyyati qeyd olunmusdur. Hesabathiliga va saffafliga tasir
edon malumatin tahliikasizliyi va maxfiliyi, kiber firildaqgilig va
maliyya  cinayatlori, tachizat  zoncirinin  tohliikasizliyi,
hadisalara reaksiya va biznesin dayamglilhigi, reqlamentlara
uygunluq va hesabathliq, maraql toraflorla kommunikasiya va
tohsil ~ sisteminin  qurulmasi,  kiber  si§orta  kimi
kiberdayaniqhliq problemlari analiz olunmusdur. Sonaye 4.0
platformasinda iqtisadi proseslorda hesabatlili§in va saffafligin
tomininda  kiberdayamqgliliq masalalorinin  islonilmasi  iizra
mijvafiq tovsiyalar verilmisdir.

419. Valixanli O.V. Pilotsuz wugus aparatinin yeriistii
idareetmoe stansiyasinda olan zererli programlarin
agskarlanmasi ticiin dorin tolim dsulunun islonmosi /
Umumilli Lider Heydar Oliyevin 100 illik yubileyina
hasr olunmus “Azarbaycan tahliikasizlik orqanlarinin
faxri rohbari” Respublika elmi-praktiki konfransi, Baki,
5 may 2023, s. 481-484.

Mogalada  pilotsuz  ucus aparatlarmin  (PUA)  yeriistii
idaraetma stansiyalarinda (YIS) olan zararli programlarin
askarlanmast ticiin hibrid model taklif olunmusdur. Toklif
olunmus hibrid model asas iki hissadan ibaratdir. Birinci hissa

sakillardon alamatlarin cixarilmast funksiyasim daswyur. Ikinci
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hissa isa ¢ixarilmis bu xiisusiyyatlorin  asasinda  zararli
programlarin  tasnif olunmasim tomin edir. Aparilmig
tadqigatlarin naticasi olaraq taklif olunmus hibrid model 10
miixtalif zororli progqram ndviinii yiiksok daqiqliklo agskar
etmaya nail olmugsdur.

420. Agayev F.T., Olesgorova E.R., Bahadurzads N.I. Bulud
texnologiyast  asasinda elektron tohsil sisteminin
tohliikasizlik problemlori / Dovlat Tahliikesizliyi
Xidmoatinin Heydoar Oliyev adina Akademiyasi Ulu
Ondor irsinin dastyicisidir. Respublika elmi-praktiki
konfransi, Baki, 01-02 dekabr 2023, s. 664-670.

Onlayn tohsil sistemlarinin istifadasi hom tadrisi, hom da
oyronmoni tokmillagdirdi. Tadqigatcilar, talabalor arasinda
elektron tahsilin qabulu va ona tasir edon bir sira amillari
arasdirsalar da, qobul edilon tohliikasizliyin  rolu hala
arasdirilmayib. e- Learning-da kibertohliikasizlik masalasi daha
az arasdirildigindan, bu moaqalo bulud asasli e-Learning
sistemlori ilo bagli kibertahliikasizlik masalalorinin  idara
edilmasina yonalacok yanasmalar: gostarmak magsadi dasiyir.
Toklif olunan metodologiya malumatlarin mévcudlugunu va
tacaviizkarlardan qorumaq ticiin hall yollarini tamin edir. Bu
tadgiqat bulud asasli e-Tohsillo bagl tohliikasizlik tadbirlari
soklinda hall toklif etmak iiciin bulud xidmatinin ¢atdirilmas
modelinda miixtalif tohliikasizlik problemlarini miiayyon edir.
Miixtalif tadgiqatcilar tarafindon taklif olunan elektron tahsilin

xidmat gOstarilmasi modellorinda miixtalif hiicum novlari
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miizakira  olunur. Elektron oOyronma modellarinin  bu
arasdirmas:  istifadacilori  internet  vasitasilo  buluddak:
malumatlarina tahliikasiz sakilda daxil olmaga tasviq edir.

421. ©hmadov E.Y. Elektron ticaratde firildaqgiligin

askarlanmasi {iciin Isolation Forest, Local Outlier Factor
va One Class SVM talimsiz Oyronmsa alqoritmlarinin
miiqayiseli analizi / Dovlat Tahliikesizliyi Xidmatinin
Heydoar Oliyev adina Akademiyasi Ulu Ondor irsinin
dasiyicisidir. Respublika elmi-praktiki konfransi, Baki,
01-02 dekabr 2023, s. 698-700.
Mogalada magin taliminin nazarat olunmayan alqoritmlarinin
Phyton miihitinda tatbigi ilo e-ticaratda firildagciliin
askarlanmast masalasina baxilir. Isolation forest, local Outlier
factor va One Class SVM alqoritmlarinin iistiinliiklori tadqiq
edilmis va eksperimentlor hayata kegirilmisdir. Eksperimentin
naticalarinin miiqayisali analizi ii¢iin miixtalif gostaricilar iizra
qiymatlondirilmasi aparilmisdir.

422. Habues B.P., damaamuposa K.I. VHTeasexTyaabHBII
aHaAM3 Kubepyrpos: mpodaemsl n nepcuekTussl / XVII
MexayHapoagHass  Hay4dHO-TexHIJecKasi KOHQe-
peanusa  "ONTMKO-9AeKTpPOHHBIE  IPUMOOPBI U
YCTPOVICTBa B CUCTeMaX pacIiO3HaBaHUsI OOpa3oB I
o0paboTkn usoopaxenmii’ (PacrmosHaBanme-2023),
Kypck, 12-15 cenTsiOpsa 2023, c. 166-168.

B oOaacmu  oOpabomxu  usobpaxenuti  6éce  0Ooree

pacnpocmpaHeHHbM CMaHoBUNCA UCNOAb306aHUE
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0ecnposodHbIX BLIUUCAUNEADHBIX KAacmepos. Vlcnoavsosarie
0ecnposodHoz0  GLIHUCAUNEADHOZ0 KAacmepa 6 00pabomke
u300paxenuil 0aem HeCKOADKO HPeuMyu,ecms, makux kKax
nosvileHHAS CKOPOCD U NOGbIULEeHHAS MOYHOCTD.

423. Cangosa M.T., I'acanosa P.III., Ackepos O®.III. Anaans

MeTOA0B uAeHTUPUKAIUM (PerKOBLIX KypHaaos / XVII
MexayHapoaHas Hay4YHO-TeXHIr4decKast
KOH(pepeHa "ONTHKO-21eKTPOHHbIE IIPUOOPHI U
YCTPOJICTBa B CHCTe€MaxX paclio3HaBaHUs OOpa3oB I
o0paboTkm m3oopaxenmi' (PacmosnaBanme — 2023),
Kypck, 12-15 cenTsa0opst 2023, c. 204-206.
[lepeuucaernvi  KAtouesvle  MOMeHmMbl,  HA  KOMOpble
uccaedosamerv 00AXKeH o00pamumov eHuMaHue npu 6bldope
KYpHara OAs nyOAUKAUUU C€60e20 HAYUHO20 pe3yAbmama.
[Ipedcmasaeriot  0000uenHbvle Kpumepuu O0ASL  6bIAGACHUS
PetikosvIX KYPHAAOE 6 AKAJEMUUECKOM coo0uecmae.

424. Jamaamuposa K.I. AHaaum3 NpUHATBIX MeXAy-
HapOJAHBIX I HalMIOHAAbHBIX CTaHAAPTOB B 00AacTu
MOHMTOpMHIa MHPopManyonHoi OeszoracHocT / XXII
MexaynapoagHasn Hay4YHO-TeXHIdecKast
KoH(pepentmsa «Passurie mHQOpMaTM3aLIMM U
TOCYyAapCTBEHHOM CHUCTE€MBbI HAayYHO-TeXHUYIECKOM
nHpopmanym» PMMHTI-2023, Muuck, 16 HOssOpst 2023,
c. 112-11e.

Vccaedosart mexdynapodtvlii onvim 6 00AACMU MOHUMOPUHZA

UHPOPMAYUOHHOU besonacrocmu, NPOaHAAUSUPOEAH
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MeXOYHaApooHble U HAYUOHAALHLIE CMAHOAPMDl, NPUHANbLE
60 6cem Mmupe u Asepoatidxatie.

425. Abayasaesa C.P. CpaBHUTeABHBIN aHAAU3 ITOAXOAOB K

MOHUTOPUHIY U oLeHKe wuHTepHeT-Meaua /[ XXII
MexaynapoaHasn Hay4YHO-TeXHIdecKast
KOHpepeHimsa «Passurme wmHQOpMaTM3anVIM U
TOCyAapCTBEHHOM CHUCTEMBI HAyYHO-TeXHIMYIeCKO
nHpopmanmm» PUHTN-2023, MuHck, 16 HOsOpst 2023,
c. 98-102.
[Ipoararusuposariol 603MOKHOCTIU cpedcms u
ACMOMAMUSUPOSAHHBLX cucmem MOHUMOpUH2A,
UCNOAD3YEMDIX  OASL  OUeHKU  OHAAUH-MeOuUapecypcos.
Mccaedosanvl koHcmpyxkmueHvle 1nodxodbl K MOHUMOPUHZY
pecypcos utrimeprem-medua. Paccmomperivt cyujecmesytoujue
Memodvl U cpedcmeéa  MOHuUmMopuHza Mmedud, a4 mMaxxe
KOHUenmyarbHble MO0eAu CUCTEMHO020 aAHAAUSA
UHPOPMAYUY HA UHIMEpHEeM-Pecypcax.

426. Aaryanes P.M., Cyxocratr A.B. Aawryames P.M.
Onenka KpUTUYHOCTM KuOepPpuamueckKux CuUCTeM Ha
ocHose rpada arak / XVII MexayHapoaHasi Hay4qHO-
TexHM4YecKas KoHpepennus "ONTNUKO-31eKTpOHHbIE
OpuOOPHI M YCTPOJICTBA B CHCTeMaX pacIiO3HaBaHMUsI
o0Opas3oB 171 00pabOTKM n300pakeHNn"
(PacmosnaBanme-2023), Kypck, 12-15 ceHtsiopst 2023,
c. 52-54.
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B pabome npedrazaemcs memod onpedereHus. Kpumudeckux
ycmpoiicms  kKubepdusudeckux cucmem ¢ npumeHeHuem
batiecosckozo zpada amax.

427. Baghirov E.O. Analyzing the performance of

behavioral-based malware detection approaches under
real-world conditions / XVII MexayHapoaHas
Hay4dHO-TexHn4ueckass KoH@PepeHnomss  "Onrmko-
91eKTPOHHBIE IPUOOPHI M YCTPOVICTBA B CUICTEMax
pacIio3HaBaHIsA o0Opa3oB 17 00pabOTKM
nzoopaxenmint" (Pacnmosnasanme-2023), Kypck, 12-15
ceHTsI0ps 2023, pp. 15-17.
As cyber-attackers have improved the complexity of malware
and anti-detection methods, the effectiveness of traditional
malware detection techniques has decreased. Behavioral-based
malware detection is a promising approach for detecting new
and unknown malware threats that lack a signature. This
research aims to analyze the performance of behavioral-based
malware detection approaches under realworld conditions. The
results of the study provide insights into the strengths and
limitations of behavioral-based malware detection approaches
and identify areas for improvement.

428. Shikhaliyevn R.H. Computer networks security
monitoring model based on Deep Learning / XVII
MexXxayHapoaHast HAQyYHO-TeXHI9IecKasi KOH(epeHyst
"OnTNKO-924eKTPOHHBIE NPMOOPBI M YCTPOJICTBA B

CCTeMax pacrno3HaBaHMUst 0O0pa3oB M 00pabOTKM
260



~ 1"

M300pakeHnmn (PacrtosHaBaHmMe-2023), Kypck,
12-15 cenTsa0ps 2023, pp. 34-36.

This article presents a computer network security monitoring
model based on a deep learning model. Convolutional Neural
Networks and Long Short-Term Memory models are used,
which allow classifying network security data and detecting
CN anomalies.

429. Valikhanli O.V. Detection of dos attacks in unmanned
aerial vehicle networks / XVII MexayHnapoaHas
Hay4dHO-TexHn4eckass  KoHpepenuus  "Onrmko-
91eKTPOHHBIE IPMOOPBLI U YCTPOVICTBA B CHCTeMax
pacrnosHaBaHWS o0Opas3oB 17 00padOTKM
n300pakeHmin" (PacmosnaBanme-2023), Kypck,
12-15 cenTsa0ps 2023, pp. 39-41.

In this paper, a hybrid model is proposed to detect cyberattacks
in unmanned aerial vehicle networks. The proposed model
achieved 99.07% of accuracy.

430. Mahmudova Sh.J. The role of biometric networks in
recognition of person / XVII MexayHapoaHass HayIHO-
TexHm4eckas KoHPepennusa "ONTUKO-31eKTPOHHBIe
IpUOOPHI M YCTPOVICTBA B CMCTEMaX pacrO3HaBaHI
o0Opa3oB 17 00padOTKM n3o00pakeHmin"
(PacrtosnaBanme-2023), Kypck, 12-15 ceHTsiopst 2023,
pp.22-23.

In this article, propose about biometric network, the essence of

the problem and identification. The advantages of biometric
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technology are shown to address the issues facing the
authorities of law enforcement system.

431. Alizada D.. Possibilities of using hybrid cloud in

intelligent electronic libraries / XVII MexayHapoaHast
Hay4JHO-TexHudeckast KOHpepeHmmsa  "Onrmko-
91€KTPOHHBIE IPHOOPBHI U YCTPOVICTBA B CHCTeMax
pacrosHaBaHWSI o0Opas3oB u 00paboOTKM
M300pakeHmin" (PacrrosnaBanme-2023), Kypck,
12-15 cenTsa0ps 2023, pp. 13-15.
One of the important advantages of cloud computing is the
ability to store and share knowledge through -electronic
libraries. The proposed library model provides for the use of
hybrid clouds.

432. Mammadova M.H.,, Ahmadova A.A. General
architecture of digital twins in medical field / XVII
MexayHapogHasi Hay4HO-TexHU4YecKass KOHQepeH-
nus "OnTHKo-31eKTpOHHBbIE IPMOOPHI M YCTPOVICTBA
B CMCTeMax pacrno3HaBaHMsI OOpa3soB M OOpaOOTKM
M300pakeHmin" (PacmosnaBanme-2023), Kypck,
12-15 cenTsi0Ops 2023, pp. 24-25.

The article examines the technology of digital twins and their
possibilities. It shows the application and effects of DT in the
field of health care. The article proposes a generalized
architecture of health digital twins formed by physical and

virtual objects with uninterrupted data sharing between them.
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433. Alguliyev R.M., Abdullayeva F.D., Ojagverdiyeva S.S.
Child Access Control Based on Age and Personality
Traits / The 6th International Conference on Computer
Science, Engineering and Education Applications,
ICCSEEA2023, Warsaw, 19 August 2023, pp. 289-298.
Exposure to harmful information on the Internet and constant
use of digital devices (computer, phone, tablet, etc.) harm
children’s psychology and health. The use of methods that
control access to the Internet and filter web content considered
harmful to children is an effective means of solving this
problem. The article proposes a method to control access to the
Internet, taking into account several personality traits of the
user-child (age, eye diseases, heart diseases, neurological and
psychological conditions, etc.) using Mamdani-based fuzzy
logic inference system. The values of the input parameters of
this system are described by five linguistic parameters, which
are “very low”, “low”, “medium”, “high” and “very high”
and with a triangular membership function. This approach is
focused on the individual user and the main advantage is that
parameters are used in vector form. This research is significant
for the use of parents, gquardians and those responsible for
children.

434. Alakbarov R.K., Hashimov M.A. Development of
security mechanisms in cloud-based SCADA systems /

5th International Conference on Problems of

263



Cybernetics and Informatics, Baku, 28-30 August 2023,
pp- 1-4.

Moving SCADA (Supervisory Control and Data Acquisition)
applications used to monitor critical infrastructure to the cloud
can reduce costs, rise scalability and make it more beneficial for
organizations (users) in terms of technical support. While cost
reduction and efficiency gains are key to business, security is
one of the most important issues. The article analyzes the
threats and vulnerabilities that can interfere with the security
of cloud SCADA systems. Several cybersecurity mechanisms
have been developed to secure cloud SCADA systems.

435. Baghirov E.O. Evaluating the performance of different
machine learning algorithms for Android malware
detection / 5th International Conference on Problems of
Cybernetics and Informatics, Baku, 28-30 August 2023,
pp- 1-4.

With the increasing prevalence of Android malware, it has
become essential to develop effective malware detection
techniques. This study aims to evaluate the performance of
various machine learning algorithms for Android malware
detection. Several machine learning algorithms were evaluated
using a dataset of Android applications, including both benign
and malicious apps. The performance of each algorithm was
measured in terms of accuracy, precision, recall, and F1-score.
The results showed that the LightGBM algorithm had the

highest accuracy, precision, and F1-score. These findings can
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help to inform the development of effective Android malware
detection systems.

436. Hashimov M.A. Cyber security issues of critical

infrastructures in a smart city environment / The 19th
International Conference on Technical and Physical
Problems of Engineering, Istanbul, 31 October 2023,
pp-85-88.
The idea of smart city has emerged as a means to solve urban
problems and expand the quality of life of citizens. Smart city
services use advanced technologies to efficiently manage
resources, improve public services and support sustainable
development. However, the integration of information and
communication technologies (ICT) into critical infrastructures,
such as transportation, energy, and water systems, poses
significant cybersecurity challenges. In this regard, this article
analyzes the cyber security problems occurred during the use of
critical infrastructures in this sphere. Some suggestions are
made to slightly solve the mentioned problems.

437. Alakbarov R.K., Alakbarov O.R. Mobil Cloud
Computing: Problems and Solution Way / The 19th
International Conference on Technical and Physical
Problems of Engineering, Istanbul, 31 October 2023,
pp-89-92.

The article analyzes the problems arising in the use of cloud-
based mobile cloud computing and their solutions. Besides, this

article studies the problems related to different parts of mobile
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cloud computing. It identifies the criteria hindering the
effective use of cloudlet-based mobile cloud computing (MCC)
services in wireless urban networks. A strategy for solving
these problems is developed. To implement the proposed
strategy, it is recommended to use cloudlets with a hierarchical
structure in mobile cloud computing systems.

438. Alakbarova LY. Assessment of Society Based on the

Analysis of the Behavior of Citizens on the Platform of
Electronic Demography / 5th International Conference
on Problems of Cybernetics and Informatics, Baku,
28-30 August 2023, pp. 1-3.
Due to the fact that documents collected in various registries
(medical certificates, court documents, fines, tax payments,
etc.) as well as demographic indicators create big data, it is
impossible today to determine human behavior by conventional
statistical or empirical methods. The proposed approach to
assessing the behavior of citizens on the e-demography platform
consists of five steps: a collection of documents, data pre-
processing, description of the data, clustering of documents,
and assessment of the behavior of citizens by conducting
sentiment analysis. Such an approach can be critical in
studying society, identifying social and economic problems,
and ensuring transparency of relations between citizens and
authorities in the e-government environment.

439. Alguliyev R.M., Nabiyev B.R., Dashdamirova K.G. CTI

challenges and perspectives as a comprehensive
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approach to cyber resilience / The 5th International
Conference on Problems of Cybernetics and
Informatics, Baku, 28-30 August 2023, pp. 1-5.

The significant growth in the number, variety, and
sophistication of cyber threats in recent years makes traditional
approaches ineffective against new generation cyber threats.
More effective mechanisms against cyber threats and attacks
require intelligent analysis of the threats themselves. Cyber
Threat Intelligence (CTI) is a new approach based on artificial
intelligence technologies aimed at collecting, analyzing and
resolving current and potential attacks that threaten the
security of an organization or its assets. This thesis explores
CTI technologies and considers problems and advantages in
this area.

440. Aliguliyev R.M. Performance Evaluation of Algorithms
for Anomaly Detection Using Apache Spark / The 5th
International Conference on Problems of Cybernetics
and Informatics, Baku, 28-30 August 2023, pp. 1-3.
Detecting outliers gain increasing attention as they have
various application fields like fraud detection, medical analysis,
intrusion detection and so on. There have been established
different techniques and methods such as distance-based,
density-based, statistical-based, ensemble-based, learning-based
methods and this process is still ongoing to find out the more
effective algorithms as some of them give the desired result on a

certain data set but not effective for the different data set and
267



vise versa. This paper compares the experimental result of the
most popular methods on the publicly available datasets using
Apache Spark and helps the researchers to shape the future of
investigation in regarding to the calculation of outliers.

441. Mahmudova Sh.]. Development of a method for
increasing the reliability of distributed software systems
on cloud systems platform / VIII International Scientific
Conference “Development of science in the XXI
century”, Dortmund, 14-15 September 2023, pp. 96-102.
Cloud computing allows users to store and manage data
efficiently. This research aims to develop a method for creating
of distributed software systems on the platform of cloud
systems and improving their reliability. The use of cloud
computing in the construction of the software system can
reduce expenses, minimize the cost of data storage, etc. The
modern development of the world economy is accompanied by
the wide application of information systems, among which
cloud technologies have a special place. For this, cloud
computing, their features and services are investigated, related
works and the most common cloud computing models and
cloud databases are studied. Digital twin technologies, their
types, etc. are studied to increase the software system
performance in cloud computing, forecasting, onitoring, and to
reduce production time. Reliability criteria for software

systems in cloud computing are selected. The calculations
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based on the obtained scientific results perform promising
results.

442. Mammadova M.H., Jabrayilova Z.G. Decision Making
in an Intelligent Health Management System of the Ship
Crew in Maritime Transport / 2nd International
Conference on Problems of Logistics, Management and
Operation in the East-West Transport Corridor (PLMO
2023), Baku, 24-26 May 2023, pp. 24-26.

This paper proposes a methodological approach for the decision
making in a distributed intelligent health management system
for ship crew in maritime transport. The decision-making
methodology is based on the concept of a person-centered
approach to managing the health and safety of ship personnel,
which implies the inclusion of employees as the main
component in the control loop. Develops a functional model of
the health management system for workers employed on ship
and implements it through three phased operations that is
monitoring and assessing the health indicators of each
employee and making decisions. These interacting operations
combine the levels of a distributed intelligent health
management system. It presents appropriate approaches to the
implementation of decision support processes and describes one
of the possible methods for evaluating the generated data and
making decisions using fuzzy pattern recognition. The models
of a fuzzy ideal image and fuzzy real images of the health status

of an employee are developed and an algorithm is described for
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assessing the deviation of generated medical parameters from
the norm. The paper also compiles the rules to form the
knowledge bases of a distributed intelligent system for remote
continuous monitoring. It is assumed that embedding this base
into the intelligent system architecture will objectively assess
the trends in the health status of the members of ship crew and
make informed decisions to eliminate certain problems.

443. Baghirov E.O. Leveraging Machine Learning for

Accurate Malware Traffic Detection / International
Conference on Intelligent Systems and New
Applications (ICISNA’23), Liverpul, 28-30 April 2023,
pp. 25-26.
This paper proposes a novel approach to accurately detect
malware traffic using machine learning techniques. The
increasing prevalence of malware and its sophisticated nature
has made it difficult to identify and prevent attacks. In this
work, we applied various machine learning algorithms to detect
malware traffic by analyzing network traffic patterns. Our
proposed method outperforms existing solutions and achieves
high accuracy in detecting both known and unknown malware
samples. The results demonstrate the effectiveness of machine
learning in improving the accuracy of malware detection, and
highlight the potential of this approach in enhancing
cybersecurity measures.

444. Baghirov E.O. Machme Learning-based Android

Malware Detection: A Robust and Accurate Approach /
270



Dedicated to the 100th Anniversary of National Leader
of Azerbaijan, Haydar Aliyev VII International
Scientific Conference of Young Researchers, Baki,
28-29 April 2023, pp. 1128-1131.

The proliferation of smartphones and the widespread adoption
of the Android operating system have made mobile devices the
new frontier for cybercrime. Malware authors are increasingly
targeting Amndroid devices due to their popularity and
vulnerability. Machine learning algorithms have shown
promise in detecting malware on Android devices. This
research paper investigates the use of machine learning for
Android malware detection. The proposed approach leverages
machine learning algorithms to learn and classify Android
malware. Experimental results demonstrate the efficacy of the
proposed approach in detecting Android malware with high
accuracy.

445. Mustafa A.M. Analysis of Sources of Personal Data
Formation in Cyber-Physical Social Systems / IEEE 17th
International = Conference on  Application of
Information and Communication Technologies (AICT),
Baku, 18-20 October 2023, pp. 150-153.

The recent rapid development of the interaction of individuals
with cyber-physical social systems has necessitated the
exploration of the security and privacy principles during the
collection, storage, processing, and use of personal data in

cyber-physical social systems (CPSS). Based on the above, this
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study analyzes and classifies the sources of personal data
formation in CPSS. This study plays an important role in
future research to ensure personal data security in CPSS.

446. Ojagverdiyeva S.S. Development Children 4.0 concept
for information security of school-age children based on
wearable technology // Problems of Information Society.
2024, vol. 15, no. 2, pp. 61-70.

Modern children are growing up with the influence of
technology, and their use of wearable devices shows a
noticeable increase in their technological skills and a rapidly
evolving digital landscape. One of the advantages of sensor
technologies is that these smart objects have the ability to
transmit information in time, provide availability and
communicate in real time. Portable devices enable parents to
get real-time information about school-age children’s behavior,
education, location and physical activities, and in short, to
track and monitor their children’s behavior. However, as the
volume of data obtained through sensors increases, it becomes
difficult for parents to analyze this data and requires protection
mechanisms — using intelligent  technologies. Since the
information collected in the database through portable devices
is sensitive and informative, individuals or companies are
interested in using this information for various purposes. The
Children 4.0 concept proposed in this study is a comprehensive
approach to ensuring the security of information collected in

databases (medical information, location information, etc.)
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through a portable item (bracelet). This approach is offered to
ensure the information security of school-age children based on
mobile technology while protecting children’s personal
information.

447. Alguliyev R.M., Aliguliyev R.M., Sukhostat L.V. Radon
transform based malware classification in cyber-physical
system using deep learning // Results in Control and
Optimization. 2024, issue 100382, vol. 14, pp. 1-14.

The development of cyber-physical systems entails the growth
and diversity of malware, which increases the scale of
cybersecurity threats. Attackers use malicious software to
compromise various components of cyber-physical systems.
Existing technologies make it possible to reduce the risk of
malware infection using vulnerability and intrusion scanners,
network analyzers, and other tools. However, there is no
perfect protection against the increasingly sophisticated types
of malware. The goal of this research is to solve this problem by
combining different visual representations of malware and
detection models based on transfer learning. This method
considers two pre-trained deep mneural mnetwork models
(AlexNet and MobileNet) that are capable of differentiating
various malware families using grayscale images. Radon
transform is applied to the resulting grayscale malware images
to improve the classification accuracy of the new malware
binaries. The proposed model is evaluated using three datasets

(Microsoft Malware Classification, IoT_Malware and MalNet-
273



Image datasets). The results show the superiority of the
proposed model based on transfer learning over other methods
in terms of the efficiency of classifying malware families aimed
at infecting cyber-physical systems.

448. Mehdiyev S.A., Hashimov M.A. Analysis of Threats
and Cybersecurity in the Oil and Gas Sector within the
Context of Critical Infrastructure // International Journal
of Information Technology and Computer Science.
2024, vol. 16, no. 1, pp. 43-53.

This article explores the multifaceted challenges inherent in
ensuring the cybersecurity of critical infrastructures, i.e., a
linchpin of modern society and the economy, spanning pivotal
sectors such as energy, transportation, and finance. In the era
of accelerating digitalization and escalating dependence on
information technology, safeguarding these infrastructures
against evolving cyber threats becomes not just crucial but
imperative. The examination unfolds by dissecting the
vulnerabilities that plague critical infrastructures, probing into
the diverse spectrum of threats they confront in the
contemporary cybersecurity landscape. Moreover, the article
meticulously outlines innovative security strategies designed
to fortify these vital systems against malicious intrusions. A
distinctive aspect of this work is the nuanced case study
presented within the oil and gas sector, strategically chosen to
illustrate the vulnerability of critical infrastructures to cyber

threats. By examining this sector in detail, the article aims to
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shed light on industry-specific challenges and potential
solutions,  thereby  enhancing our understanding of
cybersecurity dynamics within critical infrastructures. This
article contributes a comprehensive analysis of the challenges
faced by critical infrastructures in the face of cyber threats,
offering contemporary security strategies and leveraging a
focused case study to deepen insights into the nuanced
vulnerabilities within the oil and gas sector.

449. Mehdiyev Sh.A., Hashimov M.A. Analysis of Threats
and Cybersecurity in the Oil and Gas Sector within the
Context of Critical Infrastructure // International Journal
of Information Technology and Computer Science.
2024, vol. 16, no. 1, pp. 43-53.

This article explores the multifaceted challenges inherent in
ensuring the cybersecurity of critical infrastructures, i.e., a
linchpin of modern society and the economy, spanning pivotal
sectors such as energy, transportation, and finance. In the era
of accelerating digitalization and escalating dependence on
information technology, safeguarding these infrastructures
against evolving cyber threats becomes not just crucial but
imperative. The examination unfolds by dissecting the
vulnerabilities that plague critical infrastructures, probing into
the diverse spectrum of threats they confront in the
contemporary cybersecurity landscape. Moreover, the article
meticulously outlines innovative security strategies designed

to fortify these vital systems against malicious intrusions. A
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distinctive aspect of this work is the nuanced case study
presented within the oil and gas sector, strategically chosen to
illustrate the vulnerability of critical infrastructures to cyber
threats. By examining this sector in detail, the article aims to
shed light on industry-specific challenges and potential
solutions,  thereby  enhancing our understanding of
cybersecurity dynamics within critical infrastructures. This
article contributes a comprehensive analysis of the challenges
faced by critical infrastructures in the face of cyber threats,
offering contemporary security strategies and leveraging a
focused case study to deepen insights into the nuanced
vulnerabilities within the oil and gas sector.

450. Shikhaliyev R.H. Cybersecurity risks management of
industrial control systems: A review // Problems of
Information Technology. 2024, vol. 15, no. 1, pp. 37-43.
Industrial control systems (ICS) form the basis of critical
infrastructures, managing complex processes in various sectors
of industry, energy, etc. With the increasing frequency and
complexity of cyber threats, effective management of ICS
cybersecurity risks is critical. This paper is devoted to the
analysis of approaches used in the field of cybersecurity risk
management of automated process control systems. The study
examines the cybersecurity risks of ICS and the role of
international standards in managing cybersecurity risks. The

results of the analysis carried out in this paper can serve as
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information for the development of new reliable cybersecurity
risk management systems for ICS.

451. Abdullayeva F.D., Suleymanzade S.N. Cyber security

attack recognition on cloud computing networks based
on graph convolutional neural network and graphsage
models // Results in Control and Optimization. 2024,
no.15, pp. 1-10.
In this paper, the modeling of the network attacks of cloud
computing through Graph Neural Networks is considered.
Based on structural features and relationships between
neighboring nodes and the edges of the cloud ecosystem a
cyberattack detection method is proposed. A simulation dataset
is created on the CSE-CIC-IDS2018 dataset to train and test
the proposed graph mneural network based models. In a
comparative analysis of the suggested method with the existing
one superior results are obtained from the model constructed
on the GraphSAGE algorithm. Thus in the recognition of
dataset samples, the model obtained a value of 0.97739
according to the accuracy metric. The values obtained by the
algorithm on precision, recall, and F1-score metrics were also
higher compared to the Graph Convolutional Neural Network
model.

452. Alakbarov R.K., Hashimov M.A. Application of
Artificial Intelligence Technologies in Security of Cyber-

Physical Systems // International Journal of Computer
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Science & Information Technology. 2024, vol. 16, no. 4,
pp- 37-51.
Cybersecurity questions of cyber-physical systems (CPS) have
become ever more vital in recent times. Advances in technology
and digitization have posed new weaknesses in CPS and cyber
attackers take advantage of it. Viruses, malware, and
sophisticated forms of cyberattacks have become a dangerous
reality for critical infrastructure CPS. Lately, artificial
intelligence (Al) technology has been extensively applied in the
struggle against cyber threats in CPS. Al may improve system
security by providing tools to quickly detect cyberthreats and
automatically  resolve  them. Digitization of critical
infrastructures (energy distribution networks, smart systems,
oil and gas industry, water infrastructure, etc.) has increased
their efficient management and at the same time, the number of
cyber attackers on sensors, actuators, network and control
equipment has also increased. Cyber security of critical objects
can be ensured through Al. This article explores the theoretical
foundations, application fields, and Al conceptual models. It
analyzes the benefits and shortcomings of applying Al
technologies to the security of the abovementioned systems.
Mechanisms for detecting cyber threats in cyber-physical
systems with the help of Al and predicting and preventing
security threats are proposed.

453. Mahmudova  R.Sh.  Smart  socio-technological

infrastructures: cyber security risks and the human factor
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/| Problems of Information Society. 2024, vol. 15, no. 2,
pp- 49-60.

Smart socio-technological infrastructure is a new approach to
the design and creation of complex systems, based on the
integration of technological and social elements. Currently,
smart sociotechnological infrastructures are applied in all
spheres of life, from business and industry to healthcare and
medical facilities. The implementation of these infrastructures
creates new opportunities for the development of various fields.
However, it causes a number of problems. The reasons for new
information security problems arising from the characteristics
of smart sociotechnological infrastructures may include the
increase in the number of devices (the number of devices
interacting with each other increases, which expands the
potential attack plane), the complexity of integration (the
integration of social and technological components leads to the
creation of new vulnerabilities), data heterogeneity (where the
processing and storage of wvarious types of information,
including confidential information, make them an attractive
target for cybercriminals), the dynamism of the environment
(smart socio-technological —infrastructures are constantly
evolving and adapting, which makes it difficult to ensure their
security). This article examines information security problems
of smart socio-technological infrastructures. New threats
arising from the introduction of these infrastructures are

classified. The development of information security culture is
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justified as one of the main factors of combating these threats,
and recommendations are given on the principles and methods
of its formation.

454. Valikhanli O.V. UAV networks DoS attacks detection

using artificial intelligence based on weighted machine
learning // Results in Control and Optimization. 2024,
100457, vol. 16, pp. 1-8.
While Unmanned Aerial Vehicles (UAVs) have found
applications across numerous industries, they still remain
vulnerable to various cybersecurity challenges. Different types
of cyberattacks target UAVs. Early detection of these
cyberattacks is considered the most important step in ensuring
the cybersecurity of UAVs. In this article, an artificial
intelligence method based on machine learning was developed
for detecting different types of Denial of Service (DoS) attacks
targeting the UAV metwork. Initially in this work, feature
selection methods are implemented to select the most important
features. Then, machine learning methods are used to classify
attacks. According to the conducted experiments, the proposed
method outperformed others with an accuracy of 99.51 % and a
prediction time of 0.1 s. Additionally, a novel dataset is used in
this work, which offers several advantages. The dataset was
created within a real-world environment rather than a
simulated one. Furthermore, the data were collected within a
5G network.
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455. Imamverdiyev Y.N., Sukhostat L.V. COVID-19:

cybersecurity issues in times of pandemic // Electronic
Government. 2024, vol. 20, no. 5, pp. 569-590.
COVID-19 is one of the worst threats to the global community
in this century. Society is facing a massive number of
cyberattacks during this period. Cybersecurity is an issue for
individuals and organisations, given the growing number of
people using the internet. The purpose of this survey is to
identify key cybersecurity problems and solutions during a
pandemic, observed in the healthcare sector, education, and
critical infrastructures. Cybersecurity issues during COVID-
19 are analysed and aspects of personal data security are
discussed. We studied the most prominent cyberattacks during
the pandemic and found that they were related to phishing,
ransomware, malware, and hacking. Measures to combat
infodemics and the role of social media are explored. The
evolution of infodemic risk from 2020 to 2022 is analysed. This
research is expected to be wvery wuseful for improving
cybersecurity systems in the context of heightened demands
during COVID-19 and in the post-pandemic period.

456. Alguliyev. ~ R.M.,  Shikhaliyevn =~ R.H.  Network
cybersecurity incidents multiclassification based on deep
learning // Problems of Information Technology. 2024,
vol. 15, no. 2, pp.16-23.

The rapid increase in mnetwork traffic and the growing

complexity of cyberattacks have rendered traditional
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cybersecurity monitoring methods insufficient for effectively
detecting and classifying network incidents. To overcome these
limitations, we present a deep learning-based approach that
utilizes a hybrid architecture, combining Convolutional Neural
Networks (CNNs) and Long Short-Term Memory (LSTM)
models, for the multi-classification of cybersecurity incidents.
Our model is trained on the CICIDS2017 dataset, which
encompasses a wide range of attack types. The hybrid CNN-
LSTM model achieved a classification accuracy of 96.76% and
an error rate of 9.34%, showcasing its ability to accurately
detect and classify various cybersecurity threats. This approach
offers a robust solution for enhancing the detection and
classification of network cybersecurity incidents

457. Abdullayeva F.D., Valikhanli O.V. A survey on UAVs
security issues: attack modeling, security aspects,
countermeasures, open issues // Control and
Cybernetics. 2024, vol. 52, no. 4, pp. 405-439.
The Unmanned Aerial Vehicles (UAVs) are being ac tively
used in various fields including agriculture, surveillance, sci
entific research, and delivery. Despite their widespread use,
UAVs face significant cybersecurity challenges due to their
vulnerabilities as cyber-physical systems. UAVs are vulnerable
to cyberattacks, which target cyber or physical elements, the
interface between them, wireless connections, or a combination
of several components. Given the complexity of securing these

systems, this paper provides a com prehensive survey of the
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current state of UAV cybersecurity. More over, different
cybersecurity issues of UAVs are analyzed, various features,
and functions of UAVs are considered. UAV attack clas
sification scheme is constructed and attacks on wvarious
components are accounted for. Also, countermeasures against
cyberattacks that target UAVs are discussed. Finally, UAV
cyber security datasets for research purposes are indicated, and
the remaining open issues in this field are identified.

458. Elshan Baghirov. A Comprehensive Framework for
Real-Time Malware Detection and Monitoring in
Production // International Journal on Information
Technologies & Security. 2024, vol. 16, no. 4, pp. 85-94.
This paper proposes a comprehensive framework for real-time
malware detection and monitoring tailored to operational
systems. Leveraging advanced machine learning algorithms,
our framework integrates continuous monitoring mechanisms
to ensure timely detection and response to emerging threats.
The framework emphasizes regular assessment of model
performance using metrics such as the Population Stability
Index (PSI), ensuring models remain effective and adaptive to
evolving malware patterns. By deploying models within the
production environment, the framework enables regular
evaluation and adaptation, enhancing the robustness and
reliability of the detection system. Our results demonstrate the
framework’s efficacy in providing a scalable and efficient

solution for real-time malware detection and monitoring,
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contributing to improved cybersecurity posture in dynamic
and high-risk environments.

459. Alguliyev R.M., Mahmudov R.Sh. About Some Socio-
economic Problems and Risks of Artificial Intelligence //
International Journal of Science, Technology and
Society. 2024, vol. 12, no. 5, pp. 140-150.

Article analyses some socio-economic risks related to
application of artificial intelligence (Al) in several fields of
activity. Also, existing gaps in legal regulation of activities
related to artificial intelligence are investigated. Article
clarifies issues related todetermining the division of liability for
certain legal consequences resulting from artificial intelligence
activity. Also, norms andprinciples to be adhered to in order to
protect personal data during application of Al are
demonstrated. As one of the concernsamong people regarding
artificial intelligence, article notes the importance of provision
of transparence and accountability of thistechnology.
Simultaneously, article interprets problems arising from
relations of artificial intelligence and intellectual property, as
well as recognition of property rights for intellectual products
created via Al Also, macro and micro-level impact of
artificialintelligence on economy is analyzed. Attention is paid
to issues such as productivity, competition, changes in the
nature of thelabor market, the increase in unemployment, and
the deepening of social and digital inequality as a result of the

application of thistechnology. Moreover, advantages and risks
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of human-robot  collaboration are evaluated. Article
demonstrates the biggest threatsof artificial intelligence —
creation of fake content, misinformation and hence, creation of
significant problems. Preventionmethods of those threats are
interpreted on technological and legal planes. Also, risks of
application of artificial intelligence incritical fields such as
military and health are characterized.

460. Alguliyev R.M., Aliguliyev R.M., Sukhostat L.V.
Method for quantitative risk assessment of cyber-
physical systems based on vulnerability analysis //
Kybernetika, vol. 60, no. 6, 2024, pp. 779-796.
Cyber-physical system protection against cyber-attacks is a
serious problem that requires methods for assessing the cyber
security risks. This paper proposes a quantitative metric to
evaluate the risks of cyber-physical systems using the fuzzy
Sugeno integral. The simulated attack graph, consisting of
vulnerable system components, allows for obtaining various
parameters for assessing the risks of attack paths characterizing
the elements in the cyber and physical environment and are
combined into a single quantitative assessment. Experiments
are performed on a threat model using the example of a cyber-
physical system for wind energy generation. The model
integrates a  cyber-physical  network’s  topology and
vulnerabilities, proving the proposed method’s effectiveness in

ensuring cyber resilience.
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461. Mahmudova Sh. Development of a conceptual model
for ensuring cyber-resilience of software systems // Open
Access Library Journal. 2024, vol. 11, no. 7, pp. 1-9.
Cyber-resilience of software systems is the ability to prevent,
resist, and recover from adverse incidents using IT resources.
Infrastructure can be extended through cyber-resilience. In this
case, the problems can be solved in a short time. In this study,
some methods of ensuring the cyber-resistance of the software
system are explored. The role, type, and characteristics of
cyber-resilience for the software system are also examined in
the work. Ways to implement Cyber-resilience measures for
cyber security and information technology are analyzed. The
paper also outlines the ways to enhance cyber-resi- lience
through smart threat operations. Cyber security possibilities
and the ways to solve the problems encountered are
highlighted. A new model is developed to ensure the cyber-
resilience of the software system used.

462. Imamverdiyev Y.N., Baghirov E.O. Evasion techniques
in malware detection: challenges and countermeasures //
Problems of Information Technology. 2024, vol. 15,
no. 2, pp. 9-15.

In the ever-evolving digital landscape, the escalating
sophistication of malware poses a substantial threat,
necessitating continual advancements in detection methods.
This paper addresses the pervasive challenge of evasion

techniques employed by malware to circumvent standard
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security measures. Focused on understanding the intricate
methods employed by malware developers, our study explores
the dynamic nature of this cyber threat. As malicious actors
continually refine their approaches, a nuanced understanding
of evasion tactics becomes paramount for developing effective
countermeasures. The research emphasizes the need for robust
defense mechanisms capable of adapting to the constantly
changing cyber threat landscape. By unraveling the
complexities of evasion techniques, this paper contributes
valuable insights to the development of proactive and resilient
cybersecurity measures. Through an exploration of specific
evasion tactics, we aim to inform and empower cybersecurity
professionals, facilitating the creation of strategies capable of
effectively mitigating the risks posed by these dynamic digital
threats.

463.Rzayeva N.A. Pilotsuz ugus aparatlarinin istifadssinde
moaxfilik risklorinin tohlili / “Fevral maruzalari 2024:
Aviakosmik masalalarin hallinds gonclarin yaradic
potensiali” IX Beynoalxalq elmi-praktiki ganclar
konfransi. Baki, 8-10 fevral 2024, s. 118-120.
Informasiya-kommunikasiya ~ texnologiyalarmin  inkisafi
hayatimizi  zonginlasdirdi, eyni zamanda, informasiya
tohliikasizliyi sahasinda yeni ¢agiriglar da gatirdi. Daim inkisaf
edon ragomsal miihit kontekstinda dronlar texnologiya
inkisafimin ayrilmaz hissasina ¢evrilib. Lakin onlarin genis

istifadasina  gora maxfilik problemlari ozliiyiinda problem
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yaratmaga  baslayrr.  Moqalo  dronlarin  tohliikasizlik
problemlarinin oyranilmasina hasr olunub va onlarin istifadasi
naticasinda  yaranan  fordi  molumatlarin  tohliikasizliyi
problemlarini  aydinlasdirmaga  komok edir. Movzunun
aktualligr  asaslandinlmisdir.  Bundan — basqa,  fordi
moalumatlarin  tahliikasizliyindon  bahs  edilir.  Dronlarda
maxfilik risklori va onlarim yaranmasimin miimkiin sabablori
tohlil olunur. Eyni zamanda, genis spektrli problemlari ahato
edon fordi malumatlardan sui-istifada risklori arasdirilmisdir.
Homginin moaqalonin  maqsadi dronlardan istifado  zamami
yarana bilacok fordi malumatlara qars: tahliikalori qisaca tahlil
etmakdir.

464.Rzayeva N.A. Kompiiter gsaboksalarinds kibertahliike-
sizlik mosalalorinin tohlili / “Idareetmada vo tohsilds
informasiya kommunikasiya texnologiyalar1”
I respublika elmi konfransi. Nax¢ivan, 17-18 sentyabr
2024, 5.99-101.
Kibertahliikasizlik va ya kompiiter tahliikasizliyi kompiiterlarin,
mobil cihazlarin, elektron sistemlarin, xidmatlarin, sabakalorin
va  molumatlarin  kibercinayatkarlarin  hiicumlarimdan
qorunmast tacriibalori va metodlar toplusudur. Sabakalarin
inkisafinin - baglangicinda  tahliikasizlik aktual deyildi, bu,
internetda kicik bir istifadagi dairasinin olmasi ila alaqadar idi.
Bu giin kompiiter sabakalorinin va internetin hayatin biitiin
sahalarini ohata etmasi ila alagqadar olaraq kibertahliikasizliyin

rolu daha da aktuallasir. Kibertohliikasizliya miixtalif sahalarda
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va miixtalif istigamatlorda, masalon, biznes sferasinda, mobil
texnologiyalarda rast galmak olar.

465.Rzayeva N.A. Kibertohliikosizlikda siini intellektin
totbiglori / "Siini intellekt: nazariyyadan praktikaya"
beynalxalq elmi konfrans. Naxc¢ivan, 17-18 sentyabr
2024, s. 344-348
Siini intellekt miirakkab, coxsaxali va sektorlararas: bir sahadir.
Siini intellekt, siibhasiz ki, insan faaliyyatinin biitiin sahalorina
niifuz edorak, dovriimiiziin asas texnoloji nailiyyatlorindon
birina cevrilmisdir. Siini intellekt masin Oyranmasi, neyron
sabakalori, tabii dillorin islonmasi va robototexnika kimi asas
prinsiplora  asaslamir.  Osas  problem  siini  intellektin
kibertahliikasizlik sahasinda neca isladiyini tohlil etmaokdir. Bu
maqalada biz siini intellektin tokca diisiinma, planlasdirma,
oyranma va malumatlarin emal texnologiyas: kimi deyil, ham
da obyektlari manipulyasiya etmoak bacarigindan bahs edacayik.

466.Valixanli O.V. Pilotsuz ucgus aparatlarmin naviqasiya
sistemine edilon GPS oangslloma kiberhiicumunun
askarlanmasi metodu / Azarbaycan xalqinin iimummilli
lideri Heydoar Oliyevin anadan olmasinin 101-ci
ildoniimiine hasr olunmus Talaba va Goanc
Tadqiqatcilarin V Beynoalxalq elmi konfranslari, Baki,
23 aprel - 1 may 2024, s. 440-442.
Pilotsuz ucus aparatlarinin (PUA) naviqasiya sistemini hadaf
alan bir neca kiberhiicum novii movcuddur. Bunlardan biri da

GPS ongoallomasi  kiberhiicumudur. Moaqaloda PUA-larin
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naviqasiya  sistemini  hadaof alan ~ GPS  angollamasi
kiberhiicumunun askarlanmas: ticiin hibrid yanasma taklif
olunmusdur. Hibrid yanasmada iki miixtolif tip moalumat
noviindon istifads edilmisdir. Yeni yanasmanin samoaraliyini
yoxlamagq iigiin miixtalif eksperimentlor aparilmisdir.

467.P3aesa H.A., Bepanesa H.H. Anaans npo6aem 3ammTsl
IIepCOHAABHBIX AAHHBIX B KOeppU3MIecknx cucreMmax /
XXIII MexaynapoaHnas Hay4YHO-TeXHIYeCKast
KoHpepenuysa “Passurme mHpOpMaTM3aLIMML U
roCyAapCTBEHHOM CHUCTE€MBI HAay4YHO-TeXHIYeCKO
nHdopmanun” (PUHTU-2024). Mwuuck, 21 HOAOps
2024, c. 90-95.
[Ipedcmasrer anaius cyu,ecmsyrowyux mnpoorem 3aujumol
NepcoHAALHDIX  0AHHLIX 6  KubepPusuueckux cucmemax
(KDC). Paccmompetivr mexHOA0ZUY U MUNDL Y2po3, KOMOPbIM
onu nodeepzaromces. Onucanvl Hekomopbvle peuierus 0aHHou
ooracmu  uccaedosanui.  Onpederervr  HANPAGACHUS
uccaedosaruil 6 odAacmu 3augumol KoHPUIeHUUANLHOCTIU,
KOmopbvle MOZYm 1OMO4b UCCACO06AMEAIM  pa3padomarmo
Ho6ble 100x00bL k 3aujume om yzpo3 6 KOC.

468.Nabiyev B.R., Dashdamirova K.G. About the
technological and cyber security aspects of ensuring the
heterogeneous usage policy of the Internet environment /
2nd International Conference on Information
Technologies and Their Applications (ITTA 2024).
Baku, 23-24 April 2024, pp. 1-12.
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The internet has numerous profoundly infiltrated facets of
human endeavor, evolving into a pivotal substitute for
traditional ways of information acquisition and dissemination.
This phenomenon enables the swift propagation of information,
transcending geographical and temporal barriers through
advanced information and communication technologies. As
global communications gravitate towards cyberspace, social
interactions increasingly occur within this digital realm.
Individuals united by common ideologies or interests shift from
physical reality to wvirtual communities, thereby shaping
distinct virtual societies. Despite the internet’s extensive reach
and integration into diverse domains, access to all online
resources is not universal. The vast array of internet resources,
serving wvaried purposes, has resulted in a layered and
segmented cyberspace, comprising various closed or private
virtual networks accessible only by specific groups. This
stratification, coupled with the utilization of different network
layers for illicit activities, has precipitated several global
challenges encompassing economic, political, and cybersecurity
dimensions. Consequently, entities such as nation-states,
corporations, groups, and individuals have erected virtual
barriers and borders within the internet, establishing different
usage policies. This paper highlights the cybersecurity
implications of implementing heterogeneous usage policies in

the internet environment. It also identifies and analyzes the
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interconnection points among different internet layers, offering
insights into their structural and functional dynamics.
469.Mahmudova Sh.]. Analysis of existing approaches to
increase cyber resilience / XVII International Scientific
and Practical Conference “Challenges and problems of
modern science”, London, September 5-6, 2024,
pp- 92-95.
This work studies cyber security, its problems, measures, and
operations. It also analyzes cyber risks and cyber resilience
framework to increase cyber resilience. A cyber resilience
framework is a comprehensive set of structured guidelines and
practices designed to strengthen anorganization’s ability to
effectively with-stand and recover from cyber threats. The
difference between a cyber resilience framework and a
cybersecurity strategy lies in their scope and specificity. While
a cybersecurity strategqy describes a general approach to
protecting digital assets, a cyber resilience framework examines
the finer details of the activities and processes necessary to
ensure resilience. A strong cyber resilience framework offers
many benefits to organizations. A strong cyber resilience
framework promises many benefits to companies. The cyber
resilience framework rec-ommends 10 powerful propositions
and examines their merits. A cyber resilience strategy prepares
to proac-tively deal with threats, mitigate potential damage and

ensure smooth business continuity.
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470.Mahmudova Sh.]. Analysis of international experience on
ensuring cyber resilience in software systems / XI
International Scientific and Practical Conference
“Theoretical and practical perspectives of modern
science”. Stockholm, August 27-28 2024, pp. 91-94.
Cyber resilience in software systems is the ability to prevent,
resist, and recover from various malicious events that occur
when using information technology (IT) resources. Computing
capabilities, artificial intelligence, digital security systems,
connected devices, national defense systems, smart equipment
and advanced communication networks such as 5G, 6G, the
Internet of Smart Things (I0ST) are tools of Industry 4.0. To
ensure cyber resilience, multiple cyber vulnerabilities must be
identified and addressed in the country’s most critical
economic and national security infrastructures. In addition,
obviously, it is important to have professionals with the
necessary skills, training and experience to solve these
problems.

471.Alakbarov R.K., Hashimov M.A. The Role of Artificial
Intelligence in Cyber resilience of Cyberphysical Systems
/ Proceedings of the 9th International Conference on
Control and Optimization with Industrial Applications
(COIA-2024). Istanbul, 27-29 August 2024, pp. 721-725.
Lately, artificial intelligence (AI) technology has been
extensively applied in the struggle against cyber threats in

CPS. Al may improve system security by providing tools to
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quickly detect cyberthreats and automatically resolve them.
Digitization of critical infrastructures (energy distribution
networks, smart systems, oil and gas industry, water
infrastructure, etc.) has increased their efficient management
and at the same time, the number of cyber attackers on sensors,
actuators, networkand control equipment has also increased.
Cyber security of critical objects can be ensured through Al
This article explores the role of Al in enhancing the cyber
resilience of CPS. The article analyzes the advantages and
disadvantages of using Al technologies in the security of
Cyber-Physical systems. Mechanisms for detecting cyber
threats in cyber-physical systems with the help of Al
predicting and preventing security threats have been proposed.
472. Ocaqverdiyeva S.S. Yagil transformasiya saraitinde usaq
tohliikesizliyi // Yasil va raqemsal transformasiyalar:
qarsiliqlh tesirlari, pozitiv va neqativ aspektlari.
Magqalslar toplusu. 2025, s. 56-61.
Mogalads  yasil  transformasiyalarin  ragomsal — sanayeya
integrasiyast va bunun usaqlarin onlayn tohliikasizliyi va
saglamligina potensial tasiri arasdirilir. Yasil
transformasiyalar ilk névbada ekoloji davamliligr hadaflasa da,
maxfiliyi, malumat tohliikasizliyini va yas qrupuna uygun
ragomsal  platformalar  tatbiq etmoklo usaqlarin  onlayn
tohliikasizliyinin tomini kimi faydalar da togdim edir. Digor
tarafdon usaglarin  ragamsal cihazlardan haddindon artig

istifadasinin monfi naticalori, o ciimladon tabiatla alagonin
294



azalmasi, elektron tullantilar va elektromaqnit siialanma kimi
zararli atraf miihit amillorina potensial maruz qalma hallar:
arasdirilir. Ragamsal asrda usaqlara ekoloji cahatdon siiurlu va
saglam hayat torzi iiciin masalalarin hallinda IKT programlar:
vasitasila yasil transformasiyalar: monimsatmak va 30 ekran
vaxtimn diizgiin idara edilmoasi kimi hallor miizakira olunur.
Yasil transformasiya miihitinda usaqlarin tahliikasizliyinin
tamin edilmoasi iiciin taklif va tovsiyalor verilmisdir.

473. Mahmudova R.S. Agilli seharler ve yasil texnologiyalar
kontekstinda informasiya tahliikesizliyi madeniyyastinin
inkisaf etdirilmosi masalalori // Yasil va raqamsal
transformasiyalar: qarsiliql: tesirlari, pozitiv ve neqativ
aspektlari. Maqalalar toplusu. 2025, s. 89-92.

Bu maqalada agillr sohar konsepsiyasimin aktualligr va onun
miiasir camiyyat iiciin vacibliyi atrafli tohlil olunur. Al
soharlarin asas maqsadi, resurslarin samarali istifadasini tamin
etmak, ekoloji tasirlari minimuma endirmok va vatandaslarin
hayat keyfiyyatini artirmaqdir. Bu baximdan bir sira miiasir
texnologiyalardan istifada olunur ki, onlardan biri da yasil
texnologiyalardir. Agilli soharlor miiasir texnologiyalarin genis
tatbigi ila idara olunur, lakin bu, tohliikasizlik risklorini do
artirir. Bela ki, bu saharlorda malumatlarin toplanmas: va
saxlanmast prosesi, IoT (Internet of Things) cihazlarinn genis
tatbigi  va infrastrukturlarda  mévcud olan  bosluglar

kibertahliikalara sabab ola bilar. Moagalada insan sahvlarinin
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kibertahliikasizlik risklarini artirdi§r vur§ulanir va bu risklori
azaltmaq iictin tovsiyalar verilir.

474. Alguliyev RM., Aliguliyev R.M., Sukhostat L.V. An
approach for assessing the functional vulnerabilities
criticality of CPS components // Cyber Security and
Applications. 2025, no. 3, pp. 1-7.

Timely identification of critical security flaws in a cyber-
physical system makes identifying risks and potential threats
possible. To address this issue, threat models are created to
better understand potential vulnerabilities that must be
considered to ensure system reliability. Selecting the optimal
solution for assessing the functional vulnerabilities criticality
of cyber-physical system components is a complex process since
all vulnerabilities must be identified, classified, and quantified
according to a unified approach as part of the cybersecurity
process. An effective tool for cyber-physical systems analysis is
the Bayesian attack graph. Each path in the graph represents a
sequence of attacks that an attacker can use to achieve a specific
goal, such as gaining access to sensitive data or controlling a
system. This paper proposes a quantitative method for
assessing the vulnerability criticality of cyber-physical system
components based on the Promethee 11 multi-criteria decision-
making method. It allows ranking and identification of the
system”s most vulnerable components. The proposed approach
is evaluated using a threat model and three scenarios of

cyberattacks on a cyber-physical system. Comparison with
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TOPSIS, VIKOR, and ELECTRE methods proves the
effectiveness of the proposed approach. The proposed approach
can help technical specialists make more reasoned decisions
when ranking critical vulnerabilities of cyber-physical system
components to provide security measures and prevent
cyberattacks.

475. Baghirov E.O. A comprehensive investigation into
robust malware detection with explainable AI // Cyber
Security and Applications. 2025, vol. 3, pp. 1-11.

In today’s digital world, malware poses a serious threat to
security and privacy by stealing sensitive data and disrupting
computer systems. Traditional signature-based detection
methods have become inefficient and time-consuming.
However, data-driven Al techniques, particularly machine
learning (ML) and deep learning (DL), have shown
effectiveness in detecting malware by analyzing behavioral
characteristics. Despite their promising performance, the black-
box nature of these models requires improved explainability to
facilitate their adoption in real-world applications. This can
complicate the ability of cybersecurity experts to evaluate the
model’s reliability. In this work, Explainable Artificial
Intelligence (XAl) is employed to comprehend and evaluate the
decisions made by machine learning models in the detection of
malware on Android devices. To evaluate malware detection,
experiments were conducted using CICMalDroid dataset by

applying ML models like Logistic Regression and several tree
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algorithms. An overall 94% F1-score was achieved, and
interpretable explanations for model decisions were provided,
highlighting more critical features that contributed to accurate
classifications. It was found that employing XAI techniques
can provide valuable insights for malware analysis researchers,
enhancing their understanding of the operations of the ML
model, rather than solely focusing on improving accuracy.

476. Alguliyev R.M., Shikhaliev R.H. Computer Networks

Cybersecurity Monitoring Based on Deep Learning
Model // Security and Privacy. January - February 2025,
vol. 8, iss. 1, €459, 18 p.
Effective cybersecurity monitoring is essential for safequarding
computer networks against evolving threats. However, the
increasing scale, complexity, and data volume of modern
networks pose significant challenges to traditional monitoring
methods. To address these challenges, this article proposes a
deep learning-based approach for computer network
cybersecurity monitoring. Leveraging the MnasNet-LSTM
model, network traffic data is classified into distinct categories,
including normal traffic and cyberattacks. The model is trained
using the CICIDS2017 dataset, yielding promising results
with a classification accuracy of approximately 97.05% and a
minimal error rate of 8.46%.

477. Alguliyev R.M., Abdullayeva F.J., Ojagverdiyeva S.S.
Fuzzy expert system for access control of children to the
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internet // International Journal of Reasoning-based
Intelligent Systems. 2025, vol. 16, no. 6, pp. 455-462.

As children’s use of the internet increases, serious online safety
issues arise. As a result, it is observed that the damage to their
psychology and health is increasing. Along with harmful
content from web pages, the negative impact of constant use of
digital devices leaves deep marks on children’s health and
psychology. In order to overcome these problems and prevent
harm, there is a need to implement programs that control
access to the internet, filter harmful content on web pages,
constantly monitor children’s behaviour, make assessments
and make accurate decisions. The article proposes a method of
internet access control using a fuzzy logic inference system.
This method is focused on the individual user and is done by
imposing restrictions on their use of technologies (computers,
phones, tablets, etc.). Screen time is determined for the use of
technology, taking into account the age of the user, health and
psychological diseases.

478. Baghirov E.O., Imamverdiyev Y.N., Chukwu LJ.
Detecting Obfuscated Malware Infections on Windows
Using Ensemble Learning Techniques // Informatics and
Automation. 2025, no. 1, vol. 24, pp. 99-124.

In the internet and smart devices era, malware detection has

become crucial for system security. Obfuscated malware poses

significant risks to various platforms, including computers,

mobile devices, and IoT devices, by evading advanced security
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solutions. Traditional heuristic-based and signature-based
methods often fail against these threats. Therefore, a cost-
effective detection system was proposed using memory dump
analysis and ensemble learning techniques. Utilizing the CIC-
MalMem-2022 dataset, the effectiveness of decision trees,
gradient-boosted trees, logistic Regression, random forest, and
LightGBM in identifying obfuscated malware was evaluated.
The study demonstrated the superiority of ensemble learning
techniques in enhancing detection accuracy and robustness.
Additionally, SHAP (SHapley Additive exPlanations) and
LIME (Local Interpretable Model-agnostic Explanations) were
employed to elucidate model predictions, improving
transparency and trustworthiness. The analysis revealed vital
features significantly impacting malware detection, such as
process services, active services, file handles, registry keys, and
callback functions. These insights are crucial for refining
detection strategies and enhancing model performance. The
findings contribute to cybersecurity efforts by comprehensively
assessing machine learning algorithms for obfuscated malware
detection through memory analysis. This paper offers valuable
insights for future research and advancements in malware
detection, paving the way for more robust and effective
cybersecurity solutions in the face of evolving and sophisticated
malware threats.

479. Bayramova T.A. Development of a conceptual model

for ensuring fault tolerance of software systems //
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Problems of Information Technology. 2025, no. 1, vol.16,
pp- 35-46.

Digital transformation is a comprehensive process of
integrating information technology into all areas of human
activity. Almost all aspects of our lives, from personal
communications to global economic processes, are increasingly
integrated with digital technologies. Banking, manufacturing,
healthcare, education, and transportation are all increasingly
using software to improve efficiency, optimize processes, and
provide new services. Modern applications are becoming
increasingly complex, consisting of many interconnected
components. This increases the likelihood of errors and failures.
The relevance of research in the field of software reliability is
steadily growing.This article is devoted to the study of the
differences and relationships between information and software
systems, as well as an in-depth analysis of the key concepts of
software reliability and fault tolerance. The main approaches
and strategies for ensuring fault tolerance are considered,
including redundancy, backup, monitoring, duplication, load
balancing, microservices, backup, prediction and detection of
errors, as well as their practical application. The aim of the
study is to define the principles and methods of self-healing
software and to analyze the risks associated with automatic
response to failures. To solve the problem of ensuring fault

tolerance in dynamic and complex software systems, a
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conceptual model for designing reliable, self-learning and self-
adaptive systems is proposed.

480. Zalova S.M. Cybersecurity issues in journalism based
on artificial intelligence technologies // Problems of
Information Society. 2025, no. 1, vol. 16, pp. 94-101.
Although the use of artificial intelligence in journalism creates
innovations and opportunities, this process leads to
complications in a number of cybersecurity issues. One of the
main problems is the risk of disinformation and manipulation.
Although artificial intelligence algorithms automatically
process information, it is possible for these algorithms to make
decisions based on incorrect information, which can result in
the dissemination of biased or false news. At the same time, the
database used in artificial intelligence programming can affect
its objectivity and impartiality. The use of data collected by
artificial intelligence and sources without verification can lead
to the dissemination of untrustworthy and inaccurate news.
This article examines cybersecurity issues arising from the
application of artificial intelligence technologies in journalism.
Artificial intelligence technologies are currently widely used at
all stages of news production. It highlights the current
situation regarding artificial intelligence technologies and the
application of these technologies to journalism, as well as the
problems encountered in this field. This article examines the
problems arising from the application of artificial intelligence

technologies. “Deepfake” technologies, their negative aspects,
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and the problems they may cause are studied. Proposals are
made for solving cybersecurity issues and a conceptual model is
developed.

481. Valikhanli O.V. Detection of malware in ground control
stations of unmanned aerialvehicles based on image
processing // International Journal of Information and
Computer Security. 2025, no. 1-2, vol. 26, pp. 147-158.
Recently, unmanned aerial vehicles (UAV's) have become very
popular due to their wide range of applications. UAVs are quite
popular because they are more affordable and simpler to use
compared to other vehicular systems. However, as with other
cyber physical systems UAV's and their ground control stations
(GCSs) may also be targeted by attackers. In this work,
greyscale images are analysed to detect malwares in GCSs. The
proposed hybrid model is based on ResNet-50 and support
vector machine (SVM). ResNet-50 is used to extract necessary
features from images. Subsequently, SVM is used to classify
malware based on extracted features. Moreover, other hybrid
models are also tested in this work to compare final results. As
a result, proposed model achieved 98.62% accuracy.

482. Valikhanli O.V., Abdullayeva F.D. Securing UAV Flight
Data Using Lightweight Cryptography and Image
Steganography // International Journal of Advanced
Computer Science and Applications (IJACSA). 2025,
vol. 16, no. 5, pp. 278-289.
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The popularity of Unmanned Aerial Vehicles (UAVs) in
various fields has been rising recently. UAV technology is
being invested in by numerous industries in order to cut
expenses and increase efficiency. Therefore, UAVs are predicted
to become much more important in the future. As UAVs
become more popular, the risk of cyberattacks on them is also
growing. One type of cyberattack involves the exposure of
important flight data. This, in turn, can lead to serious
problems. To address this problem, a new method based on
lightweight cryptography and steganography is proposed in
this work. The proposed method ensures multilayer protection
of important UAV flight data. This is achieved by two layers of
encryption using a polyalphabetic substitution cipher and
ChaCha20-Poly1305 authenticated encryption, as well as
randomized least significant bit (LSB) steganography. Most
importantly, through this work, a balance is kept between
security and performance. Additionally, all experiments are
carried out on real devices, making the proposed method more
practical. The proposed method is evaluated using MSE,
PSNR, and SSIM metrics. Even with a capacity of 8000 bytes,
it achieves an MSE of 0.04, a PSNR of 62, and an SSIM of
0.9998. 1t is then compared to existing methods. The results
show better practical use, stronger security, and higher overall

performance.
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483. Abdullayeva F.D., Valikhanli O.V. Multimodal deep
neural network for UAV GPS jammingattack detection //
Cyber Security and Applications. 2025, vol. 3, pp. 1-9.
Despite the progress in Unmanned Aerial Vehicles, various
issues remain related to their cybersecurity. One of these issues
is GPS jamming attacks. GPS jamming attacks can cause
UAVs to lose control and crash. These crashes may result in
injuries or fatalities. In this paper, we propose a novel
multimodal UAV GPS jamming attack detection framework
capable of recognizing attacks from visual and tabular data
using deep convolutional neural networks and a multi-layer
perceptron, respectively. The proposed multimodal model is
capable of not only detecting the presence of jamming attacks
but also identifying five different types of such attacks. As a
result of the experiments conducted, high results were obtained
compared to the existing methods. Thus, MLP was able to
detect GPS jamming attacks with 96.25 % accuracy, CNN
with 94.66 % accuracy, and the proposed multimodal deep
learning (MLP+CNN) with 99 % accuracy.

484. Alakbarov R.K., Hashimov M.A. The role of artificial
intelligence in ensuring the cybersecurity of SCADA
systems // International Journal of Artificial
Intelligence and Applications. 2025, no. 3, vol. 16,
pp- 1-10.

One of the vital systems for the management of industrial

infrastructure is SCADA (Supervisory Control and Data
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Acquisition). They are extensively applied in different
industrial processes, particularly or energy, water, and
transportation networks. These systems are principally efficient
and unfailing when united with Artificial Intelligence (Al)
technologies. The application of Al technologies in traditional
SCADA systems creates many new opportunities. These
technologies provide more accurate monitoring of processes,
more effective control, increased security, and optimization of
operations. But, due to their integration with modern
Information Technologies and the Internet, these systems are
more and more unprotected from cyber threats. Outdated
security procedures are often unsatisfactory against these
attacks. Al has emerged as a promising solution to enhance
SCADA cybersecurity through anomaly detection, automated
threat response, and predictive risk assessment. This article
explores the applications of Al-driven cybersecurity in SCADA
systems, highlighting the benefits and future research
directions. Integrating artificial intelligence into SCADA
security is crucial to ensuring resilience, reliability, and
protection against both known and emerging cyber threats.

485. Mehdiyev S$.A. Enhancing the resilience of cyber-
physical systems through energy-efficient
communication in wireless sensor networks / Journal of
High-Frequency Communication Technologies. 2025,
no. 1, pp. 238-257.
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This paper explores the multifaceted challenges of fault
tolerance seen in cyber-physical systems (CPS), with particular
emphasis on the critical role of wireless sensor networks
(WSNs) in the collection and transmission of data essential for
CPS operations. Special attention is given to the examination
of the energy efficiency of WSNs and their influence on the
overall fault tolerance of CPS. The study highlights the
enhancement of mnode performance from energy efficient
solutions and uptime with simultaneous introduction of new
vulnerabilities to cyberattacks that compromise the resilience
and security of WSNs. Key attack vectors, such as energy
depletion and control packet manipulation, are identified and
analyzed. The paper underscores the importance of establishing
trust relationships between mnodes and advocates for
comprehensive protection strategies encompassing preventive,
operational, and post incident measures. It emphasizes the
"defense in depth” approach and discusses the concept of cyber
immunity as a promising strategy for strengthening WSN
cybersecurity. Future research directions include integration of
artificial intelligence, leveraging of blockchain technologies,
exploration of quantum computing applications, and
development of proactive measures for mitigation of emerging

cyber threats.
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