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Abstract— Medical cyber-physical system is a critical component
of the medical device network. The application of cyber-physical
systems in healthcare ranges from patient monitoring to various
devices. Existing technologies in this area require constant
updating and rapid response to ever-increasing cyberattacks.
Among the most well-known threats to medical cyber-physical
systems are tampering, phishing, spoofing, data exfiltration,
ransomware, DoS, etc. Attackers try to disrupt the operation of
medical cyber-physical systems and gain access to confidential
medical data. Existing threats violate integrity, confidentiality,
and availability. In this regard, various issues of medical cyber-
physical systems' cyber resilience are considered in the paper.
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l. INTRODUCTION

Modern organizations are increasingly facing cyberthreats
that continue to grow exponentially (in complexity and
volume). One of the significant industries that is subject to
cyberattacks is healthcare [1].

In healthcare infrastructures, medical cyber-physical
systems (MCPS) are personal monitoring devices that can
record and transmit multiple physiological signals [2]. The
most notable feature of MCPS is the feedback that interacts
with the physical environment. Data is provided to MCPS
through sensors, which feed into control algorithms to
manipulate actuators, changing the physical environment.

The integration of connected MCPSs has led to improved
diagnosis of various diseases, their treatment, and patient care
methodology [3, 4]. However, the introduction of such devices
has raised a number of cybersecurity-related issues.

The dependence of healthcare on these devices and their
various vulnerabilities requires the adoption of different
cybersecurity measures. Cyber resilience is a key objective that
will ensure that organizations can continue to operate during a
cyberattack on medical devices.

Dupont et al. (2023) [5] define cyber resilience as the
capacity to withstand, recover from, and adapt to external
shocks caused by cyber risks. Cyber resilience considers not
only information technology cybersecurity but also cyber risks.
It includes the interaction of people, devices, and algorithms.

MCPS vulnerabilities can lead to various risks, including
delays in patient care, device failure and shutdown, theft of
patient personal data, and claims for monetary gain, among
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others [6]. These can compromise healthcare operations, as
well as availability, confidentiality, and integrity [7].

The significant increase in vulnerabilities highlights the
need for robust measures and steps in ensuring MCPS
cybersecurity and cyber resilience [8].

1. CYBER RESILIENCE ISSUES OF MEDICAL CYBER-

PHYSICAL SYSTEMS

e Privacy protection is paramount for healthcare cyber
resilience [9]. DoS (denial of service) attacks, as well
as ransomware, can limit access to electronic health
records. The integrity of healthcare data can be
compromised due to disruption of wireless access to
medical devices.

e Cloud computing [10]. Despite the numerous benefits
of cloud computing in healthcare for data storage and
analysis, it may expose patient data to risk and raise
personal data protection concerns.

e Healthcare application security. The large volume of
healthcare data generated may lead to privacy and data
integrity breaches. To address these issues, improved
privacy policies and robust security measures are
needed to protect patient data.

e Human factor. Phishing attacks and weak passwords
increase insider threats and highlight the importance of
cybersecurity awareness among healthcare
professionals. Incorporating the human factor into
cyber resilience risk assessments is essential to
understanding and mitigating the impact of malicious
cyberattacks on healthcare.

11, CYBERTHREATS TO MEDICAL CYBER-PHYSICAL

SYSTEMS

The emergence of MCPS devices, both implantable and
wearable, has revolutionized healthcare [9]. With an expected
number of 50 billion connected devices by 2028, MCPS have
become indispensable tools for monitoring patient health.

Medical devices include cochlear implants, brain
stimulators, cardiac defibrillators, gastric stimulators, insulin
pumps, etc. [11]. Implantable medical devices have limited
resources. This limits the self-protection of such devices. Such
devices are often susceptible to buffer overflow when receiving
false signals. Pacemakers, mechanical ventilators, and kidney
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replacement devices can be completely disabled by
cyberattacks [12]. Most wearable devices are susceptible to
man-in-the-middle attacks [13]. An attacker can intercept
communications between a doctor and a patient and gain access
to confidential information (Fig. 1).
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Figure 1. MCPS architecture reflecting cyberthreat emergence points.

Software problems in healthcare facilities pose a risk and
can harm the patient. An example is the Therac-25 accelerator
failure [14]. In addition, a drug delivery machine can cause
critical availability issues [15].

The number of cyberattacks on healthcare has increased in
recent years [16]. Thus, one of the most recent incidents
occurred in the UK in 2024. Hackers attacked the company
Synnovis, which analyzes blood transfusions. The attack
occurred after malware was introduced into its IT system. The
virus blocked the entire system, and the attackers demanded a
ransom to regain control of the system.

V. VULNERABILITIES OF MEDICAL CYBER-PHYSICAL

SYSTEMS
A. Electronic health record vulnerabilities [17]:
e  Cross-site scripting;
e File inclusion;

e  HTTP response splitting;
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e  Control flow attacks;
o Reflection injection;

e Encryption and decryption issues related to patient
medical history information.

B. Some of the most well-known vulnerabilities in medical
devices include:

e Weak passwords.

e Command injection flaw. These attacks include SQL
injection.

e Insecure web interface. Attackers can use intrusive
methods to track users, leading to data leakage.

e No account lockout. Continuous generation of different
passwords allows attackers to access data.

Network vulnerabilities include:
e Unencrypted communications and data storage.

e Open ports. Although all ports are open by default,
security can be improved.

e Insecure network services have vulnerabilities related
to ransomware infections, such as Petya or NotPetya.

e Insecure cloud interface uses insecure protocols
without SSL (Secure Socket Layer) encryption, which
can allow an attacker to reset a password or search for
login credentials.

e Lack of authorization. Authorization is required to
access medical data and perform actions, no matter
how destructive.

V. CYBER RESILIENCE STANDARDS IN HEALTHCARE

The standards below describe contextual constraints that
need to be used in healthcare systems to provide cyber
resilience.

e NIST has released NIST SP 800-160, “Developing
Cyber Resilient Systems: A Systems Security
Engineering Approach,” which defines a set of cyber-
resilience techniques [18]. Each technique includes
standard methodologies and practices for developing
systems that are resilient to attack.

e The NIST SP 1800-1 [19] guide provides a
cybersecurity  reference design for healthcare
organizations. It considers the healthcare information
that caregivers exchange through mobile devices.

e ISO 27799:2016 focuses on the confidentiality,
integrity, and availability of healthcare data. It explains
the controls in ISO/IEC 27002 so that it suits the
cybersecurity of healthcare information.

e NIST SP 800-66r1 [20] supports the implementation of
the Health Insurance Portability and Accountability
Act (HIPAA). It concentrates on protecting the
cybersecurity properties of confidentiality, integrity,
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and availability for Electronically Protected Health
Information (EPHI).

e The ISO/IEC 27032:2012 guide describes how
cybersecurity is related to information, network,
internet, and critical infrastructure security.

e The NIST SP 800-82r2 [21] report presents threats and
vulnerabilities common to industrial control systems
and suggests mitigation controls for cybersecurity risks.

e The ISO/TR 22100-4:2018 report contributes to the
consideration and resolution of cyber threats that can
impact a system's safety.

e The ISO/IEC 27001:2013 standard addresses
cybersecurity risks, along with their assessment and
handling.

VI. MANAGING CYBERSECURITY RISKS IN MCPS

For optimal risk management, cybersecurity must be
proactive and multi-layered.

e Risk assessment enables the detection of potential
consequences of cyberattacks on critical MCPS data.

e Risk mitigation is possible through identification and
remediation of various vulnerabilities, including
patching processes, preventive controls, and incident
response protocols [9, 22].

e Monitoring. Continuous monitoring of MCPS using
modern security solutions enables rapid detection of
cyberattacks.

e Knowledge sharing and collective response to cyber
threats [9].

VII. APPLICATION OF ARTIFICIAL INTELLIGENCE

TECHNOLOGIES TO MCPS

Al-based methods widely use virtualization, remote big
data processing, various communication technologies, etc.
They are capable of ensuring cybersecurity and cyberresilience
of such systems from information-control cyber threats. The
following areas of Al application in healthcare can be
highlighted:

e Application of Explainable Artificial Intelligence
(XAI). Al will help in clinical decision-making, reduce
medical errors, and improve the quality of patient care
[23].

e Cognitive imagery and computer vision. Using
methods based on deep learning enriched with
cognitive approaches will improve the accuracy and
efficiency of diagnosis and treatment [24].

o Differential diagnostics involving additional data can
confirm or exclude hypotheses [25].

e Validation of decision support systems. Value-based
engineering is a proactive consideration of potential
risk in decision support systems for critical
applications [26].
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e Convergence of artificial intelligence systems.
Integrating linguistic and visual information is an
essential task in decision making [27].

VIII. CYBERSECURITY AND CYBER RESILIENCE

MEASURES FOR MCPS

Ensuring the cyber resilience and cybersecurity of MCPS
requires data analysis and the implementation of appropriate
measures to mitigate and limit the consequences of incidents
(Table I):

¢ Raising awareness.

e Implementing authentication, authorization, and audit-
based systems.

e Cryptographic key exchange between developers and
medical devices [28-30].

e  Wireless networks should be regularly tested and
updated.

e Using firewalls, routers, and network segmentation to
protect systems.

e Using a proxy server prevents attackers from
decrypting messages between devices [31].

e Disabling all unused ports.

TABLE I. MCPS THREATS AND MITIGATION MEASURES

Cyberthreat | Measures to prevent cyberattacks

Ransomware Zero trust architecture implementation,
multi-factor authentication,
privileged access management,

offline backup

Phishing spam filtering,
domain authentication protocols,

cybersecurity awareness

DoS leveraging proactive solutions,
effective response strategies,

software updates

Man in the
Middle

data encryption,

multi-factor authentication,

automatic updates on all devices and applications,
network traffic monitoring,

implementing secure protocols

IX. CONCLUSION

In this paper, the issues of ensuring the cyber resilience of
MCPS were studied. A brief study of cyberthreats to such
systems was also conducted. Standards for cyber resilience in
healthcare were provided. The use of artificial intelligence
technologies in MCPS was analysed. The article presented a
number of measures to ensure the cybersecurity and cyber
resilience of MCPS, which need to be addressed in the future.
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