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Abstract— In the context of digital transformation, the concept of
state sovereignty is acquiring new dimensions, with the notion of
cyber sovereignty becoming increasingly prominent. The
borderless nature of the Internet and its distributed network
architecture enable the rapid transmission of information beyond
national boundaries, thereby reducing the effectiveness of
traditional state control mechanisms. This study analyzes the
Internet environment across three layers Surface Web, Deep
Web, and Darknet and examines their impact on cyber
sovereignty. The findings indicate that these technological
characteristics complicate legal regulation and increase risks
related to information security, including disinformation,
manipulation, cyberattacks, and cyber threats. Consequently, the
issue of cyber sovereignty requires a comprehensive approach
that integrates legal, technological, and international cooperation
frameworks.
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I. INTRODUCTION

Information and communication technologies (ICT) have
driven a profound transformation of social, economic, and
political processes on a global scale. The Internet infrastructure
has evolved into the principal communication platform of
modern society, playing a critical role across a wide spectrum
of domains from public administration to economic activity. At
the same time, the global and borderless nature of the Internet
environment has introduced new challenges for national
security policies of states [1].

In Azerbaijan, the development of network technologies
and digital infrastructure has closely followed these global
trends. The country’s increasing integration into global digital
networks has made the issues of information security and cyber
sovereignty particularly relevant at the national policy level [2].

One of the widely employed concepts in contemporary
security discourse is that of cyber sovereignty. This concept
encompasses a state’s capacity to exercise legal and
technological control over its digital infrastructure, information
flows, and cyberspace. However, the distributed architecture of
the Internet, the transboundary movement of data, and the
dominant position of international technology platforms
complicate the practical implementation of this concept [3,4].

The concept of cyber sovereignty is closely linked to
questions of digital self-determination, wherein states seek to
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define and enforce the legal norms that govern their national
cyberspace. This includes not only the control of physical
infrastructure but also the ability to regulate digital content,
protect critical data assets, and respond to external cyber
threats in a timely and effective manner [3,4].

In recent years, the expansion of Darknet and Dark Web
environments has necessitated the development of new
approaches within national cybersecurity strategies. Due to
their  inherent  characteristics such as  anonymous
communication, multilayered cryptographic mechanisms, and
decentralized network structures these environments require
more sophisticated technical and legal frameworks for effective
governance and monitoring [5,6].

Il. THE PROBLEM OF CYBER SOVEREIGNTY iN THE DiGIiTAL

SPACE

One of the fundamental characteristics of the Internet
environment is its reliance on a distributed network
architecture. The Internet is a global communication system
that lacks a centralized governing authority and has emerged
through the interconnection of thousands of autonomous
networks. This structure operates on the basis of the following
technological principles:

TCP/IP protocols;

e apacket-switched data transmission model.

Within the packet-switched model, data are segmented into
smaller units (packets) and transmitted across the network via
multiple routing paths. These data packets traverse the network
infrastructures of different countries, with their routes
dynamically adjusted in real time through routing mechanisms.
While this feature enhances the resilience and flexibility of the
Internet, it simultaneously constrains the ability of states to
exercise comprehensive control over information flows.

From the perspective of cyber sovereignty, one of the key
challenges lies in the regulation of cross-border data flows.
Information resources created or hosted in one country may be
distributed through servers located in other jurisdictions. This
significantly complicates the enforcement of national
legislation and the implementation of legal regulatory
frameworks [7].

The jurisdictional ambiguity inherent in cross-border digital
activity creates a significant gap between the theoretical scope
of national law and its practical enforceability. When
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cybercriminal activities originate from servers hosted in
jurisdictions with differing or absent legal frameworks, states
face substantial obstacles in pursuing prosecution and
accountability [7].

Moreover, the growing influence of global technology
companies within the digital ecosystem exerts a considerable
impact on state information policies. As social networks and
international platforms manage vast volumes of data and
communication flows, the regulation of their activities has
become an essential component of the cyber sovereignty
agenda [8,9].

THE DEVELOPMENT AND IMPLICATIONS OF CRYPTOGRAPHIC
TECHNOLOGIES

Cryptography plays a pivotal role in ensuring the security
of digital communication systems. Modern Internet
infrastructure relies on a variety of cryptographic protocols to
safeguard the confidentiality and integrity of data.

The widespread application of cryptographic methods is
essential for maintaining information security within the digital
environment. In this context, the following technologies are
extensively utilized:

Tor and I2P — enable the transmission of network
traffic through multilayered encryption mechanisms,
thereby preserving user anonymity;

VPN and proxy services — allow data flows to be
routed through alternative pathways, enhancing
privacy and access flexibility;

Cryptocurrencies and blockchain technologies — ensure
the security of financial transactions through
cryptographic algorithms;

End-to-End encryption — guarantees that data can only
be accessed by the communicating parties, namely the
sender and the intended recipient [10].

Nevertheless,  the  proliferation ~ of  anonymous
communication technologies may pose certain challenges for
law enforcement agencies. In some instances, these
technologies can be exploited to conceal cybercriminal
activities and facilitate illicit operations. Therefore, achieving
an appropriate balance between privacy and security remains a
critical objective within cybersecurity policy frameworks [3].

From a policy standpoint, the dual-use nature of
cryptographic technologies poses a dilemma for regulatory
authorities. While strong encryption protects citizens’ rights
and secures sensitive communications, the same mechanisms
can shield malicious actors from detection. Effective
cybersecurity governance must therefore address this tension
through nuanced legal frameworks rather than blanket
restrictions on cryptographic tools [3,11].

IV. STRUCTURAL LEVELS OF THE INTERNET
ENVIRONMENT

The Internet environment can be categorized into several
fundamental layers based on its functional characteristics
(Figure 1). These layers include:

e Surface Web — the publicly accessible segment of the
Internet, comprising web resources indexed by search
engines. This layer is used daily by the vast majority of
users and represents the most visible part of the online

ecosystem.

Deep Web — a segment of the Internet that is not
indexed by search engines but includes legitimate and
functional online services. This layer encompasses
banking systems, email services, academic databases,
and corporate information systems. The Deep Web
constitutes the largest portion of the overall Internet
infrastructure.

Darknet — an environment that operates through
specialized software and anonymous network
protocols. Within this layer, both user and server
anonymity are ensured through advanced technological
mechanisms, and access is not possible via standard
web browsers [5].

Visible & Indexed ——

Private & Unindexed —> Deep Web

Figure 1. Structural layers of the internet environment

V. TECHNOLOGICAL CHARACTERISTICS OF THE DARKNET AND
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DARK WEB ENVIRONMENT

From a technological perspective, the Darknet is based on a
parallel network model that operates on top of the existing
Internet infrastructure. While it utilizes the conventional
TCP/IP framework, it incorporates alternative protocols and
advanced encryption mechanisms [5,10].

One of the core technologies underlying the Darknet is the
principle of onion routing. Within this model, data packets are
transmitted through multiple intermediary nodes, with separate
layers of encryption being decrypted at each stage. As a result,
no single network node can fully determine both the origin and
the final destination of the transmitted data (Figure 2) [6,10].

The Dark Web, in turn, represents the web-based
environment operating on Darknet infrastructure. Resources
within this environment function through alternative domain
systems, such as .onion, and are accessible exclusively via
anonymous networks [6].
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Figure 2. Onion routing mechanism

Anonymity is not only a defining characteristic of this
environment but also a critical technological element that
ensures its resilience and continuity.

The Tor network, as one of the primary access gateways to
the Dark Web, currently comprises thousands of relay nodes
distributed across numerous countries. This geographic
dispersion makes it technically infeasible to disable the
network through action against any single point, further
reinforcing its resistance to state-level intervention and content
control [6,10].

VI. THREATS POSED BY THE DARKNET ENVIRONMENT

In certain cases, the Darknet environment may be exploited
for cybercriminal activities. Instances such as the dissemination
of malicious software, the emergence of illicit marketplaces,
and the provision of illegal services have been observed within
this domain [12].

Furthermore, radical groups and terrorist organizations may
utilize anonymous communication channels to exchange
information. For individual users, risks include data breaches
and the unauthorized circulation of personal information [13].

For these reasons, the Darknet environment presents
significant challenges not only from a technological standpoint
but also in terms of legal regulation and national security [3,7].

Research indicates that a notable proportion of Darknet
activity is associated with cybercrime ecosystems, including
the trade of stolen credentials, exploits, and ransomware-as-a-
service offerings. Hacker forums operating on Dark Web
infrastructure serve as coordination platforms where threat
actors share tools, exchange intelligence, and recruit
participants for targeted attacks against both private and
governmental entities [12,13].

Technological Response Models of States

Different states adopt diverse approaches to addressing
cybersecurity challenges. For example, China regulates
information flows through the “Great Firewall” system, which
is based on extensive Internet control mechanisms. This system
employs technologies such as IP blocking, DNS filtering, and
traffic analysis [14].

The European Union adopts an approach grounded in legal
and institutional mechanisms in the field of cybersecurity. In
this context, the NIS2 Directive (Network and Information
Security Directive 2) aims to establish unified cybersecurity
standards across member states [11].

Estonia, on the other hand, implements a model based on a
digital state framework, placing particular emphasis on
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cybersecurity through electronic identification systems and
robust national digital infrastructures [4,14].

Azerbaijan, in alignment with broader regional trends, has
formalized its approach to information and cybersecurity
through the adoption of the State Strategy on Information
Security and Cybersecurity for 2023-2027. This strategic
document defines national priorities for the protection of
critical information infrastructure, the development of
cybersecurity competencies, and the promotion of international
cooperation in the digital domain [14].

These diverse national approaches underscore the absence
of a universally accepted model for cyber governance.
International  cooperation, information sharing between
national cybersecurity agencies, and the development of
harmonized legal standards remain essential components of
any effective global response to the challenges posed by the
Darknet and anonymous network environments [3,11].

CONCLUSION

The analysis demonstrates that the Darknet and Dark Web
environments constitute complex components of the broader
digital security ecosystem. While they expand the possibilities
for anonymity and privacy, they simultaneously introduce new
challenges to state cyber sovereignty policies [5,6].

The distributed architecture of the Darknet, its layered
encryption mechanisms, and its global node infrastructure
enable it to function as a technologically resilient and adaptive
system. Consequently, the complete restriction or elimination
of this environment is considered impractical [10].

Looking ahead, the development of cybersecurity strategies
should be based not solely on control mechanisms but also on a
balanced approach. Such an approach must integrate the
protection of user privacy, the strengthening of international
cooperation, and the implementation of innovative
technological solutions [3,4].

For states such as Azerbaijan, this balanced approach is
particularly relevant given the country’s ongoing digital
transformation and its strategic positioning at the intersection
of European and Asian digital corridors. Strengthening national
cybersecurity capacity while engaging actively in international
frameworks will be essential to effectively address the evolving
threat landscape associated with Darknet and Dark Web
environments [2,14].
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