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Xulasa

Mogalada AES sifralomasinin asas totbigini tamin edoan va tohliikasizlik praktikalari olan agar
toromodon istifado gaydalari nozardon kegirilir. O, Python proqramlarinda AES sifralomasinin idars
edilmasinin asas anlayiglarini basa diismak G¢lin nimuna taqdim edir. Bu skript AES sifralomasinin
osas anlayiglarini anlamaq istoyan tortibatgilar vo havaskarlar tigiin baslangic baladgisi kimi xidmat
etmoklo AES sifralomasinin prinsiplarini basa diismok ragemsal diinyada moxfilik va butévliyi
tomin etmok Gi¢tin cox vacibdir.

Python programlarinda AES sifralomasindon istifads tokca tohlukasizlik todbiri deyil, hom do
hossas molumatlari icazesiz girisdon qorumaq Vo istifadogi moxfiliyini tomin etmok (g¢iin vacib
tocriibadir. Texnologiya inkisaf etdikco, AES kimi mohkom sifraloma tisullarinin biliklari va tatbiqi
hossas molumatlarin qorunmasi ti¢iin agardir.

Python-da AES sifrolomosino dorindon nozor salmagla, tortibatgilar totbiglorinin
tohllikasizliyini giclondirmak vo bununla da hassas molumatlarin idars edilmasinds inami va
etibarlilig1 artirmagq ti¢iin tachiz olunurlar. Bu natics igin asas mogamlarini timumilagdirir, Python-da
AES sifralomasinin shamiyyatini vo molumat tohlukasizliyinin guclandirilmosinds shamiyyatini
Umumilogdirir.

Ilham Jabrailov
Aydan Hummatova
Implementing Advanced Encryption Standard (AES)
Using Python Libraries
Abstract

This article discusses the rules of key derivation that provides the basic implementation of
AES encryption and the security techniques. It provides an example to understand the basic concepts
of AES encryption processing in Python programs. This script serves as a guide for beginner
developers and enthusiasts who want to understand the basic concepts of AES encryption, as
understanding the principles of AES encryption is crucial to ensure confidentiality and integrity in

the digital world.
Using AES encryption in Python programs is not only a security measure but also an important
practice to protect sensitive data from unauthorized access and ensure user privacy. As technology
advances, knowledge and implementation of strong encryption techniques like AES become key to

protecting sensitive data.
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By learning AES encryption in Python in detail, developers will be able to strengthen the
security of their applications, thereby increasing the trust and reliability of sensitive data handling.
This conclusion summarizes the main points of the paper, generalizes the importance of AES
encryption in Python and its implications for enhancing data security.

HNabxam xabpaunsion
Aiinan 'ymmartoBa
Peanu3zauus crangapra pacmupernHoro mudposanus (AES)
¢ MCMoJIb30BaHueM oubauoTexk Python
AHHOTaNUA

B crarbe paccmaTpuBaroTcs npaBuiia UCIOIb30BAaHUS JEPUBALIMU KIIt0Ua, 00ECIIeUrBaOIIEn
6a3oByto peanuzanuio mudpoanus AES, a takxke mertoasl obecniedyeHus OezomacHoctu. B Hem
MPEJCTaBICH MPUMEpP ISl MOHMMAaHWS OCHOBHBIX KOHLENIHHA o0paboTku mudpoBanus AES B
nporpammax Ha Python. DTOT ckpunT Ciy’KUT pyKOBOJACTBOM JUIsl HAUMHAIOIIUX Pa3pabOTUYNKOB U
SHTY3UACTOB, KEJIAIONIUX MMOHITHh OCHOBHBIE KOHIENUH mudpoBanus AES, MockoapKy noHUMaHHue
npuHuunoB  mudpoBanus AES  umeer  pewaromee  3HadeHHe sl oOecredyeHus
KOH(HIESHIINATHLHOCTH U IIETIOCTHOCTH B HU(PPOBOM MHpE.

Hcnonb3oBanue mudpoBanus AES B nporpammax Python — 310 He Tonpko Mepa
0€30macHOCTH, HO M BaXHAs TMPAKTHKA 3allUThl KOHQWACHIMAIBHBIX  JaHHBIX  OT
HECAHKIIMOHMPOBAHHOTO JI0CTyNa U obecrieueHust KOHPHUISHIIMAIBLHOCTH NoJb30oBaresnei. [lo mepe
Pa3BUTHs TEXHOJIOTHI 3HAHUE W BHEIPEHUE HANCKHBIX METOAOB IU(ppoBaHUs, Takux Kak AES,
CTaHOBSITCS KJIIOYEBBIMU JUIs 3aLUThl KOH(UAECHIMAIbHBIX TaHHbIX.

[Mogpo6rno m3yunB mmdpoBanune AES B Python, pazpaGorumku momydaT BO3MOXKHOCTB
YCUJIUTh O€30HaCHOCTh CBOMX MPUJIIOKEHHUH, TE€M CaMbIM IIOBBICUB JIOBEpUE U HAJIEKHOCTb
00paboTKN KOH(UIEHIIMATBHBIX JaHHBIX. B 9TOM 3aKi1I04€HNN CyMMUPYIOTCSI OCHOBHBIE MOJ0XKEHUS
paboTbl, 0606maercs BaxHOCTh ImM¢ppoBanuss AES B Python u ero 3HadeHue ans ycuiaeHus
0€30MacCHOCTH JJaHHBIX.

Acar sozlar: Sifralomo, tohliikasizlik, kodlasdirma, informasiya, simmetrik sifrolonmao.

Keywords: Encryption, Security, Coding, Information, Symmetric Encryption.

KiroueBbie caoBa: IlludpoBanue, Oe3omacHOCTb, KOAWpPOBaHHME, HH(OpMaLus,
CUMMETPUYHOE IU(PPOBaAHHE.

Giris

Mdasir bir-biri ilo alagali diinyada hassas molumatlarin qorunmas: béyik narahatliq dogurur.
Sifraloma, molumatlarin oxunmaz formata ¢evrilmasi prosesi moalumatlarin tohliikasizliyini tamin
etmok Uglin tomal masalalordan biridir. Bu sahads iki asas sul, simmetrik va asimmetrik sifroloma
boyuk ohomiyyat kasb edir. Moagalo Qabagcil Sifrolomo Standartina (AES), onun rejimlarina vo
onlarin Python programlasdirmasinda tatbiglarina diggot yetirarak bu sifralomas tsullarini arasdirmag
mogqsadi dasiyir. Bunun uglin muslliflor tarofindan yeni algoritm verilmis vo Python proglasdirma
dilinds kodlasdirilmigdir.

Simmetrik va asimmetrik sifralonma nadir, neca islayir?

Simmetrik sifrolonma dedikdo moalumatin sifrolonmasi vo desifrasiya olunmasi tigiin eyni
acardan istifado olunur. Simmetrik sifrolonmadon istifadonin stln toroflori oldugu qodor
funksionalliq baximdan catismayan toraflorido mévcuddur. Ustiin toraflorinden bohs etsok ilk dnca
prosesin siratli olmas: galir. Bundan basga sifro kiminsa olina ke¢modiyi middatco malumatin

tamligint vo maxfiliyini gorumag mumkun olur. Moanfi toraflorina galdikds iso sifralorin saxlanmasi
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emal olunmasi tigiin bir sistem qurmaq ¢ox ¢atindir. Yani har bir molumat axisi tigiin forgli acarlardan
istifado edilir. Digar monfi torafi molumatin kim torafdon gondarildiyini tasdiglomak olmur.

Asimmetrik sifrolomads iss iki oadad acardan istifados olunur. Public va v acarlar. Public acarla
sifrolonmis molumat yalniz homin public agara uygun, private agar ilo iso desifrasiya etmok olur.
Burada asas niians private acardan public acar slds etmok asan oldgu halda aksina amaliyyat: etmok
demoak olar mimkinsuzdir(illorlo vaxt lazimdir). Asimmetrik sifrolonmoanin mdisbat torafloring
galdikds molumatin tamligi, malumatin kim torafdon géndorildiyini tasdigloms vo acar distribution
(acar paylasimi) mahitinin olmasidir. Manfi tarafina galdikda isa amaliyyatlarin yavas olmasidir.

Indi iso galin https qosulma zamani prosesin neco getdiyino baxaq. Forz edok ki hansisa bir
sayti browser (izarindon agmaga cohd edirik.

1. Brouzer Uzarindo saytin adini yazirig DNS serverlor hamin saytin IP Gnvanini bizo geri
ddndorir va biz hamin saytin serverina qosulmag tgun miracist edirik.

2. Homin Web sayt bizo 6z sertifikati ilo public acarini géndorir.

3. Biz homin sertifikatin hagiqgiliyini yoxlayirig. Serifikatin hagiqgiliyini yoxlamaq dgiin
homin sertifikatin hansi root CA tarafindon imzalandigina baxirig. ©gor hamin root CA bizim trusted
root CA siyahimizda varsa buna giivonirik. Yoxdurda browserds untrusted root CA torofindon
imzalandig1 ilo bagl bildiris goracayik.

4. Daha sonra homin web saytin bizo gondardiyi “public” agar ilo sifrolonmis secret agari-i
qars1 torofo gondaririk. Homin Web sayt 6z public acari ilo imzalanmis molumati “private” agari ilo
acir vo “secret key”i olds edir. Daha sonra bu secret key ila tohliikasiz kanal yaradib malumat axinina
start verir. Sonda har ikisinds secret key oldugu ti¢iin har iki tofof molumati desifrasiya edo bilirlor.

Metodlar

Informasiya tohllikesizliyini tohdidlordon gqorumaq dclin  mioxtalif iisullar islonib
hazirlanmigdir. Mogalodo kodlagsdirma nozariyyassindon vo pyhton programlaindan istifados
olunmusdur.

Pythonda AES-nin tatbigi: Program taminas dastayi

Python-un cryptography kitabxanasi AES sifrolomasini vo onun muxtslif rejimlorini hoyata
kecirmok (gun dostok verir. Bu kitabxana AES sifrolomo omaliyyatlarini yerino yetirmok Uglin
tokmillagdirilmis funksiyalar toklif edir vo mixtalif rejimlordon istifado edoarak tohliikasiz malumat
sifrolomasi c¢un istifads edilo bilor. Bu, tortibatgilara tohliikasizlik yoniimlii proqramlari inkisaf
etdirmok Ucun alat toqdim edir. Tadgiq olunan masals tigiin asagidaki kod yazilmisdir,

from Crypto.Cipher import AES
from Crypto.Random import get random bytes
from Crypto.Util.Padding import pad, unpad
import hashlib
class AESCipher:
def init (self, key):
self.key = hashlib.sha256 (key.encode ('utf-8")) .digest ()
def encrypt (self, data):
iv = get random bytes (AES.block size)
cipher = AES.new(self.key, AES.MODE CBC, iv)
encrypted = cipher.encrypt (pad(data.encode('utf-8'), AES.block size))
return iv.hex () + encrypted.hex()
def decrypt (self, data):
iv = bytes.fromhex (data[:32]) # Assuming the IV is 16 bytes (32 hex
characters)
ciphertext = bytes.fromhex (data[32:])
cipher = AES.new(self.key, AES.MODE CBC, iv)
decrypted = unpad(cipher.decrypt (ciphertext), AES.block size)
return decrypted.decode ('utf-8")
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def encrypt file(self, input file, output file):
with open(input file, 'rb') as file:
plaintext = file.read()
iv = get random bytes (AES.block size)
cipher = AES.new(self.key, AES.MODE CBC, iv)
encrypted = cipher.encrypt (pad(plaintext, AES.block size))
with open(output file, 'wb') as file:
file.write(iv + encrypted)
def decrypt file(self, input file, output file):
with open(input file, 'rb') as file:
ciphertext = file.read()
iv = ciphertext[:AES.block size]
cipher = AES.new(self.key, AES.MODE CBC, iv)
decrypted = unpad(cipher.decrypt (ciphertext[AES.block size:]),
AES.block size)
with open(output file, 'wb') as file:
file.write (decrypted)
if name == ' main ':
print ('----Options----")
print ('l. Encrypt/Decrypt String')
print ('2. Encrypt/Decrypt File')
choice = input('Enter your choice (1 or 2): ")
password = input ('Enter the password: ')
aes_cipher = AESCipher (password)

if choice == '1"':

print ('----Encryption----")

message = input ('Enter the message you want to encrypt: ')

ciphertext = aes_cipher.encrypt (message)

print ('Ciphertext:', ciphertext)

print ('\n----Decryption----")

ciphertext input = input('Enter the ciphertext (in hexadecimal format): ')
decrypted message = aes cipher.decrypt (ciphertext input)

print ('Decrypted Message:', decrypted message)

elif choice == '2"':

print ('----File Encryption----")

input file = input('Enter the input file name: ')

output file = input ('Enter the output file name for encrypted content: ')

aes cipher.encrypt file(input file, output file)

print ('File Encrypted Successfully!')

print ('\n----File Decryption----")

input file = input('Enter the input file name for decryption: ')

output file = input ('Enter the output file name for decrypted content: ')
aes cipher.decrypt file(input file, output file)

print ('File Decrypted Successfully!')

else:

print ('Invalid choice. Please enter either 1 or 2."'")

Let’s show the implementation of program using example below.

In the example below,the word “Turkan” is entered into the program to be
encrypted. The Enter button is clicked, and as a result, we obtain the encrypted
from of the word “Turkan”. To verify the program, we re-enter the encrypted form

into the program, and this time, we see the word “Turkan” on the screen as the
result. Thus, the program performs its task correctly.

Example:

----Decryption----

Enter the ciphertext (in hexadecimal format) :
e768f54efb345aa6038187c74bcdfe7aeccasc2f802a8e446ab9868dc9ab88c3f

174



11.04.2025
“Miiasir incasanat makaninda siini intellekt: problemlar va perspektivior” Beynalxalq elmi-nazari konfrans
‘Artificial Intelligence In The Space Of Contemporary Art: Problems And Prospects’ International Scientific and
Theoretical Conference
«Hcxkyccmeennulii unmeniekm ¢ RPOCMPAHCHIEE COBPEMEHHO20 UCKYCCIEA: NPOOIEMbL U REPCHEKMUBHL)
Mesxcoynapoonan nayuno-meopemuyieckasn Kongepenyus

Decrypted Message: Turkan

PS C:\Users\User>

As it is seen the word Turkan is encrypted with
e768f54efb345aa6038187c74bcd4fe7aeccab62£802a8e446ab9868dc9ab88c3f

and decrypted.

It is possible to encode any large amount of information with the presented
algorithm, using the presented algorithm.

Notica

Informasiya ehtiyatlarinin tohliikesizliyinin tomin edilmosi lokal vo global informasiya
sobokalarinds dovr edon informasiyanin hiss olunacaq doracads effektivliyinin artmasina, tamliginin,
hoagigiliyinin vo moaxviliyinin tomin edilmasino sabab olur. Bunun ugiin midafiysa obyektlori,
informasuyanin qorunma fisullari, yayilmadan qorunmasi, miidafiys vasitalori komplekslorini,
onlarin texniki vo program vasitalorino va s kimi mosalolors diggat yetirmok lazimdir. Xiisusi halda
mogalads ananavi qorunma tsullarindan fargli olarag yeni qorunma sul toklif edilmis va onun
alqoritmi vo program tominati islonmisdir.

Mizakira: Texnologiya vo onlayn qarsilighh olagesi ilo doymus miiasir diinyamizda
kibertohlukasizliyin shomiyyati virtual mokanin hiidudlarin1 asir vo hor birimizo glndslik
hoyatimizda tosir edir. Hoyatimiz hamisokindon daha ¢ox rogamsal dovrlo garisir, burada soxsi
molumatlar1 paylasir, maliyys omoliyyatlari icra edir va birbasa cihazlarimizin ekranlar1 vasitasils is
apaririq. Bununla bels, bu rogomsal tokamul tokco faydalari ilo deyil, ham do tohlukasizliyimizi poza
bilocok global tohlikalori do gatirir. Ona goroads informasiya tohliikasizliyi masalalorinin todqigi
homiso aktualdir. Magalonin naticalori Azarbaycan Texniki Universitetinin “Miihondis riyaziyyati vo
siini intellekt” kafedrasinin elmi seminarlarinda miizakirs edilmisdir.
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