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The deliberate attempt to defeat the function of a biometric system is referred to as
“spoofing”. “Biometrics” is defined as “automated recognition of individuals based on their
behavioural and biological characteristics”[1], so the function of a biometric system is to
recognize individuals. Biometric systems can be of two types: those designed to confer benefits
or services only on those recognized (such as access to secure spaces or bank accounts), and
those designed to confer benefits or services only on those not recognized (such as for
prevention of issuance of multiple identity documents to the same individual, or the denial of
border crossing benefit to those on “watchlists™). Consequently, spoofing can take either of two
forms: the deliberate attempt to be recognized by an individual who is not known to the
biometric system; and the deliberate attempt to not be recognized by an individual who is
known.

Most of the literature on biometric spoofing has considered only the first form. Attackers
have traditionally been referred to as “impostors”, commonly defined as “a person who assumes
a false identity in order to deceive or defraud” [2]. This definition seems to apply better to
attackers attempting to be recognized when they should not be, than it does to attackers seeking
not to be recognized when they should be. Some have suggested that “impostor” should be used
for attackers attempting to be recognized as someone else and “identity concealer” used for
attackers attempting not to be recognized at all. For lack of better terminology, we will adopt
those terms here.

Today the recognition of an individual based on physiological and behavioral
characteristics is applied as a primary means of authentication in many areas. Most countries are
in the process of adding biometric characteristics to government issued identification
documents, particularly passports, and it is expected that biometric technologies will be applied
even more widely in the future. We can anticipate that attacks on these systems will follow their
proliferation. Therefore, in addition to improving new technologies in biometric identification,
developing new methods for securing them against “spoofing” of either type is equally
important.

Identity Concealers

Although the automated recognition of individuals dates only to the 1960s, human
recognition based on biological measurements dates to the 1880s [3]. These early applications
were generally of a forensic nature, so attackers sought to avoid recognition. John Dillinger, a
famous US bank robber in the 1930s, underwent plastic surgery to repair a scar on his face and
used acid to intentionally damage his fingerprints, with the hope that police would not be able to
recognize him. Figure 1 shows his damaged fingerprints. After his death, an internal memo
within the Bureau of Investigation (soon thereafter renamed the “Federal Bureau of
Investigation) stated that “...the changes made on these impressions were not of such a
character that identification could have been defeated since each and every impression reveals
sufficient characteristics to establish an identification through the conduct of necessary
‘reference’ searches” [4], but we don’t know if the damage would have been extensive enough
to fool an modern automatic fingerprint recognition system (AFIS).

John Dillinger was an extreme case of an identity concealer criminally-motivated to make
permanent and (probably) painful changes to his biometric characteristics. With the
development of AFIS, particularly those for use in social service applications to prevent
multiple enrollments by one individual, identity concealers learned to take less permanent and
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less painful changes to their fingerprints, such as by covering them with bandages or applying
“super glue” to the ridges. Identity concealers seeking to avoid recognition by iris systems have
used pupil dilation drugs such as tropicamide, while those avoiding face recognition systems
have worn hats and sunglasses.
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Impostors

The use of artificial fingerprints by impostors has been known within the forensic
community since 1931, with one early paper on impostor fingerprints dating to 1904 [5]. The
1971 James Bond movie, “Diamonds are Forever”, shows James using latex fingerprints to
impersonate a “Peter Franks”. Work on understanding the vulnerabilities of automated
recognition technologies to impostor attacks dates to this 1970s time period [6-8]. Over the last
decade, there have been many highly publicized government, academic and commercial reports
documenting successful laboratory impostor attacks on face, iris and fingerprint systems [9-13].

Defenses Against Spoofing

These different forms of attack, by identity concealers or impostors, require different
forms of defense. There are technical approaches to detecting some forms of concealment. Iris
recognition algorithms have been developed and implemented to detect excessively dilated
pupils [14,15]. The NIST Fingerprint Image Quality algorithm can detect incoherent fingerprint
ridge patterns [16]. Failure of the detection/segmentation algorithm in a face recognition system
may indicate concealment of the face. But the best approach to detecting identity concealers
may be supervision of the biometric sample capture process. This is a reasonable solution
because applications denying services based on recognition, such as social service benefit
application or border crossing “watchlists”, are generally supervised anyway. Detected
concealment of biometric characteristics can be used as a basis for service denial. Even if some
forms of concealment, such as bandaged fingers, are not necessarily evidence of deception,
services can be denied until good biometric samples can be acquired. All of this, however,
understates the complexity of the problem of differentiating poor from intentionally concealed
biometric characteristics. Careful policies will need to be created with the acknowledgment that
some individuals may be wrongly denied services.

The problem of detecting impostors can also be addressed through supervision of the data
capture process. However, one of the perceived advantages of using biometrics in systems
conferring benefits on those recognized, such as access control, is that supervision is not
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required. Why place a hand geometry system on a door to a secure space if a door supervisor
will be required anyway?

It is sometimes suggested that impostor attacks might be mitigated through “liveness
testing” — assuring that the biometric characteristic is presented by a living person [17]. Around
1993, the 3M Corporation began developing a biometric system accepting “fingerprint, palm
print, voice print (or) retinal” patterns only from an “individual that is not incapacitated,
dismembered, or deceased” by using “pulse rate, electrocardiographic signals, spectral
characteristics of human tissue, percentage oxygenation of blood, bloodflow, .... electrical
property of skin, blood pressure, differential blood volumes, and combinations thereof” [18]. By
1997, 3M had widely demonstrated a well-designed prototype, known as “Blackstone”, but
determined that there would be no market for such a system, which was expected to cost around
US$20,000. In 2000, van der Putte and Keuning showed that even the best of these “liveness”
detection methods can be defeated through the cleaver application of physics [19].

Although “liveness” detection can differentiate between live and dead individuals, it
cannot differentiate between impostors and legitimate users of a biometric system. Both are
alive. Although the 1971 James Bond example was fictional, it is now be possible to construct a
fingerprint pattern as thin as the blood-free epidermis to cover a live finger. The problem of
detecting impostors is much more difficult because it requires differentiating an artifact or
artificially trained pattern from a naturally occurring biometric characteristic. Impostors who
train themselves to produce the signature hand movements of another person will not be
detectable by a dynamic signature recognition system, even one capable of determining
“liveness”. Therefore, there can be no universal solution to the problem of detecting impostors.
Differentiation of artifacts or trained behaviors will require solutions targeted at each impostor
technique. Indeed, much recent work in impostor detection has been aimed at very particular
forms of attack [20-23].

Testing Security

There have been several attempts over the last decade to develop a standardized approach
to “vulnerability assessment” — determining the likelihood that a biometric system could be
defeated by a “spoofing” attack. One set of attempts by the US, Canadian, German and UK
governments was to develop a biometric test methodology within the 1ISO 15408 framework for
evaluating information technology product security known as “Common Criteria”. Another
approach to “non-Common Criteria” security evaluation was the attempt by the international
standards community to develop “A Framework for Security Evaluation and Testing of
Biometric Technology” known as ISO/IEC JTC1 SC27 NP 19792. Although there was one
Common Criteria evaluation of a biometric device in the 1999-2001 time period (a BioScrypt
fingerprint system), neither of these approaches have advanced over the last few years because
of the cost and time required to organize and complete such tests. The time scale of a thorough
vulnerability assessment can easily be greater than the commercial life of a biometric product.

Nonetheless, a vulnerability testing methodology should be developed in accordance with
the general scheme of testing methodologies, such as the ISO/IEC 19795 series of biometric test
standards. The methodology must begin with a listing of possible methods of successful attack,
then consider the time/cost/ level of expertise to develop each attack, the time/cost/level of
expertise required to implement each, and the probability of success. Once possible attack
methodologies against a particular device are known, mitigation efforts can be made against
those most likely for success in any planned application. Such information is obviously
sensitive, as we would not like to publish or post on-line a recipe book for attackers.

Although it is not possible to make a biometric system which is totally secure against
spoofing attacks, anti-spoofing measures and preparation of more and better testing with a
practical methodology can reduce their possibility and lead to more secure technologies.
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