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Abstract— The development of digital technologies has 

significantly transformed the nature of evidence and its use in 

criminal proceedings. This study examines the legal and 

institutional challenges of digital forensics, focusing on 

proportionality, reliability of evidence, jurisdiction, technological 

oversight, and artificial intelligence. The research is based on 

doctrinal and comparative legal methods. The analysis 

demonstrates that the existing legal framework does not fully align 

with technological capabilities, creating risks for legal certainty, 

reliability of evidence, and fair trial guarantees. To address these 

challenges, the study proposes a legally integrated model that 

conceptualizes digital evidence within a unified and systematic 

legal framework. 
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I. INTRODUCTİON  

The rapid development of digital technologies has 
significantly affected the nature of the evidentiary system and its 
mechanisms of application in criminal proceedings [1]. A 
substantial portion of the information used in modern criminal 
investigations is no longer created, stored, and transmitted in a 
physical environment, but rather within digital platforms. This 
transformation is not limited to an increase in the types of 
evidence; it also reshapes the rules governing the collection, 
preservation, evaluation, and admissibility of evidence before 
courts [2]. 

Traditional criminal procedural law has been based on the 
stability and observable characteristics of physical evidence. 
However, digital evidence possesses a fundamentally different 
ontological nature. It is inherently changeable, easily 
reproducible, and dependent on technical systems. These 
features complicate the application of classical legal categories 
and necessitate their adaptation to the digital environment [2]. 
For instance, investigative measures such as search and seizure, 
originally designed for physical objects, may lead to excessively 
broad intrusions into private life when applied in digital contexts 
[3]. At the same time, the determination of evidentiary 
authenticity is no longer linked to a physical carrier, but rather 
to the technical integrity of the data. 

This transformation requires a reconsideration of law not 
only at the normative level but also at the institutional and 
technological levels. Digital forensics should no longer be 
viewed merely as a technical field of expertise, but as a domain 
that plays a significant role in the formation of legal decisions. 

Within this system, legal norms, technical protocols, and 
algorithmic tools interact with one another [4]. 

In the Republic of Azerbaijan, recent amendments to 
criminal procedural legislation may be regarded as important 
steps toward the recognition of electronic evidence and the 
establishment of procedures related to digital data [5]. 
Nevertheless, the existing approach still lacks a systematic 
character and does not provide a comprehensive model 
regulating the legal regime of digital evidence. 

In this context, the aim of this study is to analyse the legal 
and institutional challenges of digital forensics across five key 
dimensions: 

● legality and proportionality; 

● chain of custody and authenticity of evidence; 

● jurisdiction and digital sovereignty; 

● code-based regulation; 

● artificial intelligence and algorithmic transparency. 

Relying on doctrinal and comparative legal methods, the 
study examines national legislation in light of international 
legal standards and academic approaches. The main thesis of 
the research is that the effective and legitimate use of digital 
evidence cannot be ensured solely by expanding technical 
capabilities, but also requires strengthening constitutional 
safeguards, procedural transparency, and institutional 
accountability. 

II. LEGAL AND INSTİTUTİONAL CHALLANGES IN DIGITAL 

FORENSIC  

The challenges associated with digital forensics are not 
limited to technical issues alone. The difficulties arising in this 
field also have a direct impact on the application of fundamental 
principles of criminal procedural law. The collection, 
preservation, and evaluation of evidence in digital 
environments do not fully correspond to classical legal 
approaches, giving rise to a number of new challenges. The 
analysis conducted demonstrates that the legal regime of digital 
evidence faces difficulties in several key areas. These 
challenges are particularly evident in defining the limits of state 
interference and in applying the principle of proportionality. 

2.1. Principles of Legality and Proportionality in the Collection 
of Digital Evidence 

The collection of evidence in the digital environment 

DOI: 10.25045/forensic.gov.2026.78 

https://doi.org/10.25045/forensic.gov.2026.78


“Kibertəhlükəsizlik və rəqəmsal  kriminalistikanın aktual problemləri” respublika elmi-praktiki konfransı, Bakı, 03 iyun 2026-cı il 

408 

represents one of the most sensitive issues in criminal 
procedural law. Under the traditional approach, investigative 
measures such as search and seizure are carried out in relation 
to physical objects. However, the characteristics of digital 
devices and information systems complicate the application of 
these rules. For this reason, the application of the principles of 
legality and proportionality in the digital context becomes 
particularly important. 

In constitutional law doctrine, the principle of 
proportionality serves as a key instrument for assessing the 
legitimacy of state interference [6]. According to Article 71.2 of 
the Constitution of the Republic of Azerbaijan, restrictions on 
rights and freedoms must be proportionate to the intended 
objective pursued by the state [7]. In legal doctrine, the 
balancing approach developed by Robert Alexy provides that 
any interference with a right can be justified only if three 
conditions are met: the legitimacy of the objective, the necessity 
of the measure, and the proportionality of its application [8]. 
This approach is particularly relevant in the context of digital 
evidence, as the object of interference is no longer a specific 
physical space, but rather the digital environment related to an 
individual’s private life. 

Digital devices are not merely technical tools; they constitute 
an information environment reflecting almost all aspects of an 
individual’s daily life. In this respect, their examination entails 
a significantly broader and deeper interference compared to 
traditional search methods. This perspective is indirectly 
supported by the case law of the European Court of Human 
Rights. In Benedik v. Slovenia, the Court held that access to data 
related to the identification of an internet user must be assessed 
within the framework of the protection of private life. This 
approach demonstrates that digital data is not purely technical in 
nature and that its collection always requires proper legal 
justification [3]. 

In this context, the main problem lies in the fact that 
traditional search mechanisms are based on the principle of the 
full seizure of an object. In the case of physical evidence, this 
approach is generally justified, as the evidentiary value is 
directly linked to the integrity of the object itself. However, in 
the digital environment, such an approach creates significant 
risks. The seizure of a device effectively provides access to all 
data stored on it, including personal communications, 
photographs and videos, financial information, and other 
sensitive data. This may result in investigative authorities 
gaining control over information that is unrelated to the criminal 
case [9]. 

The principle of proportionality requires limiting state 
interference in such situations. Specifically, investigative 
authorities should have access only to data relevant to the 
criminal offence, while interference with unrelated data must be 
minimized. This approach is commonly described as a “targeted 
access” model and has been gaining increasing importance in 
contemporary European legal practice. According to this model, 
digital search measures should be conducted based on 
predefined parameters, ensuring that only data relevant to the 
specific offence is selected [10]. 

Recent amendments to the criminal procedural legislation of 
the Republic of Azerbaijan may be considered an important step 

toward the recognition of electronic evidence [5]. However, the 
specification of the principle of proportionality at this level has 
not yet been fully ensured. The existing provisions primarily 
regulate the fact of evidence collection, but do not sufficiently 
define clear limitations regarding the scope and content of the 
data obtained. This creates broad discretion in practice and poses 
risks to the protection of individual rights. 

Furthermore, the intensity of interference in the digital 
environment cannot be measured through classical legal 
categories. For instance, a physical search is typically a one-time 
measure limited in duration. In contrast, access to digital data 
often has a continuous character and allows for further analysis 
at later stages. This requires the assessment of interference not 
only at the initial stage, but throughout the entire process [11]. 

In this context, the principle of legality also acquires a new 
dimension. Legality requires not only the formal existence of a 
legal basis for interference, but also that such interference be 
regulated in a sufficiently precise and foreseeable manner. If the 
normative framework grants investigative authorities broad and 
undefined powers, this may be considered inconsistent with the 
principle of legal certainty [12]. 

The above considerations demonstrate that the main 
challenge in the collection of digital evidence lies in the 
mismatch between the breadth of technical capabilities and the 
adequacy of legal safeguards. Addressing this mismatch 
requires improvements in criminal procedural legislation in 
several key areas. First, specific and narrowly defined 
authorization mechanisms for digital search measures should be 
established. In addition, it must be ensured that investigative 
authorities have access only to data relevant to the specific 
offence, while interference with excessive or unrelated data is 
prevented. At the same time, both legal and technical 
mechanisms should be developed to protect data unrelated to 
the offence. Finally, the application of the principle of 
proportionality must be ensured at all stages of the interference. 

As can be observed, the development of digital forensics 
requires a reassessment of the principles of legality and 
proportionality not only in their formal sense, but also in their 
substantive dimension. The recognition of digital devices as 
tools that contain information related to an individual’s private 
life serves as a key approach in this regard and provides a 
theoretical basis for future legal reforms. 

2.2. Chain of Custody and the Problem of Authenticity of 

Digital Evidence 

Once issues of legality and proportionality in the collection 
of digital evidence have been established, the next major 
concern relates to how its reliability is ensured. While legal 
justification plays a central role at the stage of evidence 
collection, at subsequent stages—namely, preservation, transfer, 
and presentation—the key issue becomes ensuring its 
authenticity and integrity. 

In traditional criminal procedural law, this issue is addressed 
through the institution of the “chain of custody.” This 
mechanism requires the documentation and control of all stages 
through which evidence passes, from the moment it is obtained 
to its presentation in court. For physical evidence, this approach 
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is generally considered effective, as the identification and 
integrity of an object can be determined through its visual and 
physical characteristics. 

However, this approach cannot be applied in the same 
manner in the digital environment. Unlike physical evidence, 
digital data does not possess a stable character. It can be altered, 
copied, and presented in different formats within a very short 
period of time. Therefore, the reliability of digital evidence 
depends less on the medium on which it is stored and more on 
how it is obtained and preserved. As noted by Eoghan Casey, the 
primary focus in this field lies on the proper identification and 
preservation of data. This indicates that the originality of digital 
evidence is not defined by the notion of a “first copy,” but rather 
by the technical verification of its integrity. For this reason, hash 
functions play a crucial role in verifying the integrity of digital 
evidence [1]. 

A hash function generates a unique digital summary of a 
given dataset, and even the slightest modification to the data 
results in a change in this summary. This property provides an 
objective and reliable mechanism for verifying the integrity of 
digital evidence [13]. In contemporary forensic practice, a bit-
by-bit copy of the evidence is created at the time of acquisition, 
and a hash value is calculated for that copy. At later stages, this 
value is used to determine whether the data has been altered. 

Nevertheless, the legal challenge lies in the fact that these 
technical procedures are often not regulated with sufficient 
precision at the normative level. As noted in the legal literature 
by Stephen Mason and Daniel Seng, the admissibility of digital 
evidence depends not only on its existence, but also on whether 
the process of its acquisition and preservation is transparent and 
verifiable [2]. 

In international practice, certain standards have been 
developed in this area. For instance, ISO/IEC 27037:2012 
establishes technical and methodological principles for the 
identification, collection, and preservation of digital evidence 
[14]. Although these standards do not constitute binding legal 
rules, they are widely used as guiding frameworks for procedural 
activities in many jurisdictions and are taken into account by 
courts in the evaluation of evidence. 

In the criminal procedural legislation of the Republic of 
Azerbaijan, the regulation of the chain of custody of digital 
evidence remains largely general in nature. Although the 
existing provisions define the procedures for the seizure and 
formalization of evidence, the question of how its technical 
integrity should be ensured remains insufficiently addressed. In 
particular, several elements have not been clearly specified at the 
normative level: a) the procedure for creating copies of digital 
data; b) the calculation and documentation of digital fingerprint 
(hash) values; c) the recording of subsequent operations 
performed on the evidence (such as analysis, copying, etc.); d) 
the tracking of who accessed and used the evidence, and how, at 
different stages. 

These gaps create significant legal risks in practice. If the 
integrity of evidence cannot be technically verified, its 
admissibility as reliable evidence before a court may be called 
into question. In such cases, the evidentiary value may depend 

on subjective assessment, which could conflict with the 
presumption of innocence [15]. 

Another important issue concerns the reinterpretation of the 
concept of the “chain of custody” in the digital environment. The 
classical approach is based on tracking the physical movement 
of evidence. However, for digital evidence, a more appropriate 
model should be based on the “integrity of the process” [16]. 
Within this model, primary attention is given to the method of 
data acquisition, the technical tools used, the applied 
methodology, and the consistent documentation of all operations 
performed. This approach makes it possible to track not only 
where the evidence is, but also what has been done with it. 

The development of digital forensics demonstrates that the 
reliability of evidence is no longer ensured solely through legal 
procedures, but also through technical means. This requires a 
closer integration between law and technology. Taking this 
reality into account, legislation should define the legal status of 
technical procedures. In this regard, several improvements may 
be considered necessary within Azerbaijani criminal procedural 
law. First, the application of hash-based verification 
mechanisms in the collection of digital evidence should be 
formally recognized at the normative level [13]. In addition, 
uniform standards should be established for documenting all 
stages of evidence processing, and the reliability and suitability 
of the technical tools used should become subject to legal 
oversight. Furthermore, the defence should be provided with 
effective opportunities to verify the technical integrity of the 
evidence [17]. 

Thus, the concept of the chain of custody, in its classical 
form, is insufficient for the digital environment. It should be 
replaced by a more complex model based on the principles of 
technical verification, transparency of the process, and 
verifiability. The formal recognition of such a model at the legal 
level constitutes one of the fundamental conditions for ensuring 
the legitimacy of digital forensics. 

2.3. Jurisdiction and Digital Sovereignty: The Legal Paradox 

of Cross-Border Access to Evidence 

Once the technical and procedural aspects of the collection 
and preservation of digital evidence have been established, the 
next fundamental issue concerns how such evidence is 
regulated within the framework of jurisdiction. Classical 
criminal procedural law closely links the collection of evidence 
to the territorial sovereignty of the state. According to this 
approach, investigative authorities may directly access evidence 
located within their own jurisdiction, while in other cases they 
must rely on mechanisms of international legal assistance. 

However, the digital environment fundamentally alters this 
approach. Data is no longer tied to a specific physical location; 
it may be stored on multiple servers, exist simultaneously across 
several jurisdictions, or be distributed within cloud 
infrastructures. This situation complicates the application of the 
traditional territorial principle. For this reason, as noted by 
Jennifer Daskal, control over data should be determined not by 
its physical location, but by who has actual control over it. 

This transformation creates a significant legal paradox. On 
the one hand, states seek rapid access to digital evidence to 
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ensure effective criminal investigations. On the other hand, such 
access often requires interference with data located in different 
jurisdictions, raising sensitive issues related to sovereignty and 
human rights. As a result, the concept of “digital sovereignty” is 
emerging as an alternative to the classical model of sovereignty. 

At the international level, one of the primary mechanisms 
addressing this issue is the 2001 Convention on Cybercrime 
(Budapest Convention). While the Convention facilitates 
cooperation between states, it also requires the protection of 
human rights in the exercise of procedural powers. In particular, 
Article 15 of the Convention establishes the principles of 
legality, proportionality, and necessity as fundamental 
conditions for the collection of evidence. Nevertheless, 
traditional mutual legal assistance mechanisms (MLATs) are 
associated with significant limitations in the digital context. 
These procedures are often time-consuming and lose 
effectiveness in the face of rapid technological development. 
Since digital evidence can be quickly altered or deleted, delays 
increase the risk of its loss. For this reason, recent years have 
seen growing efforts to develop more flexible mechanisms. 

In this context, the Second Additional Protocol to the 
Budapest Convention (2022) is of particular importance. This 
instrument allows, in certain cases, for direct cooperation 
between states and service providers, enabling faster access to 
data. However, this approach raises new legal questions: can 
direct requests to service providers be regarded as interference 
with the jurisdiction of other states? How will individual rights 
be protected in this process? 

Within the European Union, a different approach has been 
developed under Regulation (EU) 2023/1543. This framework 
aims to accelerate the collection of evidence by imposing direct 
legal obligations on service providers. At the same time, it is 
accompanied by procedural safeguards and oversight 
mechanisms designed to maintain a proper legal balance. 

At the national level, this issue is of particular relevance. 
While Azerbaijan is part of the international system for 
combating cybercrime, it also depends on global platforms and 
foreign service providers for access to digital evidence. This 
dependence limits the practical effectiveness of classical 
jurisdictional mechanisms. Although the existing legal 
framework is primarily based on international legal assistance 
procedures, the speed and flexibility of these mechanisms do not 
fully meet the demands of the digital environment. 

On the other hand, the expansion of cross-border access 
mechanisms without adequate legal safeguards increases the risk 
of violations of individual rights. Fundamental rights such as the 
protection of personal data, the confidentiality of 
communications, and the right to a fair trial play a central role in 
this process. In this regard, the issue of jurisdiction should be 
understood not only as a technical or institutional problem, but 
also as a constitutional and human rights concern. 

For this reason, the contemporary approach requires 
balancing two key objectives: ensuring rapid access to evidence 
for the effective functioning of investigative authorities, and 
safeguarding individual rights and state sovereignty. Achieving 
this balance necessitates improvements in several areas. First, 
more flexible mechanisms for cross-border access to evidence 

should be established, accompanied by appropriate legal 
safeguards, and transparency in legal procedures should be 
ensured within the framework of cooperation with service 
providers. In addition, the application of human rights standards 
in the process of accessing data must be strengthened. 

As a result, the concept of jurisdiction in the digital 
environment moves away from the classical territorial principle 
and evolves into a more complex and multi-layered structure. 
The notion of “digital sovereignty” serves as the legal expression 
of this transformation and redefines states’ ability to access 
evidence. However, this process should be assessed not only in 
terms of efficiency, but also from the perspective of legal 
legitimacy and the protection of human rights. 

2.4. “Code-Based Regulation” and “Lex Informatica”: The 
Technological Transformation of Law in Digital Forensics 

The challenges related to the collection, preservation, and 
cross-border access to digital evidence cannot be explained 
solely by normative gaps or the insufficiency of institutional 
mechanisms. A deeper cause of these problems lies in the 
inability of classical forms of law to adapt to technological 
structures operating within the digital environment. In this 
context, the approaches of “code-based regulation” and “lex 
informatica” are of particular importance. 

The core idea of this approach was first systematically 
articulated by Lawrence Lessig. According to his well-known 
thesis that “code is law,” behavior in the digital environment is 
regulated not only through legal norms, but also through the 
architecture of software systems [18]. In other words, code is not 
merely a technical tool, but also functions as a mechanism that 
effectively enforces legal norms. 

This approach is particularly relevant in the field of digital 
forensics. The tools used by investigative authorities for data 
extraction, filtering, and analysis determine how evidence is 
presented and, ultimately, which facts are “visible” to the court. 
In this respect, legal decisions are shaped not only by the 
application of normative rules, but also by the characteristics of 
the technological tools employed. 

This situation raises a new legal question: if the processes of 
selecting and presenting evidence are influenced by 
technological algorithms, should these algorithms themselves 
become subject to legal evaluation? In response, the concept of 
“lex informatica,” advanced by Joel Reidenberg, suggests that 
rules in the information environment are shaped not only 
through legal acts, but also through technological design [19]. 

This perspective has been further developed by Mireille 
Hildebrandt, who argues that it raises serious concerns from the 
standpoint of the rule of law. If legal outcomes depend on the 
internal logic of software systems, and that logic is not 
transparent, the predictability of law and individuals’ ability to 
align their behavior with legal requirements are undermined 
[20]. 

In the context of digital forensics, this problem manifests 
itself in concrete situations. For example, determining which 
files are considered relevant during data extraction, filtering 
large volumes of data to isolate information related to a specific 
case, accurately interpreting timestamps indicating when files 
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were created, modified, or accessed, and the methods used to 
recover deleted data are all of particular importance in this 
regard. 

Each of these processes has a direct impact on the legal 
outcome. However, in most cases, these technical operations are 
only described in general terms in legal documents, without 
detailed explanation of how they are carried out. This raises 
questions regarding the objectivity of the evidence. The core of 
the problem is that, although law formally exists, the actual 
decision-making process is significantly influenced by 
technological systems. This creates a reality not fully anticipated 
by the classical model of law and results in a gap between 
normative rules and technological design [21]. 

To address this gap, the integration of law and technology is 
considered essential. This integration should not be limited to 
the application of technical standards, but must also include the 
establishment of legal oversight mechanisms. Specifically, the 
tools used in digital forensics should meet several requirements. 
First, the methodology of the software employed should be 
transparent at least to a minimum extent, and the results 
produced by algorithms should be verifiable and reproducible. 
In addition, the processes of evidence selection and filtering 
must be properly documented. This approach is also consistent 
with the principles of “privacy by design” and “accountability 
by design,” which require that legal safeguards be embedded 
within the architecture of the system itself, rather than applied 
solely through ex post control mechanisms [22]. 

For Azerbaijan, this issue remains at an early stage of 
development. Existing legislation primarily regulates the 
procedures for the collection and use of evidence, but the legal 
status of the technological tools used in these processes, as well 
as the mechanisms for their oversight, are not sufficiently clear. 
This may lead, in practice, to the automatic acceptance of the 
outputs generated by investigative tools as reliable. Such a 
situation should be regarded as problematic from the perspective 
of the rule of law [23]. If the technological instruments that 
shape the information on which legal decisions are based remain 
outside effective oversight, this undermines the objectivity of the 
legal process. 

Thus, the concept of “code-based regulation” in the field of 
digital forensics demonstrates that law is entering a new stage of 
development. Law can no longer be understood solely as a 
system of written norms, but must be seen as a complex 
regulatory mechanism implemented through technological 
systems [24]. This reality requires that the technological 
dimensions of the legal system also be brought under normative 
and institutional control. 

2.5. Artificial Intelligence and the “Black Box” Problem: 
Algorithmic Transparency and the Right to a Fair Trial in 
Digital Forensics 

The development of digital forensics is not limited to 
changes in the methods of data collection and analysis; it also 
affects how such data is evaluated. One of the key issues in this 
field is the use of artificial intelligence technologies in 
investigative and forensic activities. Modern forensic tools no 
longer merely present data; they process, categorize, and in some 
cases generate conclusions. This creates new legal challenges. 

At the core of these challenges lies the “black box” 
phenomenon. As described by Frank Pasquale, modern 

algorithmic systems are often opaque to users, making it difficult 
to understand how decisions are made [25]. This characteristic 
poses particular risks in the context of digital forensics, as 
investigative and judicial decisions may rely on the outputs 
generated by such systems. 

The use of AI-based tools offers several advantages, 
including the rapid analysis of large volumes of data, the 
identification of patterns, and the detection of relationships that 
may not be easily observable by humans. However, these 
advantages raise significant legal questions in terms of 
procedural safeguards. The central issue concerns the legal 
status of the outputs generated by these systems. Should they be 
accepted as direct evidence, or should they be treated merely as 
expert opinion? 

This issue is closely linked to the fundamental elements of 
the right to a fair trial. Where judicial decisions are based on the 
outputs of artificial intelligence systems, the ability of the 
defence to challenge those outputs may be limited. In particular, 
when the functioning of an algorithm is unknown or protected 
as a commercial secret, the parties do not have equal 
opportunities to access and contest the evidence. This is 
inconsistent with the principle of equality of arms as developed 
in the case law of the European Court of Human Rights. As 
stated in Dombo Beheer B.V. v. the Netherlands, a fair trial 
cannot be ensured without equality in the parties’ ability to 
access and challenge evidence. In that case, the Court 
emphasized that each party must be given a reasonable 
opportunity to present its case and to contest the evidence of the 
opposing party [26]. This approach demonstrates that both 
parties must be afforded real and effective participation in the 
process of evaluating evidence. 

Accordingly, if the prosecution relies on an AI-based tool, 
the defence must be provided with effective opportunities to 
verify and challenge its outputs. In the absence of such 
opportunities, the proceedings may appear formally balanced 
but are, in substance, unequal. From this perspective, the key 
legal conclusion is that results generated by artificial intelligence 
should not be treated as independent and conclusive evidence, 
but rather as expert opinion that is subject to verification and 
contestation [27]. This issue is not merely theoretical, but has 
clear practical implications. Certain algorithms used in digital 
forensic tools perform functions such as automated filtering, risk 
assessment, or behavioural analysis. The criteria and models 
underlying these processes are often not disclosed to the user. 
As a result, the way in which the information forming the basis 
of a legal decision is generated remains unclear. 

In this context, an important approach within the European 
legal framework has been developed on the basis of the Artificial 
Intelligence Act adopted in 2024. This regulation classifies 
artificial intelligence systems according to their level of risk and 
categorizes certain systems used in law enforcement as “high-
risk”. For such systems, specific requirements are established, 
including transparency, human oversight, risk management, and 
documentation [28]. 

This approach demonstrates that the lawful use of artificial 
intelligence systems should be assessed not only in terms of their 
effectiveness, but also with regard to their accountability and 
verifiability. In the context of digital forensics, this requires the 
application of several key principles: the explainability of 
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algorithmic outputs; the possibility of independent verification; 
the provision of human oversight; and the assessment of risks 
such as errors and bias [29]. In the absence of these principles, 
the legal value of outputs generated by artificial intelligence 
systems should be significantly limited. 

In Azerbaijan, this issue has not yet been comprehensively 
regulated, either at the legislative or doctrinal level. The current 
legal framework does not contain specific provisions governing 
the use of artificial intelligence in the field of digital forensics. 
This may lead to uncertainty in practice regarding how AI-
generated outputs should be evaluated. 

In conclusion, the “black box” problem represents one of the 
most complex challenges in digital forensics. It is not merely a 
matter of technical transparency, but also concerns legal 
legitimacy and the principles of a fair trial [30]. Ensuring the 
effective and safe use of artificial intelligence within the legal 
system requires not only normative regulation, but also the 
development of institutional and technical oversight 
mechanisms. 

III. A LEGAL INTEGRATION MODEL OF DIGITAL FORENSICS  

The findings of this study demonstrate that the challenges 
in the field of digital forensics stem not from isolated normative 
gaps, but from a mismatch between legal and technological 
elements. The collection, preservation, and evaluation of digital 
evidence are not regulated in a fully systematic manner within 
the current criminal procedural framework, which weakens both 
legal certainty and fair trial guarantees. 

For this reason, the study proposes a legal integration model 
for digital forensics. This model conceptualizes the legal regime 
of digital evidence within a unified framework and incorporates 
five key dimensions. The structure of this model is illustrated 
in Figure 1. 

The first dimension concerns the proportionality of 
interference. In the digital environment, the collection of 
evidence should not take the form of broad and general 
intrusion, but must be limited to data directly related to a 
specific criminal offence [31]. This approach restricts the scope 
of interference and serves to protect other data related to private 
life. 

 

Figure 1. Integrated legal model of digital forensics. 

The second dimension relates to the technical validation of 
digital evidence. In this context, the reliability of evidence is 
determined not by its physical carrier, but by its preservation 
without alteration and proper documentation. The use of 

cryptographic tools and the systematic documentation of all 
operations are therefore of particular importance. This approach 
introduces a new dimension to the concept of the chain of 
custody. 

The third dimension addresses cross-border access. Since 
digital data is not tied to a specific territory, the classical 
approach to jurisdiction becomes insufficient. Therefore, control 
over data should be determined not only by its location, but also 
by the ability to exercise actual control over it [11]. This 
approach requires a reconsideration of international cooperation 
mechanisms. 

The fourth dimension concerns legal oversight of 
technological tools. The software and algorithmic instruments 
used in digital forensic processes directly influence the 
formation of evidence. Accordingly, their use must be 
transparent and subject to legal oversight. 

The fifth dimension relates to the use of artificial 
intelligence. Results generated by AI systems should not be 
treated as independent and conclusive evidence, but rather as 
information that is subject to verification and contestation. The 
defence must be provided with the opportunity to examine and 
challenge such outputs. 

The main advantage of the proposed model lies in its ability 
to address the challenges of digital forensics not in isolation, but 
as part of an interconnected system. This approach ensures 
alignment between legal principles and technological 
capabilities, enabling their integrated application. 

In conclusion, the effective regulation of digital forensics 
should not be limited to the adoption of new legal norms, but 
must also involve the development of a systematic approach that 
reflects technological realities. The proposed model may serve 
as a conceptual foundation in this regard. 

CONCLUSION 

The development of digital forensics demonstrates that the 
traditional approach of criminal procedural law does not fully 
correspond to the characteristics of the digital environment. The 
main challenge in this field arises from the mismatch between 
legal rules and technological capabilities. 

The analysis shows that the effective and legitimate use of 
digital evidence cannot be achieved solely by addressing 
individual issues, but requires their consideration within a 
unified framework. In this regard, the legal integration model 
proposed in this study provides a coherent approach to 
addressing the key challenges of digital forensics. 

In conclusion, the primary objective in this field is to ensure 
a balance between investigative efficiency, the protection of 
individual rights, and technological transparency. It is precisely 
this balance that forms the foundation for the legally acceptable 
and reliable use of digital evidence. 
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