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Abstract— Cryptographic systems are important for protecting
information. They are used to secure data, ensure privacy, and
authenticate users in various fields, including communication,
online banking, government services, etc. Despite their strong
security capabilities, these systems remain vulnerable to
cyberattacks. In most cases, cryptographic algorithms are not
attacked directly. Instead, vulnerabilities in the system's
implementation, architecture, and key management are exploited.
This study examines intrusions into cryptographic systems and
investigates the corresponding digital forensic aspects.
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. INTRODUCTION

A cryptographic system is a set of cryptographic algorithms,
methods, and protocols used to protect information. A
cryptographic system defines a set of requirements for the
selection of cryptographic algorithms and their parameters, as
well as the rules for the generation, transmission, processing,
and storage of key information [1].

Cryptographic systems play an important role in numerous
application domains. For online banking, protect user
credentials and secure financial transactions. In modern
communication systems, encryption protects messages, emails,
images, videos, etc., from various types of cyberattacks. For
government  services, citizen data and confidential
communications are protected using digital signatures,
encryption, and secure identification methods. In e-commerce,
encryption protects online purchases, user accounts, and data
exchange. For cloud storage, various cryptographic mechanisms
are used to secure stored information, services, and file sharing.
In healthcare systems, cryptographic methods are used to protect
medical transactions and records.

Cryptographic systems are designed to ensure the
confidentiality, integrity, and authenticity of information.
However, they remain vulnerable to intrusions. Attackers may
use various techniques against cryptographic systems. Although
the cryptographic algorithm itself is generally safe, weak
passwords, improper key management, and system
configuration flaws can lead to serious incidents.

Digital forensics plays an important role in investigating
these incidents. It involves various steps to determine how an
intrusion took place and what information was affected. In
cryptographic system intrusions, forensic investigators examine
system logs, encrypted files, digital certificate files, volatile
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memory, network traffic, and other important evidence for
investigation. This enables investigators to identify attackers and
understand their attack techniques. The findings are also used to
improve system security and protect against future attacks.

This study examines intrusions into cryptographic systems
and also discusses their digital forensic aspects. The paper is
organized as follows. In Section Il, intrusion into cryptographic
systems is discussed. In Section 11, digital forensic analysis of
cryptographic systems is presented. In Section IV, security
measures for cryptographic systems are discussed. Section V
presents the conclusion of this study.

Intrusions into cryptographic systems can be defined as
unauthorized actions or attempts that target the confidentiality
or integrity of cryptographic mechanisms. There are various
types of attacks that target cryptographic systems. These
include cryptanalysis, brute-force, side-channel attack, and
man-in-the-middle (MITM).

INTRUSIONS INTO CRYPTOGRAPHIC SYSTEMS

A. Cryptanalysis attacks

Cryptanalysis is the set of techniques used to uncover secret
information from encrypted data (ciphertext) [2]. There are
several cryptanalysis techniques as presented below:

e Known-plaintext attack — both the plaintext and the
corresponding ciphertext are accessible to an attacker.
The goal is to use the known message and its encrypted
form to obtain sufficient information about the
encryption process. This information can then be used
to decrypt or analyze other messages produced by the
same method.

e Ciphertext-only attack — where the original plaintext is
not accessible to the attacker, only the ciphertexts.
Successfully performing this attack is generally
difficult.

e Chosen-plaintext attack — the attacker has access to the
ciphertext and the corresponding plaintext for several
messages, and can choose plaintexts that are encrypted

[3].

e Chosen-ciphertext attack — the attacker has access to
ciphertexts and their corresponding plaintexts, and can
also choose ciphertexts to be decrypted [3].
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B. Brute-force attack

A brute-force attack is a systematic process of attempting
every possible combination of passwords or cryptographic keys
to gain unauthorized access to a system or data [4]. The size of
the key has a direct impact on how effective a brute-force attack
is. For small key sizes, brute-force attacks can be carried out
very quickly. In fact, modern hardware can perform huge
numbers of attempts per second. This makes such attacks very
effective. However, it is necessary to mention that as key lengths
increase, the number of combinations grows exponentially. This
makes the attack impractical. For example, key size of 128 bits
or higher are considered secure. It would take an excessive
amount of time and computing power to brute-force systems
with such key sizes. However, a brute-force attack can be
effective if a weak password/key is used or repeated attempts are
not restricted. To mitigate attack, it’s necessary to take
protective actions such as using long passwords/keys, adding
delays between logins, and implementing CAPTCHA.

C. Side-channel attack

A side-channel attack is a type of security attack that tries
to extract secret information by analyzing side information such
as electromagnetic waves, acoustic signals, heat emission,
power consumption, and execution time that are unintentionally
emitted from a system [5]. These are further described below:

e Electromagnetic waves when an electronic
component is operating, electromagnetic radiation is
released. By capturing and analyzing these emissions,
attackers can gather important information.

e Acoustic signals — during the operation of the device,
some electronic components produce sound waves.
These sound waves can reveal sensitive information.

e Heat emission — each device produces some level of
heat during operation. Moreover, the temperature of a
system varies depending on the workload. It is possible
to monitor temperature changes over time to gather
some information about the system.

e Power consumption — depending on the functions it
performs, a device's power consumption varies. Careful
measurement of power consumption can reveal
information about sensitive data.

e Execution time — each cryptographic operation takes a
certain amount of time to execute. Attackers can
measure these timing differences to gather valuable
information about the system.

D. MITM attack

A MITM attack occurs when an attacker inserts themselves
between communicating devices and intercepts the traffic
exchanged between them [6]. The attacker can monitor, modify,
and even delete the transmitted information. This type of attack
can compromise the confidentiality and integrity of sensitive
data. Sensitive data may include login credentials, banking
transactions, private communications, and location data. Fig. 1
demonstrates the MITM attack process.
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Figure 1. MITM attack process

MITM attacks can be very risky because they can happen
even with encryption if the communication process isn't
properly authenticated. One common example is public key
exchange process in cryptographic systems. During the key
exchange process, the attacker has the ability to intercept and
provide their own public keys. As a result, the messages sent
between the legitimate parties can be decrypted and read by the
attacker [7].

1.  DIGITAL FORENSIC ANALYSIS OF CRYPTOGRAPHIC

SYSTEMS

Digital forensic analysis of cryptographic systems is the
process of identifying, preserving, acquiring, analyzing, and
reporting digital evidence from attacks that compromise
cryptographic algorithms, protocols, or their implementations.

A. Digital
systems
The digital forensics analysis process for cryptographic
systems is a specialized branch of digital forensics that consists
of various steps. These steps are given below:

forensics analysis process of cryptographic

e Identification: The first step in digital forensic analysis
is identification. This step includes encrypted files,
cryptographic keys, digital certificates, and log files that
may indicate how the system was compromised.

e Preservation: Preservation means protecting digital
evidence from modification, damage, and erasure. This
is achieved by using various methods such as write-
blocking, securing storage, etc.

e Acquisition: Acquisition is the process of collecting the
identified and preserved evidence. This step may
include copying stored data, reading volatile memory,
exporting log files, etc.

e Analysis: In this step, various tools are used to examine
the acquired evidence. This helps to reconstruct events
and determine how the cryptographic systems were
attacked.  Forensic  investigators may  recover
cryptographic keys, examine digital certificates, and
analyze log files for this task.

e Reporting: Reporting summarizes the findings of the
forensic analysis. The report should describe what
evidence was examined, how it was analyzed, and what
was found.
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B. Evidence sources in cryptographic systems for digital
forensic analysis

Software, hardware, memory, and network activity can all
provide evidence in investigations involving attacks on
cryptographic systems. One of the highly valuable evidence
sources is volatile memory (RAM). It could contain
cryptographic keys, passwords, and plaintext data while a
system is running [8]. By analyzing memory with special tools,
investigators can sometimes recover the keys. Another highly
valuable evidence source is persistence storages such as HDD,
SSD, etc. They may contain digital certificate files,
configuration files, and stored key files. System and application
logs are also valuable evidence sources. They may include
operating system logs, encryption software logs, and various
service logs. These evidence sources may contain event records
such as certificate issuance, key generation, and authentication
attempts. Another important source is network traffic captures
[9]. They include TLS handshakes, digital certificates, and
various network metadata. In addition, there are various secure
hardware devices such as Trusted Platform Modules (TPMs),
Hardware Security Modules (HSMs), smart cards, etc. These
devices could contain audit logs, stored key metadata, and other
important data that can be helpful during an investigation. Cloud
storage may also include important evidence such as encryption
keys, access logs, and backups.

C. Main tools for digital forensic analysis

There are various tools for digital forensic analysis of
cryptographic systems. These tools help investigators identify,
preserve, collect, analyze, and report evidence related to attacks
on cryptographic systems. Some of the main tools used for
digital analysis are given below:

e  Autopsy [10]: It’s an open source digital forensics tool.
This tool can recover deleted files, do timeline analysis,
perform keyword searching, etc. A tool can be very
useful to locate digital certificate files, private key files
(.pfx, .pem, and other formats), and log files.

e EnCase Forensic [11]: This is a popular commercial
digital forensic tool widely used by law enforcement. It
helps investigators to collect and analyze data from hard
drives, mobile phones, and cloud sources. EnCase
Forensic can obtain a bit-by-bit copy of digital media
while keeping all of the data on the storage device
unchanged [12]. In investigations involving intrusions
into cryptographic systems, this tool can be used to
locate private key files, system logs, digital certificates,
etc.

e FTK (Forensic Toolkit) [13]: This is one of the leading
commercial digital forensics tools. It can be used to
obtain, process, and analyze evidence from computers,
mobile phones, and other digital sources. One of the
main advantages of this tool is that it finds information
more quickly than other available tools [14]. FTK can
be used to locate private key files, digital certificates,
etc.

e Volatility [15]: This is an open-source memory
forensics tool. It helps investigators to extract running
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processes, network connections, and other important
information that may not be present on persistence
storages. In cryptographic forensic investigations, this
tool can be used to recover encryption keys, passwords,
and other vital data that exist temporarily in memory.

e Belkasoft X Forensic [16]: It is a digital forensic tool
that can be used to collect and analyze evidence from
computers, mobile phones, cloud services, and drones.
The tool supports artifact extraction, RAM analysis, and
timeline analysis. In investigations involving intrusions
into cryptographic systems, Belkasoft X can be used to
identify private keys, digital certificates, passwords, and
browser artifacts.

e Magnet AXIOM [17]: It is a digital forensic tool
designed to collect and analyze data from computers,
mobile devices, cloud services, and removable media.
The tool can extract artifacts such as deleted files,
browser history, messages, emails, and system logs.

e Wireshark [18]: This is popular open-source packet
analyzer software. Wireshark captures data packets as
they move through a network in real time. It allows
investigators to analyze secure communication
protocols such as TLS/SSL, SSH, IPsec, and many
others. It can help to identify suspicious traffic,
handshakes, and certificate exchanges. Wireshark may
still give useful metadata even when encrypted payloads
cannot be directly read.

e Tcpdump [19]: This is a command-line packet capture
tool used to analyze network traffic in real time. In
cryptographic forensic investigations, tcpdump is used
to collect raw traffic data that may contain evidence of
attacks.

e Plaso [20]: It is an open-source digital forensics tool
used to automatically build a forensic timeline. The tool
can collect timestamps from sources such as file
systems, event logs, and application logs. In
investigations related to cryptographic intrusions, it can
reconstruct attacker activity by correlating events such
as key access, system logins, etc., in meaningful order.

e OpenSSL [21]: It is usually used to create keys, check
certificates, and verify digital signatures. However, this
tool may also be used by investigators to determine
whether certificates were forged, expired, or
misconfigured.

e  Write-blocker [22]: This tool prevents writing any data
to the storage device during the investigation, ensuring
that the original evidence remains unchanged. It ensures
private keys, digital certificates, and other important
information will be collected without altering the
original evidence.

IV. SECURITY MEASURES FOR CRYPTOGRAPHIC SYSTEMS

Security measures for cryptographic systems help to prevent
unauthorized access to sensitive data. They also reduce the
impact of attacks on encryption mechanisms. Using strong
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encryption algorithms is one of the most important security
measures. Modern standards like the Advanced Encryption
Standard (AES) are commonly used for encryption because they
are secure. The security of cryptographic algorithms depends not
only on their mathematical strength but also on selecting proper
key lengths. Moreover, it is necessary to avoid using outdated
algorithms. Attackers may be able to take advantage of known
vulnerabilities in these algorithms with little effort. For example,
algorithms like SHA-1, MD5, and DES are no longer considered
secure. Therefore, outdated algorithms should be replaced with
modern ones such as AES and SHA-256.

Secure key management is another important factor for the
security of cryptographic systems. If encryption keys are
exposed, even the most powerful encryption algorithm loses its
effectiveness. It is recommended to use cryptographically secure
random number generators when creating keys. Moreover, keys
should be stored in secure environments such as HSMs. Only
authorized users should be able to access keys. Also, all
activities related to keys should be logged for auditing and
forensic investigation. Moreover, backup copies of keys must be
protected with the same level of security as the original keys.
Organizations should also establish clear procedures for
destroying keys when they are no longer needed.

It is also important to consider cyberattacks on cryptographic
systems and take security measures. To mitigate brute-force
attacks, systems should use large enough keys. It is also
necessary to use strong key derivation functions such as Argon2
or scrypt. These mechanisms make each password guess more
computationally expensive, making brute-force attacks much
harder. Procedures like rate limiting and multi-factor
authentication reduce the risk of successful brute-force attacks.
Protection against MITM attacks can be achieved by using
methods such as HTTPS Strict Transport Security (HSTS) and
dynamic ARP inspection [23]. Other methods include mutual
authentication, digital certificates, and the use of protocols such
as TLS. Defense against side-channel attacks includes both
hardware and software solutions. Main defense and mitigation
strategies are constant-time execution, noise generation,
masking, and blinding [24]. These techniques aim to reduce
correlation between secret data and side-channel information
(timing, power consumption, electromagnetic emissions, etc). In
practice, effective protection often requires combining multiple
security measures. Together, these security measures ensure that
cryptographic mechanisms remain reliable.

CONCLUSION

This study examined the intrusion targeting cryptographic
systems and the role of digital forensics in investigating them.
The analysis showed that cryptographic systems remain
vulnerable to various attacks. Understanding these attacks is
important for identifying vulnerabilities and improving overall
system security.

The paper also highlighted the importance of digital
forensic analysis. It included a step-by-step digital forensics
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analysis process of cryptographic systems, evidence sources,
and main tools used for digital forensic analysis. Finally, the
study covered a number of ways to improve security of
cryptographic systems.
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