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OBILIAS XAPAKTEPUCTHUKA PABOTDBI

AktyaabHocTh TeMmbl. Ilepexon x MWunyctpum 4.0 mocraBun
nepen AzepOaiipkanckoit PecriyOnukoi, Kak U mepes; BCeM MHPOM,
HOBBIC 3aJaud ® BBI30BBL. B A3sepOaiimkanckoir PecmyOnuke
o0ecrieyeHbl BCE BO3MOXKHOCTH  JIsl  pa3BuUTUA  YerBepToit
IIPOMBILUICHHOW pPEBOMIOLMU. B CcTpaHe DOCTOAHHO BexyTCA
pa3paboTKU NepeIOBbIX TEXHOIOTUH.

Ha cerommsmmmii nenp B PecnyOnmke Bce TEXHOJIOTHH
Wnnyctpun 4.0 1npuMmeHAOTCS B Pa3iMyHBIX  KPUTUYECKUX
UHPPACTPYKTypax, TakuX Kak HedTerazoBple  IUIATHOPMEI,
TPAHCIIOPTHBIE CUCTEMBI U T.JI.

[Tpesunent AsepOaiimxkanckoir Pecryonuku Wnbxam  Anmes
HOpUHAI ydacThe Bo BecemupHOM skoHOMHueckoM (opyme (BOD) B
JlaBoce M TNOMYEPKHYJ 3HAYEHUE YETBEPTOM IPOMBILUICHHOU
peBomonuu Uit AzepOaiipkana. AKTUBHOE cOTpyAHHYecTBO ¢ BOD
npuBell0 K co3gaHui0 B baky ¢umimana llentpa aHanmza wu
KOOpAMHALMM YETBEPTOM IPOMBIIUIEHHOW PEBOIIOLUU COIJIACHO
ykazy Ilpesunenta AszepOaiimxaHckoi PecryOnuku oT 6 siHBaps
2021 rona. [lesaTenbHOCTh LIEHTpA MpHU3BaHA OOECIEUUTh Pa3BUTHE
UCKYCCTBEHHOI'O HHTEJJIEKTa W MAaIIMHHOIO OOYYEeHMs, a TaKxke
CIY)KUTh TpaXIaHaM, pa3BUTHIO LU(PPOBOH OSKOHOMHUKU U
JNaIbHEWIIEMY  COBEpIIEHCTBOBAHMIO  pa3IMUHBIX  oOsacrei
UCCJIEJOBAaHU B CTpaHe.

12 mapra 2024 rona EBpomneiickuii mnapiamMeHT oJ100pui
npe/uiokeHHbI  3akoH o kuOepycroiumBoctu. OH  Oyner
NPUMEHSTBCS KO BCEM TMPOAYKTaM C HU(POBBIMU DIIEMEHTaMH,
IIPEJICTAaBICHHBIM HA €BPOIENCKOM PBIHKE, HCIIOJIB30BAHUE KOTOPHIX
BKJIIOYAET MPSAMOE WM KOCBEHHOE JIOTMYECKOe WM (U3NYECKOe
MOJKJIIOUEHUE JaHHBIX K YCTPOWCTBY MM ceTu. A crangapt ISO
22301 umeer pemiaromiee 3Ha4YE€HUE JUIS MOBBIIIEHUS YCTOMYHNBOCTH
OpraHu3alfil K pa3IMYHbIM HEMPEIBUACHHBIM cO0sM, oOecrieunBast
HEIPEPBIBHOCTh ~ omepanuii u  ycuayr. Ykasom [Ipe3upenra
AzepOaiikanckoit PecnyOnuku ot 16 sHBaps 2025 roma Obuia



yTBEpXkKACHA «Konnenus 1uppoBoro pa3BUTHUA B
Azep0aiixanckoit PecryOmmke».

CoBpemeHHble  HWH(OPMALIMOHHBIE  TEXHOJOTUU  SBISIOTCA
BaXHBIM  CpPEACTBOM  pa3BUTUS rocylapcTBa U oOuiecTsa.
Kubeppmsnueckue  cucrembr  (KDC)  sBusaroTcs  6a3oBoi
TeXHOJIOTHEeH B peanmu3auuu KoHuenuud Wugycrpus 4.0 u
KIIFOYEBBIM KOMIIOHEHTOM HHTEIIEKTYaJbHBIX OOBEKTOB, KOTOpHIE
HIMPOKO MCIIONB3YIOTCS B PA3IUYHBIX O0JIACTAX UEIOBEYECKOU
NEeSTeNIbHOCTH. A aKTyaJbHOCTh K  OOECHEYEHHI0  HUX
k1OepOe30MmacHOCTH PE3KO BO3pocia B MOCIEIHHUE TOAbI TOCHe
cepuu kubeparax.

K®C mnpeacraBnsaor coboif KOMOMHALIMIO JBYX TEXHOJOTHIA:
uHpopmannonnbie Texnonoruu (UT) kubepypoBHS U oniepariioHHbIE
texHojoruu (OT) ¢usudeckoro ypoBHs. KuGepypoBeHb COCTOUT U3
CepBEPOB, CUCTEM 0a3 JaHHBIX, XOCTOB U T. J. PU3NUYECKHUI YPOBEHb
COCTOMT M3 CEHCOpPOB, HCIHOJHUTEIbHBIX MEXaHHU3MOB, CHCTEM
oOpaTHOM CBSI3U M T. M., KOTOpbIe OTBEYAIOT 3a YIpaBJICHUE
MIPOM3BOJCTBEHHBIMU 00BEKTaMU. Pucku kubeparak BO3HUKAIOT U3-
3a UHTETpAIMU KHOep- ¥ (PU3NIECKOTO TOMEHOB, IPYTUMH CIIOBaMH,
unTerpanuu fomeHos UT u OT.

K®C Tpebyer moakitoue€HUs: MHOTUX YCTPOMCTB M CUCTEM MJIs
cbopa 1 0OMEeHa OTPOMHBIMHU 00beMaMH JTaHHBIX Ha matdopmax OT
nu WT. [ng >TOoro CymecTBYIOT  pa3iu4Hbie  MPOTOKOJIBI
ABTOMATHU3AINH, KOTOPbIe HEOOXOANUMO COSAUHHUTD JI JOCTHUKECHUS
MOCTaBJICHHBIX 33/1a4.

KiroueBple TEXHOJIOIMYECKHE TEHACHIIMH, JIEKAIIUE B OCHOBE
K®C, sxmouator: «MaTepHer Bemei» (Internet of Things),
JNEKTPUYECKUE  CETH,  HCIONB3YIOIIUE  CMApT-TEXHOJIOTHH,
MPOU3BOJICTBEHHBIE CUCTEMBl C WHTETPUPOBAHHBIM HHTEIJIEKTOM,
obOnaunbie BbluMcIeHUs W T.O. KOC SBISIOTCS OCHOBOW IS
pa3BUTHUS  cienylomux — cdep:  cMapT-NPOMU3BOJICTBO, CMapT-
MEAWIIMHA, CMapT-3[aHusl U UHPPACTPYKTYpPhI, WHTEIEKTyalbHbIC
TPAHCIIOPTHBIE CUCTEMBI, MOOUJILHBIE CUCTEMBI, CUCTEMBI OOOPOHBI U
CHCTEMBbI METEOHAOIIOICHHSL.



Kubeparaku Ha KOC mpenctaBisioT 3HAYUTEIBbHBIA PUCK IS
3I0pOBbsI W OE30IAaCHOCTH YEJIOBEYECKOM IKU3HH, YrPOKAIOT
Cepbe3HBIM yIepOoM okpyxkarolei cpene. UnTepec k obecrieueHuIo
uHpopmaimonHoi 6e3onacHoctd KOC pe3ko BO3poc mocie cepuu
aTak MOCPECTBOM KOMIIbIOTepHOro BHUpyca Stuxnet B 2010 romy.
W3-3a  1OCTOAHHO  MEHSIOIUXCA  KUOep-yrpo3  HEoOXoauma
pa3paboTKa METOJ0JI0TUHU O0Jiee BEICOKOTO YPOBHS, KOTOpas TpedyeT
OOHapy>KeHHMsI ~ BHEIPEHHBIX M  CKpbIBalOIIUXCA  KuOeparak,
o0ecreunBas OoJtee KHOEepyCTOMYNBBIC u 3aIUIEHHbIE
KUOepUHPPACTPYKTYPHI.

Hapymenne ¢ynkunonupoanuss KOC u BbIBOO W3 CTpos ee
KOMIIOHEHTOB MO>KET MPUBECTH K CEPhE3HOMY YIIepOy, UYTO CTaBHUT
BOIIPOC O HEOOXOJIMMOCTH paccMoTpeHus: kubepoezonacHoctu KOC
KaK OJJHOTO U3 MPHUOPUTETHBHIX.

[Mpesunent AsepOaiimxkanckoir Pecryonuku Wnbxam  Anwmes
HEOJTHOKPAaTHO  TOBOpWUJI O  HeoOxomumocTu  obecriedeHus
KknOepOe30MmacHOCTH, KaK OJHOTO M3 BXHEHINUX BBI30OBOB B cdepe
uHpOpMaLMOHHOM Oe3zomacHocTn AszepOaiikaHckoil PecnyOnuku.
Oco0oe BHHMMaHuWE€ TpU O3TOM HAINpPaBICHO Ha YKpEIUICHHE
NOTeHIMajga  KUOep3aluThl  KPUTHYECKUX  MH(POPMALMOHHBIX
UH(QPaCTPYKTYD.

Tak, cormacHo 3akoHy AsepOaiipkanckoil PecryOnuku o
BHECEHHH U3MEeHEHU B 3akoH A3zepOaiikanckoil Pecyomuku «O0
uHpOpMaLnu, HTHPOPMATU3ALMH U 3aIIUTe HHPOpPMALUN» OT 27 Mas
2022 roma mo0aBiSIOTCS TOHATUS «KpUTHYECKas MHGOPMAIIMOHHAS
UHPPACTPYKTYpa», €€ 0OBEKT U CYOBEKT, a TAK)KE MPaBOBasi OCHOBA
npaBusl oOecnieueHus ee OezomacHocTu. A 29 Hosi0ps 2024 ropa
KaOuHeT MUHHCTPOB AzepOaiikana yrBepaun «llepeueHb 00beKTOB
KpUTHYECKON MH(DOPMAITMOHHON HHPPACTPYKTYPHI».

Va3 [Ipe3unenra Azepbaiimkanckoir Pecriyonuku ot 17 anpens
2021 roma «O HEKOTOpBIX Mepax MO oOecrneyeHuto 0e30MacHOCTH
KPUTUYECKOH HMH(OPMAIMOHHON WHQPACTPYKTYpH» HAaIpaBlieH Ha
YCUIICHHUE 0e301macHOCTH KPUTHYECKON nH(pOpMaLMOHHON
UHQPACTPYKTYPbl M BXOSIIMX B €€ COCTaB HMH(POPMALMOHHBIX
CHUCTEM, MH(}OPMALIMOHHO-KOMMYHHUKAIIMOHHBIX cereit u
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ABTOMATHU3UPOBAHHBIX CHUCTEM YIpaBJICHUS B A3epOaiiKaHCKOU
Pecny6nuke. Tak 28 aBrycra 2023 Ilpesugent AszepOaiimxaHCKOU
PecryOnmku Nnbxam AnueB YTBEPUI «CTpareruto
AzepOaiixaHcKon PecniyOnuku 1o MH(POPMALIMOHHOM
Oe3onacHOCTH M Knbepoe3omacHocTr Ha 2023-2027 roabi.

BoisiBneHne  cOBpeMEHHBIX ~ KHOepaTak HMMEET  pellarouiee
3HaUYeHHE I ycTtoumBor paboTel K®DC. TpamunuonHsie
MEXaHHU3MBI 3aIUTH CTAHOBATCS Bce Oosee HedPPEKTUBHBIMU H3-3a
METOJIOB, MCIIOJIb3YEMbIX 3JI0YMBIIIJICHHUKaMU. B 3ToM KOHTekcTe
pa3paboTKa  aJanTUBHBIX, Oosee  A(PDEKTUBHBIX  METOIOB
oOHapyXeHHsl KuOepaTak SBISICTCS HACYNTHOW TOTPEOHOCTHIO IS
samuTel UT u OT unppacTpykTyp OT TaKUX yrpos.

Kputnueckue curyanuu uieanbHbl A KUOEPIPECTYIHUKOB,
MOCKOJIbKY OHU MOTYT BOCIIOJIb30BAThCSI CAMBIM CJIa0bIM 3BEHOM —
gyenmoBeueckuM  (pakropom.  KubeprpecTymHUKH — HCHOIB3YIOT
YeloBEYEeCKU (akTop AN MOMyYEeHHUS HECAHKIIMOHUPOBAHHOTO
JOCTyNa, KpaXH YYETHbIX JaHHBIX W 3apaXEHUS CUCTEM
BPEIOHOCHBIMH MPOTPaMMaMH.

ITo mepe nponswxkenus k Unnycrpun 4.0 KOC cranoButcs Bce
Oosiee CIOXKHOM, paclpe/lelIeHHOW M yIpaBisieMOW JaHHBIMHU, YTO
MOCTENIEHHO IpEeBpalllaeT OOHapyKEHWE BTOPKEHUN U aHOMAJuil B
npobiieMy Oonbmux JgaHHBIX. CIOXKHOW 3amaueil  CTaHOBHTCA
HEO0OXOUMOCTh aHajIu3a OOJbIIOro 00beMa JaHHBIX, PA3HOPOIHBIX
Mo CBOE€l mpupoje, ¢ MHHUMAIbHBIMH BBIYUCIUTEIbHBIMU
3aTpaTamH.

Baxxno 3apanee pa3paboTaTh anrOpUTMBI OOHAPYKEHHUS U MEpPHI
IPOTUBOJAEUCTBUA  BCEM  H3BECTHBIM  KuOepaTakaMm,  YTOOBI
YMEHBIIUTh WX BIHUSHAE W MHUHUMHU3UPOBATH YIIepO cHCTEME.
OmHako WCClIeOBAaHUS TIOKa3bIBAIOT, dYTO Tpelyercs Ooiee
rnyOokuit  ananuz  kubepOesomacHoctH  KDC,  ocobeHHO
MPUMEHUMOCTH MOAX0/I0B HAa OCHOBE UCKYCCTBEHHOTO MHTEJIEKTA.

B mepByro mATEpKYy  HMCCIIEIOBAaTEIbCKUX  YHUBEPCHUTETOB,
3aHMMAOIIUXCS  ATOM mpobiemoli, BxomsaT Kanudopuuiickuit
yauBepcuteT B bepximu (CIA), IleknHckuil yHUBEPCUTET HAYKU U
texnosioruii (Kwurait), KoponeBckuii TEXHOTOTHYECKUNA HWHCTUTYT
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KTH (IIBeums1), MunaHCKH TOJUTEXHHUYECKUH YHHUBEPCHUTET
(Uranmus) wu  ['amMOyprckuii  TEXHOJOTMYECKMHA  YHUBEPCUTET
(I'epmanus).

Pemienne uccnenyeMbix mpoOjeM SIBISIETCS Ba)XKHOW 3ajadeil, B
CBSA3M C JTUM ObUIM pa3pabOTaHbl M NPUMEHSAIOTCS HA MPAKTUKE
pa3IUYHBIE METOJbl W aJNTOPUTMBI. BONBIIMHCTBO W3  HHX
paccmaTpuBaroT JInbo kubepoe3onacHoCTh ToJbKO B cpene UT, mubo
3ammiieHHocts B cpeae  OT. OOecneyeHue  3alllUThl  OT
KnOepOU3NYECKUX  aTak  SBISETCA  CEPbEe3HOM  IPOOJIEMOM,
TpeOyromieil METOJOB OIEHKU KHOEepYCTOMYUBOCTH, CIIOCOOHBIX
UCCIIEIOBaTh TECHbIE B3aUMOAECUCTBUS M B3aMMO3aBUCHMOCTU
Mexny kubep- u ¢usmueckumu komrnoHeHTamu B KOC. Opnako
CYILIECTBYIOIINE METObl HE YUUTHIBAIOT 3TY CHEIU(DHKY.

Hcnonp30BaHWE CEHCOPOB, HCIOJHUTEIBHBIX MEXaHU3MOB H
JOpyrux ycTpoHcTB st cOopa nmaHHbIXx n3 KDC mpemocrasisier
MoJie3Hyl0 MHGOPMAIUIO I UX MOcleayromero aHanusza. OgHako
CETOHsI 00bEM XPAaHUMBIX JIAHHBIX CTAHOBUTCS CIUIIKOM OOJIBIIAM
st 00paboTKK TpaAMIIMOHHBIMU anropuTMamu. VccnempoBarensim
MPUXOJUTCS TMPUOETaTh K pa3jIMYHBIM MOJAXO0JaM, TaKUM Kak
pa30HMeHne JaHHBIX M HCIONb30BaHUE alpUOpPHBIX 3HaHUWM. Takum
o0OpasoM, paboTta ¢ OOJTBITUMHU JAHHBIMHU BBI3bIBAET HEOOXOAMMOCTD
dbopManu3ai HOBBIX METOJIOB, IPUMEHSIEMBIX HCCIEI0BATEISIMH, U
CO3JJaHUsI HOBBIX QJITOPUTMOB, HCIOJB3YIOIIUX BO3MOXHOCTH
METOJIOB MAalTUHHOTO O0OyuYeHHus AJisi padoThl ¢ JAHHBIMU OOJBIINX
0o0beMOB U pa3MmepHocTel. Tem He MeHee, CYILECTBYIOIIHE
anropuT™Mbl  He  Bcerma  A(G(EeKTHUBHBI  W3-32  BBICOKOM
BBIYMCIIUTEIBHOM CIIOKHOCTH.

MeTonbpl MalIMHHOTO OOYYEHHUS INMUPOKO TPUMEHSIOTCS JUIS
aHamm3za gaHHeix K®C Ha mnpeamer Hamuuus KuOepaTak.
TeopeTruecku alrOpUTMbl MAIIMHHOTO OOYYEHHsI MOTYT TMOJIYYUTh
BBICOKYIO TPOU3BOJUTEIHHOCTh, T.€. MHUHHUMH3UPOBATH YPOBEHH
JIOKHBIX TPEBOI M MAaKCHMH3UPOBAThH TOYHOCTH OOHApYKEHUS.
Omnako 0O0BIMHO TpeOyeTcsi OECKOHEYHOE YHCI0 OOyYaroIIuX
oOpa3uoB. Ha mpakThke 3TO YCIOBHE HEBO3MOXXHO B CHIY
OTpaHUYEHUS! BBIYMCIUTEIBHON MOIIHOCTH U TpeOOBaHMSI OTBETA B
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peXHMe pearbHOro BpeMeHU. B CBS3M ¢ 3THM 37I0YMBINITICHHUKU
YacTo MINYT M HAIeNMBAIOTCS Ha camoe ciaboe 3BeHO — Hambolee
ys3BUMBIN (pyHKITMOHAIBHBIA KOMIIOHEHT B KDC. Cambie ys3BUMBIC
YCTPOMCTBA MOIYT CTaTb XOPOLIEH OTIPABHOM TOYKOH JUIA
3¢ (heKTUBHOrO HCCIeI0BaHUS YI3BUMOCTEN CUCTEMBI 0€30IaCHOCTH.
CymiecTByronie MeTO/Abl HE MOTYT BCECTOPOHHE AaHAJIM3UPOBATh
pacnpocTpaHeHHbIe MHOTO3TanHble kubeparaku B cpene KOC.

B cBeTe BBILIEU3TI0KEHHOTO MOXHO CJIeNaTh BBIBOZ, UYTO Ha
MaHHBIA ~ MOMEHT HE  CYHIeCTBYeT €AMHOro  IMOAXO0Ja K
MPOEKTUPOBAHUIO 3aIUIICHHBIX U Kubepoe3omacHbix KOC. [lannoe
JUCCEPTAlMOHHOE HCCJIEIOBAaHUE HANpPaBJIEHO Ha pa3paboTKy
METOJIOB M QITOPUTMOB [UJIsl oOecreueHus KuOepOe30macHOCTH
koMrnoHeHToB UT u 3amumnieHHoctr komnonentoB OT.

O0bexT U npeaMer ucciaenoBanus. O0bEeKTOM HCCIeI0BAHUS
apnsgercs  kubepOezomacHocts WT w  3ammmenHocts OT
KHOEpPU3NYECKUX CUCTEM, MPeAMETOM HCCJIe0BAHUSA SBISIIOTCS
MOJEIM M METOJbl yIpaBiIeHUS MpoleccaMu o0ecredyeHus
KHOepyCcTONYMBOCTH KHOEp(HU3NUECKUX CHCTEM.

Hear wu 3agaum ucciaenoBanusi. llenbio auccepTallMOHHON
paboThl sABNsETCS pa3paboTKa METOJOB M alTOPUTMOB OOecTIeUeHHs
KHOepyCTOWYUBOCTH " MH(OPMaLMOHHON Oe3omacHoOCTH
KHOEpPU3NYECKUX CUCTEM Ha OCHOBE MHTEJUICKTYaJbHOTO aHalln3a
OOJIBIIINX TAaHHBIX O KHOepaTakax W OTKa3aX CUCTEM.

Jlns MOCTH)KEHHS TIOCTaBJICHHOW 1€ B paboTe pemarTcs
CIEyIOIINE 3a/1a4M:

— AHalM3 W UCCIENOBaHME CYUIECTBYIOUIMX METOJIOB U
anropuTMoB obecnieueHus kuoepycroiunBoctu KOC;

— Pa3paboTka METOMOB M QITOPUTMOB HHTEIIEKTYalbHOM
o0paboTku OOJIBIIMX  JAHHBIX TS obecrnieueHUs
kubepycroitunBoctu KOC;

— Pa3zpaboTrka METOJOB W adrOpUTMOB  OOECIICUCHHS
kubepOe3onacHocT nHGopMamoHHbIX TexHonoruit KOC;

— Paspabotka  meTOn0B oOecreueHUsT  3alMIICHHOCTU
onepannoHHbIX TexHoyoruii KOC;
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Pa3zpaboTka MeTona onpeneneHuss KpUTUYHOCTH YSI3BUMOCTEH
(yHKIIMOHATBHBIX KOMITOHEHTOB KDC;

Pazpabotka meTona ornenku puckoB KOC.

Metoasl ucciaenoBanusi 0a3upyOTCs Ha NPUMEHEHUH TEOPHUU
UH(POPMALMOHHON 0€30MaCHOCTH, MAIIMHHOTO OOY4YEeHHS, TEOPUHU
BEPOATHOCTEH, TEOPHHM HEUCTKHX YHCEN, TEOPUH PpaCIO3HABAHUS
00pa30B, aHaJIM3a PUCKOB U IPUHATHS PELLICHUI.

OCHOBHBIE MOJI0KEHHSI BLIHOCUMbIE HA 3aluTy

Anroput™m oOHapy>KeHHsI BEIOPOCOB B OOJIBIIMX J@HHBIX Ha
OCHOBE METOJIa K-CPEAHUX JJIsi CHUXKEHHsI pUCKaA OJIOKMPOBKH
K®dC;

AnroputM ananmmza Oonbmux JaHHBIX K®C Ha ocHOBe
B3BEILICHHOM KJIACTEPU3ALIUH;

Meron mapamienbHOH 00paObOTKM OONBIIMX JAAHHBIX IS
cHIKeHus pucka Beixona KOC u3 crpos;

Meron kmactepHoro ananausa Ooisbiux aaHHbIX KOC Ha
OCHOBE KOHCEHCYCHOTr'0 aHcamO1s;

Meton knaccuduxanuu kubeparak Ha KOC ¢ npuMeHeHuem
HKCTPEMAJIbHOTO MAIIMHHOT'O O0YYEeHHUS;

Meron o6Hapyxenus DoS arak mHa KOC ¢ npumeHeHuem
aHcamOJ1s Kinaccu(uKaTopos;

Anroput™M OOHapyXE€HHS BPEIOHOCHOIO IPOrPaMMHOIO
obecneuenns B KOC Ha ocHOBe n300paXkeHmil;

Meton  oOHapyXeHMs  aHOMaJuil B  ONEPALMOHHBIX
texHoiorussx K®C Ha OCHOBE HEPAPXMUECKUX CKPBITBIX
MapKOBCKUX MOJENEN;

Meton oOHapyXeHHsT aHOMAIMKA B aKyCTMYECKHX CHTHaIax
K®C ¢ npumenennem tpanchepHOro o0ydeHus;

Meton oOHapyxeHust arak Ha ycrpoiictBa KOC c
MIPUMEHEHHEM TITyOOKO# rHOpHIHON MOJIeny;

Meton  knaccudpukaumm  otkazoB  K®OC Ha  ocHoOBe
n300pakeHui;



Meron OTpeCIICHUS KPUTUYHOCTH YSI3BUMOCTEMN
(GbyHKIMOHATBHBIX ~ KoMmoHeHTOB K®C  Ha  ocHOBe
BaiiecoBckoro rpaga arak;

Meton onenku puckoB KOC ¢ mpuMeHEHHMEM HEUYETKOTO
unrerpana CyreHo.

Hay4yHasi HOBH3HA OHMCCEPTALMOHHON PadoOThI COCTOUT B CIEdy-

IOIICM:

Pazpaboran anroputm 0OOHapy>KeHHS BBHIOPOCOB B OOJBIIHMX
JAHHBIX Ha OCHOBE METOJAA K-CPEIHHUX JUIsS CHIKECHHS pUCKA
6moxupoBku KOC;

Pa3zpaboran anroputm ananmza Oonbmmx gaHHBIX KDC Ha
OCHOBE B3BEIICHHOH KJIaCTepU3aIliH;

PazpaGoran Meron mnapamuielbHOW 00paOOTKH  OOJIBIIHUX
JaHHBIX JUIsl CHUKeHus pucka Bbixoga KOC u3 crpos;
Pa3zpaboran meToj KinacTepHOro aHanu3a OONBIIUX JTAHHBIX
K®C na ocHOBE KOHCEHCYCHOTO aHCaMOJIs;

Pa3paboran merton kimaccudukanuu kubeparak Ha KOC ¢
PUMEHEHHEM SKCTPEMATIBLHOIO MAITMHHOTO 00Yy4EHUS;
Pazpaboran meronm obOHapyxenuss DoS arak Ha KOC c
MPUMEHEHHEM aHCaMOJIsl KI1acCU(UKATOPOB;

PazpaGoran  anroputM  OOHapy)XeHUS  BPEIOHOCHOTO
nporpaMMHoro  obecrieuenuss B K®OC Ha  ocHOBe
n300pakeHui;

Pa3paboran METO] OoOHapyXeHHs aHOMaJui B
OITEPATOHHBIX TEXHOJIOTHUIX K®C Ha OCHOBE
HepapXUUeCKUX CKPBITHIX MapKOBCKHX MOJIETIEH;

Pazpaboran meTon oOHApYKEHHS aHOMAJIMN B aKyCTHYECKHUX
curHasiax KOC ¢ npumenennem TpanchepHoro ooyueHus;
Pazpaboran meron oOHapyxeHus atak Ha ycrpoiictBa KOC ¢
MIPUMEHEHHUEM TITyOOKOI ruOpuIHON MOIETH;

Pazpabotan meton knaccudukanuu orkazoB KOC Ha ocHOBe
M300paxeHHi;
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— Pa3zpaboran metos onpeneneHus KpUTUYHOCTH YSI3BUMOCTEH
(GbyHKIMOHATBHBIX ~ KoMmoHeHTOB K®C  Ha  ocHOBe
BaiiecoBckoro rpada arak;

— Pazpaboran meton onenku puckoB KOC ¢ npumeHeHUEM
HeueTkoro unrerpaina CyreHo.

Teopernueckasi U NpaKkTHYeckasi neHHocThb. HayuHas u npakTu-
YecKas [IEHHOCTh PacCMaTPUBAEMbIX B TUCCEPTALIMU 3aJay 3aKI0va-
eTcs B TOM, UTO pa3pabOTaHHbIE METObl M AITOPUTMbI MOTYT OBITh
UCTIOJIb30BaHbl I obecrieueHust KubepycroiiunBoctu kudephusu-
YEeCKMX CHCTEM C 1iebio noBbleHus 3amuuieHHoctd OT u kubep-
6e3onacuoctu UT. PazpaboTaHHble METO/ABI U AJTOPUTMBbI ONyOIH-
KOBaHbI B HAyYHBIX )KYpHaJax U MPEJCTaBJICHBI B BUJIE JOKJIAJ0B Ha
MEXIYHAPOJHBIX HAYYHBIX KOH(EPEHIUSX M SBISIOTCS 0O0IIeno-
CTYHNHBIMHU Ui npuMeHeHus. HayuHas o0OCHOBaHHOCTb M JJOCTO-
BEPHOCTDH TOJYYEHHBIX PE3YyJIbTaTOB MOJATBEPIKIAIOTCS MPUMEHEHH-
€M COBPEMEHHBIX METOJIOB MCCIIEJIOBaHMM, a TakKe CPaBHEHUEM C
pe3yabTaTaMy paHee MPEeAIOKEHHBIX METOJIOB M aJTOPUTMOB B HC-
ciieyeMoi 00JIaCTH C 1IeNbI0 OATBEPKACHHS UX 3P (HEKTUBHOCTH.

Anpo6anus padorsl. OCHOBHBIE HAYYHO-TEOPETUUYECKUE U TIPaAK-
TUYECKUE PE3yNbTaThl JUCCEPTALUU ObUIM MPEJCTABICHbI U 00CYX-
nanuch Ha: cemMuHapax MHcturyra MHpopmanmonssix TexHomoruit
MunuctepcrBa Hayku u O6pazoBanus AP, a Takxke Ha CleIyIOIUX
peciyOIMKaHCKUX U MEXIYHApOJHBIX Hay4yHbIX KoH¢pepeHuusx: II1
Pecnybnukanckoit Hay4HO-IIPAaKTHYECKOU KOH(epeHIUH
«Riyaziyyatin totbiqi masalalori vo yeni informasiya texnologiyalar»
(r. Cymraut, 15-16 nexabpst 2016 r.); I Pecniybnukanckoit koHpe-
penuuu «Proqram miihandisliyinin aktual elmi-praktiki problemlari»
(r. baky, 17 wmas 2017 r.); 1 Pecnybnukanckoil Hay4yHO-
npakTudeckoit koHgepenun «Big data: imkanlari, multidissiplinar
problemlari va perspektivlori» (r. baky, 25 ¢eppans 2016 r.); XIII
MexnyHapoaHON HaydyHO-TeXHHYecKoi koHpepenmmu «Pacmo3na-
Banue-2017» (r. Kypck, Poccus, 16-19 mas 2017 r.); IV Pecriy0Omnu-
kaHckoil koH(pepenuun «Informasiya tohliikesizliyinin aktual
multidissiplinar elmi-praktiki problemlori» (r. baky, 14 nexabps
2018 r.); X MexnyHapogHoit koHepeHImHu «Application of
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Information and Communication Technologies» (AICT-2016) (r.
baky, 12-14 oxtsa6ps 2016 1.); III PecnyOnukaHCcKoi Hay4HO-
npakTHyeckoil koHpepenumn «Informasiya tohliikesizliyinin aktual
problemlori» (r. baky, 8 mexabps 2017 r.); XV MexayHapoaHoi
Hay4YHO-TEXHUYECKOW KoH(pepeHun «Pacmo3naBanue-2019» (T.
Kypck, Poccus, 14-17 mas 2019 r.); XIII MexayHnapoaHoit Moiio-
nexHor HayyHou koHpepenmmm «Technical Sciences. Industrial
Management» (r. boposen, bomrapus, 11-14 wmapra 2020 r.);
«Global Cyber Security Forum 2019» (r. XapskoB, Ykpauna, 14-16
HOs10pst 2019); XIV MexayHapoqHol Hay4YHO-TEXHUYECKOU KOH(e-
peniun «Pacno3naBanue-2018» (r. Kypck, Poccus, 25-28 centsadps
2018 r1.); XII MexnaynapogHoir koHepeHuuu «Application of
Information and Communication Technologies» (AICT-2019) (r.
baky, 23-25 oxtsa6psa 2019 r.); V Pecnybnukanckoli KOHpEpeHIUU
«Informasiya tohliikesizliyinin aktual multidissiplinar elmi-praktiki
problemlari» (r. baky, 29 Hos6ps 2019 r.); MexnynapoaHoi koHpe-
penmun «Information Security: Problems and Prospects» (r. baky, 29
okTs10pst 2021 r.); MexayHaponHoM HaydyHoM cemuHape NATO
ARW «Cybersecurity of Industrial Control Systems (ICS)» (r. Baky,
27-29 okta6ps 2021 r.); XI «HanuonansHom CynepkoMIbIOTEPHOM
®opyme (HCKD-21)» (r. Ilepecnanb-3anecckuii, Poccus, 30 HOs10-
pgt — 3 nmekabps 2021 r.); XVI MexayHapoaHoil KoH(pepeHIMH
«Application of Information and Communication Technologies»
(AICT-2022) (r. Bammurron, CIIA, 12-14 oktsiopst 2022 1.); XVII
MexnyHapoHON Hay4yHO-TeXHHMYecKOoM KoHpepeHuun «Pacro3Ha-
Banue-2023» (1. Kypck, Poccus, 12-15 centsbps 2023 r.).

Cowuckarenb MpUHAMAI Y9acTHEe B KOHKYpCax TPaHTOB, MPOBOIH-
mMbIM @onziom Pazsutus Hayku npu Ilpesunenrte AzepOaiixanckoit
Pecny6muku (Ne EIF-11-1(3)-82/08/1, EIF-RITN-MQM-2/IKT-2-
2013-7(13)-29/18/1, EIF-KETPL-2-2015-1(25)-56/05/1, AEF-MCG-
2023-1(43)-13/04/1-M-04), Hayunsim ¢doumom ['ocymapcTBEeHHOI
HedTsHOM KommaHuu A3sepbaiimkanckoir PecmyOnuku (IHKAP) u
Hammonansnoit Akanemuein Hayk AsepOaiikana.

Ha3Banue opraHu3anuu, B KOTOPO#i BbINOJHEHA THCCEPTANMOH-
Hasi pa6ora. [{uccepranus Obuia BeimonHeHa B MHcTUTyTe UHDOP-
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ManoHHbIX TexHonoruii MwunucrepctBa Hayku m OOpazoBanwmst
Azep0aiikanckoit PecryOnmkm.

My6aukamun. [lo Teme nuccepranmoHHON paboOThl OMyOIMKOBA-
HbI 33 Hay4HbIE paboTHI, U3 HUX 17 cTareil, KOTOpble OMYOINKOBaHbI
B 3apyOeXHBIX KypHallax, B TOM 4ucie 4 U3 HUX BXOAST B 06a3y JaH-
HBIX Scopus, 11 paboT BXOIAT B MEKIyHApOIHYIO 06a3y maHHbIX Web
of ScienceTM Core Collection arenrctBa Thomson Reuters u 2 pa-
0otel BxoaaT B 6a3y PUHII, 16 crateit omyOnuKoBaHbI B MaTepraiax
MEXIYHAPOJHBIX U PECITyOIUKAHCKUX KOH(EPEeHIIHIA.

O0bem u cTpykTypa padothl. [luccepTanionHas pabora cocTo-
UT U3 BBEJICHUSI, TISITH TJIaB, 3aKJIIOYCHHS U CIIHCKa JuTeparypsl (409
HAaUMEHOBaHUi, B ToM uncie 11 paboT Ha azepOaiiKaHCKOM f3BIKE,
13 pabor Ha pycckoMm u 385 pabOT Ha aHIJIMICKOM S3bIKE).
OcHoBHOe coxaepkaHue paboTel u3nOkeHo Ha 318 crpanumax,
BKIto4as 54 pucynka u 80 tabmui.
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OCHOBHOE COAEPKXAHME PABOTbI

Bo BBe/IeHUH o0oCcHOBaHa aKTyaJlbHOCTb TEMBI
JMICCEPTAMOHHON paboThl, chopMyTupoBaHBI IEJNb W 3aJayH,
IpUBEICHbl HayyHas HOBH3HA, TEOpPETHYECKas M MpaKTHYecKas
[IEHHOCTH Pa0bOThl U OCHOBHBIE MOJIOKEHUS, BRBIHOCUMBIC Ha 3aIUTY,
CTPYKTYypa U cojiepKaHue paboThI.

Ileppasi riaaBa 1OCBSIIEHa AHAIW3Y M MCCIEAOBAHUIO
CYLIECTBYIOIIUX  METOJOB M  QIrOPUTMOB  oOecredyeHus
KkubepycroiunBocTH U uHpopMannonHoit 6esonacnoctu KOC. Co-
3nanne KOC cucreM mnocTaBuio mepesa JIOAbMH HOBBIE 33/1a4u.
O6ecneuyenune nnpopmannonnoi Oezornacnoctu KOC sBisercs on-
HOM M3 HamOoJee CIOXHBIX MPOOJIeM B IIMPOKOM CIIEKTPE CPENICTB
3aluThl OT KubepaTak. B naHHON riaBe onuchIBaeTcs MPUHIMI pa-
60tel KOC. PaccmaTpuBaroTcs OCHOBHBIC BUIBI KHOEpaTak U yrpos
K®C. TIlpoBoauTcsi aHaau3 CYHIECTBYIOUIMX HCCIIEI0BATEIHCKUX
paboT Mo MHTEIEKTyallbHON 00paboTke Oomibiux HaHHBIX KOC,
obecrieuennto kubdepoezomacuoctu UT, oOHapyKeHHIO aHOMAIHA B
OT wu onenke kubepycroitunBoctrt KOC. ['maBa cocTOUT U3 MIECTH
naparpados.

B nepBoM maparpade npoBoauTCcs aHAIN3 0COOEHHOCTEH CTaHOB-
nenus u pasputust KOC. Onucana obmas ctpykrypa KOC, npen-
CTaBJICHBl OCHOBHBIE CTaHAAPTHI, KOTOPHIE MOTYT CIIy’KUTb IOJIE3-
HBIM PYKOBOJICTBOM T10 olieHke kubepycroitunBoctu KOC. Jnsa ana-
Ju3a MOCIEAHUX HCCIeoBaHui B obyacTu obecriedeHust Kuoepoes-
ornacHoctd K®C Obutn BbIIENEHBI YEThIpE KAaTEropuu HCCiIea0Ba-
HUW: OIIEHKa TMOCJICJICTBUM KuOepaTak, MOJCIMPOBAHHWE aTaKk Ha
K®C, obnapyxenue arak Ha KOC u pa3zpaboTka apXxuTeKTyphsl 0e3-
OTIACHOCTH.

Bo BTOpoM maparpacde nmpoBOAMTCS aHAIU3 METOIOB U aJITrOpPUT-
MOB HMHTeJUIEKTyalbHOU 00paboTku Oosbimux gaHHbIXx KOC. Uc-
MOJIb30BAaHNUE CEHCOPOB, MCIIOJHUTEIBHBIX MEXaHHU3MOB M JIPYTHX
ycTpoicTB s coopa nmanHbpix KOC mpemocTaBiseT MoOjIe3Hy HH-
dopmanuio g UX MOcieaylomero aHanusa. Pabota ¢ GoibmnMu
JTAHHBIMU BBI3bIBAET HEOOXOAMMOCThH (hOpPMAaTU3allMUd HOBBIX METO-

0B, IPUMCHACMBIX UCCIICAOBATCIIIMHA, U CO3JaHUA HOBBIX aJITOPUT-
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MOB, HCTIOJIb3YIOIIKUX BO3MOKHOCTH METOJ0B MAllTUHHOTO O0yYEeHHS.
HccnenoBaTensiMm NpuxoauTcst MpUOEraTh K PasIMYHbIM MOJIXOAAM,
TaKUM Kak pa30ueHue JaHHBIX U UCIIOJIb30BAHUE allPUOPHBIX 3HAHU I
Ha MpeAMET CHIKCHUS pucka, peanu3anuu DOS atak u OIIOKUPOBKHU
dbyakuuonupoBanus UT KOC. Tem He MeHee, CyMIeCTBYIOIMNE ajl-
TOPUTMBI He Bceraa 3(pQeKTHBHBI U3-32 BHICOKON BBIYMCINTEILHON
CJIOKHOCTH.

Tpetnii naparpad MOCBSIIEH aHATU3y U HCCICIOBAHUIO METOOB
obecrieuenus kudepoezonacHocty UT u 3ammumenHoctn OT KOC.
Ornucanbl HEKOTOPHIE COBPEMEHHBIC PEIIeHHs] B 00JacTH aHalM3a
PHUCKOB, OOHApYKEHUSI BTOPKEHUM, KHOEPYCTOMYMBOCTU U pearupo-
BaHus Ha UHIMAECHTH B KOC. TpaguiroHHble MEXaHU3MBbI 3aIlUThI
CTaHOBSITCSI Bce MeHee 3()()EeKTHBHBIMH H3-3a MX HCIOJIb30BAHHUS
3II0yMBIIIJICHHUKAaMU. B ¢Bsi3u ¢ 3TuM paszpabotka Oonee 3hpexTus-
HBIX METOJI0B OOHapyKeHUsl Kubeparak sBIIE€TCS BaKHeHIen 3aza-
yeit 3amutel UT u OT KOC ot kubepyrpos. Ilo pezynbraTtam anamnu-
3a CYyIIECTBYIOIIMX MCCIIEIOBAaHUN B 00J1acTh 0€30MacHOCTH Mpeiyia-
raeTcsl «IepeBo aTak» M yrpo3 Ha OCHOBE (PYHKLMOHAIBHON MOJIeNN
K®C. BerBu «iepeBa» BKIIOYAIOT CIAEAYIOIINE BUIBI aTaK: a) aTaKu
Ha CEHCOpHBIE YCTPOICTBA; 0) aTaku HA UCMOJIHUTEIbHBIE MEXaHU3-
MBbI; B) aTaKd Ha BBIYMCIUTEIbHBIE KOMIIOHEHTHI; T') aTaku Ha KOM-
MYHHKAIINH; 1) aTaku Ha oOpaTHylo cBsi3b. OOHapyKeHHe aHOMaJHi
B IIPOMBIIIJIEHHOM CIIEHAPUU MMEET BA)KHOE 3HAU€HUE, MOCKOJIbKY
HEOOHapyXeHHbIe COOM MOTYT NMPUBECTU K KPUTUYECKUM TTOBPEXKIE-
HusM. PanHee oOHapyXeHHE aHOMAJUN MOXET MOBBICUTH HAaJEk-
HOCTh MOJIBEPKEHHOTO COOSIM MPOMBIIIJIEHHOTO OOOPYIOBaHUS U
CHU3UTH 3aTpaThl Ha SKCILTyaTalMI0 U TEXHUYECKOE 00CTyKUBAHUE.

B uerBepToM maparpade mpoaHaTu3UpPOBAHBI U HCCIEIOBAHBI Me-
TOJBI M aJNrOpUTMbI oleHKH kubepycroitunBoctn KPC. B Hactos-
1ee BpeMs MpeasioKEHO MHOXKECTBO IMOJIXOJI0B K aHAU3y KUOepy-
croitunBoctr KOC, oaHaKO Majao BHUMAHMS YAEIAETCS KOPPEISALUN
MEXy YCTPOHCTBAMU U ysI3BUMOCTAMU. CyIIECTBYIOIINE METO/IbI HE
MOTYT BCECTOPOHHE aHAJIM3UPOBATh PaCHpPOCTPAHEHHBIE MHOTO3TAIl-
Hble kubeparaku B cpere KOC. BosibIIMHCTBO COBPEMEHHBIX padoT
COCpPEIOTOYEHO B OCHOBHOM Ha TEOPETHUYECKUX HCCIEIOBAaHUSIX U
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COJICPXKUT JIUIITb KPaTKyto oleHKy KubepycroitunBoct KOC Ha oc-
HOBE METO/IOB MAIIMHHOTO 00yueHus. I'pad ys3BumocTeit — MHOTO-
oOemaromuii METo/I, KOTOPbIM MepeducisieT BCe BO3MOXKHbBIEC MyTH
KrOepaTak ¢ MOMOIIBIO CEPUU IKCILIONWTOB. ClienoBaTeiabHO, HCCIe-
JOBATENU U MPAKTUKU MPOSBISIOT MHTEPEC K aHaIU3y KUOepycToi-
yuBocT K®C Ha ocHoBe rpados. Llenpio kubepycToiiunBOCTH SB-
jsteTcs BceoObemstrornasn 3amura Bceil KPC ¢ oxBarom Bcex 10-
CTYIHBIX KHOEpPECYpPCOB.

B narom maparpade naeTcst mocTaHOBKa HaAy4HOW 3a/layd Hccie-
noBanus. [IpuBoAATCS OCHOBHBIE MOHSATHS M ONPEICIICHUS, UCTIONb-
3yeMble B IMCCepTallMOHHOMN pabote. [Ipyu 3TOM OCHOBHOE BHUMAaHHE
yIemnsieTcsl OMUCaHuIo MOHATHS kubepycroitunBocth KOC. Paccmat-
pHYBAIOTCS OCHOBHBIE BHIbI KuOepaTak u kubepyrpos KOC.

[ecToii maparpad mocBsileH pa3padoTKe KOHLENTYalbHOW MO-
nemn obecniedenus kudepycroiunBoctu KOC. Ilpennaraemas KoH-
HenTyaiabHas MOJENb — 3TO UEepapXHUyecKash apXUTEKTypa, KOTopas
COCTOMT M3 TPEX OCHOBHBIX YPOBHEH: YPOBEHb KpaeBbIX BbIUMCIIE-
HUH, YPOBEHb TYMAaHHBIX BBIYUCICHUN U YPOBEHb O0OJAUHBIX BBIYHC-
nenuit (Puc. 1). YpoBeHb KpaeBbIX BBIYMCIECHUHN BKJIIOYAET B ceOs
TaKU€ MHTEJUIEKTYaJIbHbIE YCTPONCTBA KaK CEHCOPBI U UCTIOTHUTENb-
HbI€ MEXaHU3MBbI, KOTOPbIE HCIOJIb3YIOTCA JUIsl cOopa JaHHBIX M UX
npeaBapuTeNbHON 00pabOTKH B peXHME PeaJbHOro BpeMEHHU. DTOT
YPOBEHb BPEMEHHO XPAHUT JAHHBIE U MOXET T'€HEpPUpPOBATh MEPBO-
HayalbHbIe pelieHust 00 0OHapyKeHUH aHOMAJIbHOTO cocTosiHusA. Ha
YPOBHE KPaeBbIX BBIUMCICHUN TAK)Ke€ BBIMOIHIETCS ayTeHTU(DUKAIIS
KnOepOe30MmacHOCTH Ha OCHOBE MpOTOKoJIoB. HecMoTpst Ha TO, 4TO
JAaHHBIA YPOBEHD BBIMOIHSIET IMPEIBAPUTEIbHYI0O 00pabOTKyY JaHHBIX
CEHCOPOB M MCIOJIHUTEIbHBIX MEXAaHHW3MOB B PEXHME PEaTbHOIO
BpeMeHHU, HeoOXoarMa UX JOTOTHUTEIbHAs 00paboTKa JIsl yTOUHe-
HUS TOJIyYEHHBIX PE3YJIbTAaTOB M IOCIEAYIOIIErO NMPUHATHS pelle-
Huil. C 3TOHN 1ENbI0 MOJTYYEHHbIE JaHHBIE MEPENatoTCsl Ha YPOBEHD
TYMaHHBIX BBIYMCIICHHI.

YpoBeHb TYMaHHBIX BBIYUCIEHUNH COCTOUT M3 OOJBIIIOTO KOJUYECTBA
pacnpeeIEeHHBIX Y3JI0B, COJIEPKalUX ILUII03bI, CEPBUCH] TYMaHHBIX
BBIUMCJICHUM, MapIIpyTU3aTOPhl, TOUKH JOCTyIa, 0a30Bble CTaHIIMU
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U KOMMYTaTopbl. TyMaHHbIE BBIYUCIICHUS MPEIOCTABIAIOT JIELEH-
TPaJM30BAHHYIO MIaT()OpMy, HANPABICHHYIO Ha OOHApY)KEHUE aHO-
MaabHOM paboTel KDC, 0TKa30B CUCTEMBI, BRI3BaHHBIX KHOepaTaka-
MU B OOHapyxeHHe BpemaoHocHOro [10, um pacmmpsror oOJadHbIC
CEpBHCHI 10 00pabOTKU U aHAIKM3a I'PAHUI] CETU. Y POBEHb TYMaHHBIX
BBIYHCIICHUIM PacHoJIOKEH Ha TPAaHUIIE CETH, TAE Y3JIbl TYMaHHBIX
BBIUMCJICHUM pa3MelleHbl Ha KOHEYHBIX YCTPOMCTBAX U OOJIAYHBIX
CJO0SX. DTO MO3BOJISIET CHU3UTh BBIYMCIHUTEIbHYIO CJIOKHOCTh U TO-
TpeOJeHre SHepruu, o0eCHeuruTh MCIOJb30BaHUE MEHBIIETO KOJHU-
YecTBa PECYpPCOB M BHICOKYIO 3 (HEKTUBHYIO MOIIHOCTh. [Ipu 3TOM
BBIYMCJICHHSI MOTYT OBITh CTATUYHBIMH, a TAaK)Ke JTUHAMUYHBIMH (MO-
OWJIBHBIMH).

=
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=R — =R t— P
O6Hapyxenue
Y3en TyMaHHbIX BLIMMCTIEHHT Y3en TyMaHHbIX BLIYMCTIHHT BpeaoHocHoro MO
W03 kpaessbix __ Wnmo3 kpaessix
BLIYUCNEHNA L L BLIMMCNEHUIA C60op AaHHbIX
v ) Mpepsaputenshasn
POBGHL N o6paboTka AaHHbIX
KpaeBbIX BbIYUCNEHUNA il Aackie KEC
BuiGop
UHGOPMATHBHBIX
npu3HaKos

MexaHU3Mbl

Tm o » @ IE o

KoGoTb: «YMHbID
NpPOM3BOACTBO  rOpoOA

O6nacTn npumexeHns
Puc. 1. KonuenrtyajabHasi MoJeJib o0ecriedeHust
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YpoBeHb 00IaYHBIX BHIYMCICHUI COCTOUT U3 HECKOJIBKUX CEPBEPOB,
XpaHWINIIA JaHHBIX, 00JaYHOTrO IEHTPa JAAHHBIX M HUII030B. [laH-
HbIIl YPOBEHb MPOU3BOJUT BBICOKOIIPOU3BOAUTEIBHBIE BBIYUCICHUS
U TPENOCTABISIT YCIAYTH JUIA TakUX OOJIaCTe KaK HJHEepreTuka,
TPAHCIOPT, 3JIpaBOOXpaHEHHE, KOOOThI, He(TerazoBoe MPOU3BOJI-
CTBO, «yMHBII» rOpoJ ¥ T.A. YPOBEHb OOJauHBIX BBIYHUCICHUH OCY-
HIECTBIISICT LIEHTPAIM30BAHHOE YIIpaBJICHHE, O0ECIEeYnBaeT IMOCTO-
SSHHOE XpaHEHue OOJbIIUX OOBEMOB IAHHBIX M OCYHIECTBISIET HMX
MHTEJJICKTYaJbHBIA aHaIu3, B TOM YHCIIE OLIEHKY KHOepyCTOM4HnBO-
ctu KOC. MurennekryanbHbIl aHalnW3 OONBIIMX JAaHHBIX IMPEAO-
CTaBJISICT BO3MOXKHOCTh IMOTOKOBOM W IMAKETHOH 00paboOTKH. ITO
NPUBOAUT K MUHUMYMY ACHCTBUS 4YEIOBEKA B MPOU3BOJICTBEHHOM
npoIliecce, a HKCIEepPTHAs OlleHKa JaHHBIX (TMapayuienbHas o0padoTka,
oOHapyXeHHe BBIOPOCOB, KJIACTEpPHBIA aHAlU3, KiIacCUPHUKAIUsI OT-
Ka30B M KHOepaTaK) MOXKET MPOBOJUTHCS B PEXKHUME PEabHOTO Bpe-
MEHHU HEeOOJBIION IPYMNION SKCIEPTOB WU C MPUMEHEHHUEM TEXHO-
JIOTUH MalIMHHOro oOyueHus. Y cTpolcTBa OOJaYHBIX BBIYMCIICHUN
MOJKJIIOUEHBI K y3J1aM TYMAaHHBIX BBIUMCIIEHUH C IOMOLIBbIO IPOBOJI-
HOTO coeauHeHuss u OecnpoBoaHbIx cpex (Bluetooth, 5G, ZigBee,
WiFi u GecnipoBOHOM JOKaIbHOM ceTH). YPOBEHb OOJIAUHBIX BbI-
YHUCJIEHUN MPOU3BOAUT OOyueHUe OOJIBIINX U CIOKHBIX MOJENel Ha
OCHOBE INIyOOKHX HEHpPOHHBIX CeTel, KOTOphle MOTYT IepeaBaThCs
Ha y3JIbl KpPaeBbIX U TYMaHHBIX BBIYHMCIEHHUH MO 3ampocy. JTO M03-
BOJISIET CHU3UTh MOTPEOIeHNE BBIYMCIUTEIbHBIX PECYPCOB HA YPOB-
HSIX TYMaHHBIX U KPAa€BbIX BBIYHUCICHUH.

[Ipennaraemast apXUTEKTypa MOXKET MpPEJOCTaBUTh HEOOXOIUMOe
PYKOBOJICTBO HCCIIEIOBATENSM, IPOMBILIUIEHHUKAM U CHEIHaINCTaM
IIpU aHaJIn3e Kaxaoro cios apxutekrypbl KOC ¢ Touku 3peHus Mo-
JEIUPOBAHMS CUCTEMBI, YIIPABIEHUS, MOHUTOPHHTA, cOOpa JaHHBIX
U MX aHaju3a JUlsl TOCTHXKEeHUs! TpebyeMoil HajexxHocTH, Kubepoes-
OIMACHOCTH, KHOEepYCTOMYUBOCTH U 3((HEKTUBHOCTH.

AHanu3 CyHIECTBYIOIIMX METOAOB YIPABICHUS IPOLECCAMU
obecrieuenus kubepycrounBoctd KOC mokas3bpiBaeT, 4TO aKTyallb-
HBIMU SIBJSIFOTCS CIIEyIOIKMEe NpoOjeMbl: pa3paboTka METOAOB U
QITOPUTMOB WHTEJUICKTyaJIbHOW 00pabOTKH OOJBINMX MaHHBIX IS
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obecrieuenus kubepycroitunBoctT K®DC; paszpaboTka METOIOB U
anroputMoB obecriedenusi kubepobezonacHoctn UT KOC u 3amu-
meHHoctn OT K®C; pa3zpaboTka meTona omnpenaeiacHus: KpUTHIHO-
CTH yS3BUMOCTEH (yHKIHMOHANBHBIX KOoMIOHeHTOB KDC u merona
oneHku puckoB KOC.

Bropasi riaBa mocBslieHa pa3pabOTKE METOJOB M alrOPUTMOB
WHTEJUICKTYyaJIbHOH 00pabOTKKM OOJBIIMX JaHHBIX JUIsI 00€CTIeUueHUs
kubepycroiunBoct KOC. Ilpn ananusze naHHBIX KayecTBO HH(OP-
MaIMy UMEeT MEePBOCTEIIEHHOE 3HAaUeHHEe. JTa 3ajjauya yCIOXKHIETCS
pocToM OoJbpIIUX 00BbEeMOB cobmpaeMoirt mHpopmaruu. Paborta ¢
00JBIIMMU JaHHBIMU TPEOYET OOJBIINX BIUUCIUTEIbHBIX PECYPCOB.
B cBsi3u ¢ 9TUM HccnenoBaTenu yAENSIOT 0co00€ BHUMaHHE paspa-
060TKe 3()(HEeKTUBHBIX METOJOB M AJITOPUTMOB HHTEIUIEKTYaIbHOTO
aHayu3a OONBIINX JaHHBIX. BhICOKasi cTerneHb BaXKHOCTH pPeIIaeMbIX
3aJa4 IprBeiIa K TOMY, 9YTO B 3TOH 00JIaCTH MOSBUIIACH TIeNIas TIesiIa
pa3IMYHBIX METOM0B. METObl OTIIMYAIOTCS APYT OT JApyra mpocTo-
TOW peau3aliy, MPUTOJAHOCTBIO Ui 00paOOTKM JaHHBIX U JieXKa-
IIMMHU B UX OCHOBE 0a30BBIMM NMPHHLMIAMH. [71aBa COCTOUT U3 ye-
ThIpex naparpagos.

B mnepBom mnaparpade mnpeacTaBieH airopuTM OOHapYXKEHUs
BBIOPOCOB B OOJBIIUX JaHHBIX HAa OCHOBE Merona K-cpemHux st
CHIDKeHMs prcka 6s1okupoBku KOC.

AHanuTuka OONBIINX JAHHBIX TpeOyeT OONbIINX BBIYUCIUTEIb-
HBIX PECYPCOB U pecypcoB maMsATH. [I0CKONIBKY 3TH pecypchl HE Bee-
r7a JOCTYIHBI U TPeOyIOT OOJNBINMX 3aTpar, MPeIOKeHHE HOBBIX
QITOPUTMOB aHaIN3a OOJNBIINX JTAHHBIX CUYMTAETCS OJHUM U3 Haubo-
jee SKOHOMHUYECKH 3PGEKTUBHBIX MOAX0A0B. AnroputM K-cpemHux
UMeeT OBICTPYIO CKOPOCTb CXOAMMOCTH M He TpeOyeT OOJIBIINX BbI-
YHCIUTEIBHBIX pecypcoB. [1oaToMy OH MOmyNspeH MpH KiacTepusa-
uu HeOONbIINX HAOOPOB JaHHBIX, HO TPEOyeT OONBIINX BBHIYHCIU-
TEJBHBIX 3aTpaT MPH YBEIMYCHUU pa3MepOB HAOOPOB JaHHBIX.

Iycts x; € R™ (i = 1,n) — Touka u3 Habopa JAaHHEIX, IJe N —
o0miee KOJIMYECTBO TOYEK BO BXOJAHOM HaOOpe MaHHBIX, X; €
cp € R¥ (p = 1,k) — nomep knacrepa, rae k — KoIMUeCTBO KJIacTe-
pOB, Sy — KOMIIAKTHOCTb KJIACTEPOB, Spyy — PA3AEITUMOCTh KJlacTe-
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POB YT OT Apyra u Sg SABISIETCS MEPOU YAAJIEHHOCTHU IIEHTpa KaX-
noro knacrepa (Op) oT nenrtpa Bcex To4ek (0) BO BXOAHOM HaboOpe
JTAHHBIX

Sw = Ehot X (2 = 0,) (% = 0,) I
Sew = Xp=i Za=p+1(0p = 0g)(0p = 0g) . (2)
Sp = 211;=1(0p - 0)(0 - Op) , ©)

1 1
0==-%Lixi, Op = o Zxiecy Xi s Mp = 1G], p= 12, k. (4)

[Tpennoxkensl Tpu aiaroputMa ais OOHApYKEHHsI BBIOPOCOB B
6onbpmnx gaHHbX KOC ¢ npumenenuem knactepusauuu. [ns nep-
BOTO MPEJIOKEHHOTO aJrOPUTMa 3a/1a4a COCTOUT B TOM, YTOOBI MaK-
CUMM3HPOBATH CIEAYIOIIYIO (PYHKLHUIO:

F(x) = % —> max. (5)

st BTOpOTro anropuTMma 3ajiadya COCTOMT B TOM, YTOOBI MAaKCHUMHU-
3UPOBATh CICAYIOUIYIO (PYHKIIHIO:
Sg*S
F(x) = % — max. (6)
w

B Tperpem anropurMe 3aada COCTOMT B MAKCUMH3ALUU LIETIEBOU
(GyHKIUH [0 TapaMeTpy peryssipu3anun (o), KOTOPBIH onpeaesseTcs
JKCIIEPUMEHTAIIBHO:

F;(x) = i(chB + (1 — a)Sgy) — max. (7)

ANTOpUTMBI MUHMMM3HMPYIOT KOMIAKTHOCTh KJIACTEPOB U MAaKCH-
MaJIbHO OTAEJSIOT KJIAcTephl APYT OT JAPYyra MO PACCTOSHHUIM MEXITY
UX LEHTPOUIAMU U YAAISIOT LIEHTPHI KJIACTEPOB OT BHIOPAHHOTO
o0IIero MeHTpa ToYeK B Habope JaHHBIX.

YucneHHbIe SKCIIEPUMEHTHI MTPOBOJMINCH HAa MaJIbX, CPEIHUX U
00JBIINX peaNbHbIX HAOOpax JaHHBIX U MPOJEMOHCTPUPOBAIH (-
(EeKTUBHOCTh TMPENTIOKEHHBIX alrOpUTMOB. PaccmarpuBaiuch TpU
Habopa, BKJIrouast Habope! JanHbIX Phishing u Spam u3 pemnosuropust
UCI, a Taxxe Habop nanHbsix NSL-KDD. HaGop naHHBIX cUTHATyp
atak NSL-KDD moctpoer Ha ocHoBe 0a3bl maHHbIXx KDD-99. On
conepkut obyuaroiryro (125973 o6pasuoB) u tectoByto (22544 06-
pastoB) BEIOOPKH. METKH Ha3HAYAIOTCS KaXKIOMY dK3EMIUISIPY JTHO0
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KaK «aHOMaJIus», TM00 Kak «HOpMajbHOE» cocTosiHue. Bee oOpasibl
(148517) paccmarpuBaiuch B JaHHOM wHccliienoBanuu. HaGop nan-
HBIX Spam COJEPKHT NIEKTPOHHBIE MMCbMA CO CIIAMOM U 0e3 HEro.
On Brioyaer B ce0si MPU3HAKU, KOTOPBIE YKA3bIBAIOT KaK 4YacTo
BCTPEYaJIOCh KOHKPETHOE CJIIOBO MJIM CUMBOJI B 3JIEKTPOHHOM IHCh-
Me, U M3MEpSIOT JUIMHY IOCJIEOBATEIbHOCTEH 3arjaBHBIX OYKB.
Habop naHHBIX COJEpKMT JBa Kjacca: cHaM («aHOMallUsA») WIH
«HopMmanibHOe» coctosiuue. Phishing conepxut 11055 ¢pummuroBsix
BeO-caliToB. OH Bkitouaet B ceOs 30 mpusnakoB (IP-anpec, miauHbI
URL-anpeca u anomanbHoro URL-angpeca, mepenamnpaBieHus: BeO-
caifta u T. 11.). Habopsl maHHBIX ObUTH pa3jeneHbl Ha ABa Kiacca. B
X0Jle IpeBapUTebHOM 00pabOTKM 3Ha4YeHHs B HaOopax JaHHbBIX
OBUIM CTaHIAPTHU3UPOBAHBI.

b0 paccMoTpeHO BIMSHME NapaMeTpa peryisipuzalud o Ha
3P PEKTUBHOCTh TPETHETO MPEAJIOKEHHOTO AITOPUTMA MPH Pa3Iny-
HbIX HaOopax JaHHbIX. [l oleHKH 3G (EKTUBHOCTH MPEATIOKEHHbBIX
QITOPUTMOB OBLTH PACCMOTPEHBI METPHKHU KJIACTEPU3AIUH HA OCHO-
BE€ PACCTOSIHUS MEXIY MapaMy TOYEK JAAHHBIX, SBISIOTCS «UUCTOTa»
(purity), merpuka MupkuHa, koddduuueHt pasgeneHus (partition
coefficient, PC), Bapuanus undpopmarmu (variation of information,
V1), F-mepa u V-mepa. [lonyueHHbIe pe3ynbTaThl sl IEPBOTO, BTO-
pOro, TPETHEr0 NPEJIOKEHHBIX AITOPUTMOB M aJIropuT™Ma k-cpeHux
0oJiee HaTJISTHO TPOMJLTIOCTPUPOBAHO Ha prc. 2. CpaBHEHHE C airo-
putMoM K-cpeqHuX 10Ka3aao MPeBOCXOACTBO MPEATI0KEHHOTO MO/I-
xo7a. Ha ocHOBaHMM DKCIIEPUMEHTAIBHBIX PE3YJIBTaTOB MOXKHO ClIe-
JaTh BBIBOJI, YTO TPH MPEATIOKEHHBIX aITOPUTMA IIPEBOCXOAAT aJro-
put™ k-cpennux no merpukam Purity, F-mepa u PC ansg nabopa nas-
HbIx Phishing. Jlns nabopa nanueix NSL-KDD Haunydiive pe3yib-
TaThl OBUTH TIOJYYEHBI NPH NPUMEHEHHUHU TEPBOTO U BTOPOTO TIpe-
JIOKEHHBIX AJITOPUTMOB COTJIACHO MPHUBEICHHBIM BBIIIE TPEM METPH-
kaMm. Ilo Bcem MeTprnkam BTOPOH aJrOpUTM NOKAa3al JIYYIIHHA pe-
3ynpTar Juis Habopa maHHbIX Phishing. IIpu stom Mmerpuku Purity,
Mirkin, F-mepa n PC mokasamu xopolre pe3yibTaThl I Habopa
naHHbelx NSL-KDD npu npumeHeHUHM BTOpOro ainropurma. Tperuit
NPEUIOKEHHBIN aJITOPUTM IIOKa3ajl HaWIydllUe pe3yJbTaThl AJsd
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HabopoB naHHbIX NSL-KDD wu Spam, a nns Habopa IaHHBIX
Phishing nabmoganuch camble HU3KHE 3HA4YEHUS. MOXKHO clejarb
BBIBOJI, YTO TPETUH aJITOPUTM XOPOIIO paboTaeT Ha HAOOpax JaHHBIX
MaJIoro M OOJIBIIOTO pa3Mepa, TOrJa Kak BTOPOW aJITOPUTM MOKa3ajl
HaWIydIIne pe3yIbTaThl Ha HA0Opax JaHHBIX CPEAHET0 pa3Mepa.

Purity (%)
B8 8 8

F-measure (%)

Mikin metiic (%)

]

Variation of information (%)

Partition coefficient (%)

Puc. 2. CpaBHeHUe NPelJI0KEHHBIX AJITOPUTMOB € aIropuT™MoM k-
CpPeHUX Ha OCHOBE METPHK

Bo Bropom maparpade npeacTaBieH aaropuT™ aHalu3a GoJbIINX
nanubix KOC Ha ocHOBe B3BEIICHHOW KiacTepusaiuu. [lanHoe uc-
Clle/IOBaHME HAIPABJIEHO HAa pa3pabOTKy KJIACTEPHOrO MOIXO0a JJIs
oOHapy>XeHHs: aHOMaJnii B OOJBIIMX TaHHBIX Beca, MONydeHHbIE
yTeM CYMMHPOBAHUS BECOB KaKI0H TOUKM M3 Habopa JaHHbBIX, ObI-
JM Ha3HAYEHBI KiacTepaMm. B3BemmBaHue NMpUMEHSETCS JUIS YiIyd-
IICHHSI PELICHUS KJIaCTEePU3aIHH.

IMycte X = (x4, X3, ..., Xy) — TOYKH B HAOOpe MAHHBIX, TJI€ N -
obiee KOJIHYECTBO TOYEK B Habope JIAHHBIX,
x; = (xi1, Xi2) «r Xim) € R™ — ToOuka B HaboOpe MaHHBIX, IJle M -
pasmepHOCTh To4yek maHHbIX, C = (Cy,C,, ...,Cx) — KIACTEpHI, Tie
C, (p= 1, k) — p-brii Kmactep n k — KOMMUYECTBO KIacTepoB. 3anaya
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COCTOUT B TOM, YTOOBI MUHUMH3UPOBATh (DYHKIHMIO 1T OOHApyXe-
HUS aHOMaJIMii B HaOope NaHHBIX CIEeTYIOUIM 00pa3oM:

FO) =2kt Bxec, Gl * i = Ol > min, — (8)
rae |Cp |W — B€C -I'0 KJ1acTeEpa.

B sTtom CJIydac BCC KJACTCpa ONpCACIACTCA KaK CyMMa BCCOB BCCX
TOYECK KJ1acTcpa:

|Cp|W = inECp W(xl')! p= 1121 ey k; (9)
TAC BE€Ca TOYCK paCCUUTBIBAIOTCA Ha OCHOBC UX paCCTOAHUA OT LCH-
Tpa BCEX TOYCK B Ha60pe JaHHBIX

1
w(x) = llx; = 0ll, 0 =—XiL; %, (10)
a 1eHTp -1o Knacrepa (0p) ONpenenseTcs Kak
1
0, = @inecp xi, n, =G|, p=12, ..k (11)

B anroputme kaxaplii KjacTep MpeACTaBiI€H CBOMM LIEHTPOM, U
1[eJIb COCTOUT B TOM, YTOOBI HAWTH pelIeHHEe, KOTOPOE MUHUMH3UPY-
€T PacCTOSIHUE MEXIY KaKIOW TOYKOM M LEHTPOM KJacTepa, KOTO-
pOMy OHa Ha3HayeHa.

Pe3ynbrarhl SKCIEpUMEHTOB TOKa3aiu 3(PPEKTUBHOCTH MPETIO-
YKEHHOTO TIOJIX0Ja, KaK Ui KJIacTepu3allud, Tak U MpU OOHapyKe-
HUM aHOMaJMii oxHOBpeMeHHO. CpaBHEHHE C aIrOpuTMOM K-
CpeIHUX TMOKa3ajo, YTO MPEIOKEHHBIA aNTOpUTM TOYHEee OOHapy-
xkuBaer aHomanuu B KOC (Tabmuma 1). [ns oueHKH MpoOM3BOIU-
TEJIBbHOCTH MPEJI0KEHHOTO MOAX0/a MCHOJIb30BAIOCH OTHOCUTEIb-
HOE yJIyYlIICHHE:

Hpeﬂﬂo){(eHHbIﬁ_MeTOA —k—cpe,cu—me

X 100%.

k-cpenHue
Taoauna 1

CpaBHeHne NMPOU3BOAUTECILHOCTH AJITOPUTMA K-CPEAHUX H
NMPEAIOKCHHOI'0 AJITOPUTMA

MeTtpuku Purity Mirkin F-mepa 0 0
Ha6op naHHb (%) (%) (%) VI (%) PC (%)
NSL-KDD 3.78 (+) 0.44 (+) 0.66 (+) 13.03 (-) 10.55 (+)
Phishing 5.58 (+) 218 (+) 1.21 (-) 17.72 (+) 8.88 (+)
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Ha ocHOBaHUM SKCIIEPUMEHTAIBHBIX PE3YIbTATOB MOXKHO CIIENIATh
BBIBOJI, YTO MPEIJIOKCHHBIN MOIXOJ[ MPEBOCXOIUT aaroputMm k-
cpeanux 1o yeTeipeM merpukam (Purity, Mirkin, F-mepa u PC) mns
Habopa manHbix NSL-KDD. Purity, Mirkin, PC u VI nokazanu xo-
poiue pe3ysabTaThl 11 Habopa naHHbIX Phishing. 3nayeHus mokasa-
teneir F-mepa ObutH TOCTaTOYHO OJIM3KUMU AJIE 000MX TOIXOM0B K
HabopaMm maHHbBIX NSL-KDD u Phishing. [Ipemnoxennbrii moaxom
cTaHoBHTCs Oosiee 3 (PEKTUBHBIM C YBETUUCHHEM pa3Mepa aHAIH3HU-
pyemoro Habopa JIaHHBIX.

B Tperbem maparpade mpeiacTaBieH METOJ MapajuieibHON o0pa-
0OTKM OONBIIMX MAHHBIX A CHIDKEeHHs pucka Bbixoga KOC wus
CTposi. AHanu3 HAaOOPOB JAaHHBIX OOJBIION Pa3MEPHOCTH TPeOyeT
HATAYUSL OOJBIIMX BBIYUCIHUTEIHHBIX MOITHOCTEH, YTO HE BCeraa
ocymecTBuMO. JlaHHOE WCCIICIOBAaHHE HAMpPABJICHO HAa pPEUICHHE
poOJIEMbI YCKOPEHHS MpoIecca KiacTepu3auu. IT0 ObLIO TOCTHUT-
HYTO 3a CUET CBS3bIBAHUS MapajlIeiIM3alliud U pasjelieHus Habopa
JAHHBIX Ha HeOOoJbIIMe makeThl (0aT4n) ¢ UCIOJIB30BAHUEM KIIACTE-
pHU3aluu Ha OCHOBE K-CpeaHuX.

[Mycts X = {x1, X3, ..., X} — KOHEYHOE YUCIIO TOYEK, 3aJAaHHBIX B -
MEPHOM MPOCTPAHCTBE, g — pa3Mep OaTua, MaKCUMallbHOE 3HAUYCHUE
q(q < n) xoroporo omnpexaensercs napamerpamu 1K, a Taxxe oopa-
OareiBaetcs 3a pasymuoe Bpems, C = {C;,C,, ..., C;,} — MHOXeCTBO
KJIACTEPOB, TJIC C{,’ (p = 1,2, ..., k) — p-w1ii xnacrep q-ro O6atya, a k
— KOJIMYECTBO KIIACTEPOB, 0;’ — IEHTPOUJ P-TO KJacTtepa B q-OoM

Oarue.
[{eneBast pyHKIHMSI IMEET CIICAYIOIINH BU/I:

fx) = z’;ﬂzxiec,,llxi —0f||° — min, (12)
X

xi qu

0y = , p=12,..,k, (13)

G
rae ||. || - EBximmosa Hopma B ™M, |Cg | — YHCIIO TOYEK JAaHHBEIX B
q
knacrepe C, .
PesynbTupyromuii NEHTPOU, MOTYYECHHBIM IMOCIE NPUMEHEHHUS
anroput™a K-cpenHux kK HaOOpy LIEHTPOUIOB Bcex OaTuei, 0003Ha-
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vaerca kak Op (p = 1,2, ..., k). B oTOM ciyyae Habop HaHHBIX pas-
OuBaeTcsi Ha HECKOJIbKO paBHBIX OaTuell. Pesynbrupyromue kiacte-
PBI CO3IAI0TCS MapaJUIEIbHO Oe3 MOJHON 3arpy3Ky MaMsATH, YTO 3Ha-
YUTENIBHO YCKOpSET KiacTepu3anuioo. MeTos paboTaeT napaieibHo
U WUTEPATHBHO. AKTYaIbHOCTh HCCIICIOBAHUS 3aKJIIOYACTCS B TOM,
YTO HUCIIOJIb30BaHKUE OaTyeil Masloil pa3MEpHOCTH CHHKAET BHIYUCIIU-
TENbHBIC 3aTPATHl U YBEIIMYUBAET CKOPOCTh CXOAMMOCTH aJIFOPUTMA
KJIaCTepU3ALIUU.

DKCIepUMEHThI MPOBOAMINCH Ha JIBYX HaOOpax maHHBIX: Phone
Accelerometer u Individual Household Electric Power Consumption.
Hab6op mamnabix Phone Accelerometer conepxut 1048575 obpasion
u 4 npu3Haka. A Juisi BTOPOro Habopa JaHHBIX KOJIMYECTBO 00pa3iioB
cocraBuiio 2075259 u 9 npusnakos. B skcnepuMeHTax 3T HaOOpbI
JIAaHHBIX pa3OuBarOTCs HA paBHbIC pparMeHThl (0aTun). Kaxkaprid 6aT4
uMeeT oauHakoBbld pazmep (5000, 10000, 15000 u 20000 obpas-
110B). K 00pa3ioB ciay4aiiHbIM 00pa3oM BBIOMpAlOTCS B OaTue ISt
WHUIMAIM3AIAA EHTPOUIOB. B HcciaenoBaHUM TpeIOKCHHBIN
MOJXOJ] CPaBHUBAICS C AITOPUTMOM K-CpelHHUX TpPH KOJIUYECTBE
KJIacTepoB paBHbIM 2, 3, 5, 10 u 15, uto6sI g0Ka3aTh ero d3hPpeKTuB-
HOCTb B MapaJuIeNbHOM KiacTepu3anuu OONbIINX JaHHBIX. CpaBHe-
HUE BPEMCHH BBITIOJHEHUS TPEUIONKEHHOTO Toaxoaa U k-cpemHux
JUTSL IBYX peanbHBIX HAOOPOB JaHHBIX MMOKAa3aHO Ha puC. 3.

Number of Clusters Number of Clusters

a) 6)
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Runtime (sec)

B) r)

Puc. 3. CpaBHeHue NPON3BOAUTEILHOCTH MPEIJI0KEHHOTO
MeToJa U ajropurmMa k-cpexnnx Ha nadopax nanubix Phone
Accelerometer (a, 6) u Individual Household Electric Power

Consumption (B, r)

st TOTOTHUTENBFHOM OIEHKH MPEAJIOKEHHOTO METOoa ObLIT TIPO-
BCJICH aHAJKM3 MPU pa3IMYHOM KOJUYECTBE OaTueil Ha mpumepe
Habopa manubix Individual Household Electric Power Consumption
(Puc. 4). Ilpu k=2 u k=3 npemyokeHHBII METOJ Maj0 3aBHUCUT OT
U3MeHeHHs KonndecTBa Oaryeid. [Ipeanaraemsrii moaxon odecredn-
BaeT 0oJiee 3aMETHOE YIy4IIeHHE C YBEITMYEHHUEM KOJHMYECTBa Kila-
crepoB u Oaryeil. Takum 00pa3oM, MOYKHO YBEITHUYUTH KOJIHMYECTBO
6arueit (>200), uTo U OBLIO CAEIAHO paHee.

400

350 | o=iod
—e—k=5

300 k=10
k=15

Runtime (sec)
o 153 5
g 8 8

=3

5UN
0® i - %

2 3 5 10 20 30 50 100 200
Number of Batches

Puc. 4. IIpou3BoAUTEIBHOCTD NPEIJI0KEHHOI0 METO/AA NPH
Pa3jIMYHOM KoJIn4yecTBe 0aTueil 1151 Ha0opa naHHbIX Individual
Household Electric Power Consumption
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Ha ocHOBaHMM pe3ynbTaToOB 3KCIIEPUMEHTOB ObUIA TOKa3aHa BBI-
yucauTenabHas 3()()EeKTUBHOCT, METOAA MO CPAaBHEHUIO C AJITOPHT-
MoM k-cpenHux. AHanmu3upys BIMsSHHE pa3Mepa OarTdya Ha cpejHee
3HaueHHe (PYHKIMU M CpeJHEee BPeMs BBINOJIHEHHS METOA, MOXKHO
clenaTh BBIBOA, 4TO 3(PQEKTUBHOCTh JOCTHIAaeTCs Nake NPH He-
OosibiioM pasmepe Oatda. HecMoTpss Ha yBelnWYeHHE KOJIMYECTBA
KJIaCTEpPOB, CKOPOCTh MPEIJIOKEHHOTO MOJX0/1a 3HAYUTEIFHO BHIIIE
110 CPAaBHEHHIO ¢ anroputMoM k-cpeanux. MeToa crnocoOeH KiacTe-
puzoBarhb Oombinue nanabie KOC 3a KopoTKoe BpeMs U MOXKET IpH-
MEHSTBCS ISl aHAIM3a OOJBIINX JAHHBIX C LEJIBI0 CHIDKCHUS PHCKa
BBIXOJIa CHCTEMBbI U3 CTPOSI.

B uerBeprom maparpade mpeactaBiieH METOJ KJIACTEPHOTO aHa-
nu3a Oonpmmx naHHbiX KOC Ha 0CHOBE KOHCEHCYCHOTO aHcamoOId.
KoHceHCycHBII TOAXOJ 3aKII0YaeTcs B IOUCKE COTJIACOBAHHOTO
pCLICHHUS 332 CYET BOBMOYKHOCTH COBMECTHOT'O MCIIOJIb30BAHHS METO-
JIOB KJIaCTepHOTro aHanu3a. [loctpouts Hanbosee MoaXoAsIIyro cxe-
My KJIacTepU3allMy il KOHKPETHOW OO0JIACTH MOXHO, NPHUMCHHB
KOHCEHCYCHBIH TIOAXOJ] K pa3HbIM HabopaM ajJrOpUTMOB B COOTBET-
CTBHHU C UX MPEUMYIIECTBAMHU M OTIMYUTEILHBIMH OCOOCHHOCTSMH.
[Ipu BBIpaOOTKE OKOHYATEIHHOTO PEIICHHS PAacCMaTPUBAIOTCS pas-
HbIE TOYKH 3pCHHUS, KOTOphIE HE TOJILKO HE MpPOTHBOpEYar, HO,
Ha000pOT, KOMIICHCUPYIOT HEIOCTATKH Kakaoro merona. KoHceH-
CyCHasl KJlacTepu3allis MOMOTaeT CO3/1aBaTh «HAJEKHBIC» pa30ue-
HUsI, 00pabaThIBaTh MIYMBI U BBIOpOCkl. OHA AEHCTBYET Kak MHOTO-
obermaroriee perieHue A kinacrepuzanuu 6onpimux gaHHbix KOC.
B manHOM ciydae mpobnemoii siBiseTcs pa3paboTka (YHKIHMH TO-
JIE3HOCTH U e€ 3P PEeKTUBHAS ONITHMHU3AIIHS.

Llenb muccnenoBaHMsi COCTOUT B TOM, YTOOBI HAWTH KOHCEHCYCHOE
pa3OueHne 7 MmyTeM PEelICHUs! CIEAYIONeH ONTHMU3AIIMOHHOW 3a/1a-
qH:

m* = argmax,(w;U(m, m;)), (14)

rae m* sBaseTcs GpyHKuuen koHceHcyca, U mpeacTaBnseT QyHKIHIO
MIOJIE3HOCTH, KOTOpasi U3MEPSIET CXOJCTBO MEXAY 7T U JIFOOBIM T;, a
pa3Ouenue 7; sBhsieTrcs 0a3oBbiM pasdueHueM (1 <i<r) wu
r —
w; € [0,1], Zi=1 w; = 1.
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Beca Ha3zHayaroTCs OTAEIBHBIM METO/AM KJIACTEPHU3ALUH C HCIIOJb-
30BaHMEM (DYHKIIMH MOJIE3HOCTH HA OCHOBE purity (4UCTOTA):
f=A=-2-Y_ ,wU(m,m)+ A |lw||* = max (15)

HpU YCI0BUH
oaw; = 1Lw; = 0,Vi. (16)

rae 0 < A <1 — napamerp peryisipusaluy, KOTOPbIA yKa3bIBaeT Ha
KOMITPOMHUCC MEXIYy MaKCHUMHU3AIlMeH B3BEIICHHON (PYHKIIMH IOJIe3-
HOCTH U I'J1aJIKOCTBIO, 00ecIieunBaeMoi w.

CrartucTuyeckuil aHallu3 KJIacTepu3aluy OONbIIMX JaHHBIX [e-
MOHCTPUPYET BO3MOXXHOCTb MPUMEHEHHUS B3BEILIEHHONM KOHCEHCYC-
HOU KJlactepu3anuu K aHanu3y 6omibiux nqaHHbeX KOC 6e3 metok. C
9TOM 1eNbI0 (QYHKIMS TOJIE3HOCTH, OCHOBaHHasi Ha Purity, Obuia 3a-
MeHeHa (yHKIHeW, OCHOBaHHOW Ha wWHIeKcax Davies-Bouldin u
Calinski-Harabasz. Uunexc Davies-Bouldin (DB) ocnoBan Ha cooT-
HOIIICHUM PACCTOSHMI BHYTPM KJlacTepa M Mexay kinacrepamu. DB
pacCcUUTBHIBAETCS CIEAYIOIIUM 00pazoM:

DB =3I, R; (17)
Ri = maxiij (—661(16513;?(:]‘]))), (18)
rne k — xoiauuyecTBO KiacTepoB, 6 — JUCHEPCHsl BHYTPH KiacTepa,
dist — paccrosinre Mexny i u j kiactepamu. lleneBoe 3HaYeHHE —
9TO MUHUMYM HHJEKCA.
Wunexc Calinski-Harabasz (CH) xapaktepusyeTcs cieayrolei
byHKuumeit:

_ B(k)/(k—1)
CH = ormry (19)

rac
B(k) = Yk | n; dist?(0;,0), (20)
W (k) = TE; Yrec, dist?(x, 0y), (21)

k — xonMUecTBO KJIACTEPOB, N — KOJIMYECTBO OOBEKTOB B pacCMaTpH-

BaeMOM Habope maHHbIX D, C; — i-BI KJacTep, N; — KOJUYECTBO

00BekToB B C;, O — iedTp Habopa nanueix D, O; — nentp C; B Habope

nanueix, W(k) — cyMMa BHYTPHKIIACTEPHBIX IUCIIEPCHM Ul BCEX
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kiactepoB u B(k) npencraBisier co00i B3BEIICHHYIO CYMMY KBa-
patoB paccrosinuii Mexay C; u Habopom nanubix D. Hauboinee Bepo-
SITHBIM YHCJIOM KJIACTEPOB SIBJISICTCS 3HA4YCHUE Kk, TIpU KOTOPOM HH-
nexc CH nocruraer cBoero MakCMMallbHOTO 3HAUEHHUSI
DKcrepuMeHTalIbHbIE Pe3yibTaThl Ha HAOOpax MaHHBIX pa3liny-
HOM pa3MepHOCTH C UCIOIH30BAHUEM METPHUK PACCTOSTHUS MMOKa3ajH,
YTO MPEUIOKEHHBI METOJ SIBISIETCS] BHICOKOI(DPEKTUBHBIM U Tpe-
BOCXOJMT COBPEMEHHBIC METOMBI 10 KAUeCTBY KJIacTepU3allUU JIaH-
HbeIX. Ha puc. 5 MoXHO yBUIETh BIUSHUE TapaMeTpa A Ha Beca ISTH
METOJIOB KJIACTEPH3AIMH JUIsl PACCMOTPEHHBIX HAOOPOB JaHHBIX
NSL-KDD, Phishing u Phone Accelerometer. Pe3ynbratsl sKcriepu-
MEHTOB JIOKa3as A()(PEKTHBHOCTh MPEIIOKEHHOTO METOoAa K Kila-
CTepH3aliK JaHHbIX 110 cpaBHeHHIO ¢ Metogamu DBSCAN (Density-
Based Spatial Clustering of Applications with Noise), OPTICS (Or-
dering Points to Identification the Clustering Structure), CLARANS
(Clustering Large Applications with Randomized Search), k-
cpeaaux 1 SNNC (Shared Nearest Neighbor Clustering). s na6o-
pa nmanabix Phishing, npeniokeHHbI# KOHCEHCYCHBIH TMOIXOM C
KBaJIpaTOM €BKIIMIOBA PACCTOSHUS Jall HAWIYYIIUH pe3ynbTar co-
rimacHo metpukam Purity (0.7166), Mirkin (0.4062), F-mepa (0.7283)
u PC (0.3053). Pe3ynbTaThl OCHOBHBIX pa30MeHuil MPeB30ILUIH MMOKa-
3atenb VI u coctaBunu 0.0948. IIpeniokeHHBIN METOJ C UCTIOIb30-
BaHHWEM KBaJparTa €BKIUJOBA PACCTOSHHS MOKa3al HAWIYUIIHi pe-
3y/lbTAT 1O BCEM IISITH METPHKAM W COBIAT C Pe3yJbTaTOM METOja
CLARANS nns na6opa manaeix NSL-KDD. A nns nHabopa JaHHBIX
Phone Accelerometer mpemiokeHHBIH MOJXO0J] TMPEB3OIIET TaKHe
meTtonel kmacrepu3anuu, kak DBSCAN u OPTICS mo Purity,
Mirkin, F-mepe u PC, Ho HEemMHOTO yeTymua o VI
Haunyummii pe3ynpTaT MOKa3bIBaeT MPEATOKEHHBIM MOAXOMI C UC-
MOJTb30BaHNEM KBaJ[paTa eBKINI0BONH METPUKH.
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Methods Met Methods

a) NSL KDD 6) Phishing  B) Phone Accelerometer
Puc. 5. 3aBUCHMOCTH BeCOB METO/I0B KJIaCTepU3allMU OT Mapa-
merpa A

Tperbs riaBa nocesiieHa pa3paboTKe METOJIOB U aJITOPUTMOB
obecrieyeHnss KnOepOE30MacHOCTH WH(POPMALMOHHBIX TEXHOJIOTUI
K®C. Kubeparaku SBIAIOTCS OJHOM M3 MPUYUH aAHOMAJIbHBIX
aBiieHni, HaOmogaemeix B padote UT KDC, a takxke mpu nepenaue
Tpaduka mo cetu. AHOMaJINHM CETeBOro Tpaduka MOTYT IPHUBECTU K
HEKOPPEKTHOW paboTe OTACNHHOIO KaHaja WM LENbIX CErMEHTOB
CEeTH, YTO MPUBENET K OTKa3y B OOCIYKMBAaHUU HAa JAHHOM CETEBOM
obopynoBanuu. CeTeBble aTaKu MOCTOSTHHO MEHSIOTCS, MOCKOJBKY
3JI0YMBIIUJIEHHUKH HUCTIONB3YIOT MHAMBUAYaNIbHBIE OAX0abl. Ha 310
TaKKe BIMSIIOT M3MEHEHUS B IIPOrpaMMHOM M  allllapaTHOM
oOecnieyeHnu. [ 1aBa cocToUT U3 Tpex naparpagos.

B nepBom naparpade npeacraieH MeTo Kiaccudukanuu kude-
parak Ha KOC ¢ npuMeHeHHeM 3KCTPEMajbHOI'0 MAaIIMHHOTO 00Y-
yenust (Extreme Learning Machine, ELM). [Ins BbiOopa HanGomnee
WH(OPMATUBHBIX MPU3HAKOB OBLT MPHUMEHEH TeHETHYECKUU amro-
PUTM TIOBEJIEHUSI «CBETISYKOB)» C LEIbI0 MOBBILIEHUS TOYHOCTH U
YBEIMYEHUSI CKOPOCTH PabOThl anroputMma kiaccupukanuu. Meton
ELM uMeeT BBICOKYIO CKOPOCTh BBIYMCIICHHH W HE TpeOyeT uTepa-
TUBHOW HACTPOMKHU MapaMeTpoB sl 00ydeHusl.

DKCIEepUMEHTHI MPOBOAINCH Ha Habope manHbpix NSL-KDD. Bee
ataku B NSL-KDD mnonenensr Ha uetsipe rpynnsli: DoS (Denial of
Service Attack), araku moip3oBaTeneil Ha KOPHEBOW KOMIBIOTEP
(Users to Root Attack, U2R), ynaneHHble aTaku Ha JTOKAIbHBIA KOM-
netoTep (Remote to Local Attack, R2L) u araku 30HAMpOBaHUS
(Probe). Kaxxnas 3ammch mmeer 41 mpuszHak. MeToj olleHHBaeTCs
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IpU PAa3IUYHBIX (PYHKUIUSAX aKTHBAIMK: (QYHKIUS aKTHUBAIUHM Paau-
anpHOoro Oasmca (radial basis activation function, RBF), ¢ynxmus
aKTHBAIlMM TpeyrojbHOro Oasmca (triangular basis activation
function, TriBas) u ¢pynkus aktuBanuu ['aycca (Tabmuma 2). [pu-
MeHsUTach (YHKIUS akTUBauu [aycca JUisi pasiuyHBIX 3HAUYCHUUN
napaMeTpoB JAucCHepcud (0) U MaTeMaTH4ecKoro Oxuganus ().
Hawnnyumas Tounocts oO6Hapyxenus DoS-, U2R- u R2L-arak Obuia
JTOCTUTHYTa /Ui GyHKIMK akTuBanuu ['aycca npu 0 = 0.1 u u =4
(DoS —86.89 %, U2R —99.99 % u R2L — 99.94 %). B ciy4dae Probe-
aTak BBICOKasg TOYHOCTH (99.06%) Obuta momydeHa ansi (yHKIUU
aktuBauuu ['ayccanpu o = 0.2u u = 0.

[TpenoxXeHHBI METO/ TIPH UCIIOJIb30BAHUN (DYHKIIMH aKTHBAIMH
["aycca mpoaeMOHCTpUPOBANl BBHICOKHE PE3YNbTAThl, KaK MO CKOPO-
CTH, TaK M MO0 TOYHOCTH KJIacCU(UKALINH.

Taoauma 2
CpaBHeHHe TOYHOCTH OOHAPY:KeHHUs BTOPKEHUS PH
PA3JIMYHBIX PYHKIHUAX AKTHBAINHU

OYHKINSA aKTHBAITUU DoS Probe U2R R2L
RBF 80.01% 91.79% 99.88% 99.94%
TriBas 81.60% 95.62% 99.65% 99.57%

Gaussian (0 =0.2, 4 =0) | 84.26% | 99.06% | 99.95% 99.70%

Gaussian (0 =0.1, x=4) | 86.89% | 90.01% | 99.99% | 99.94%

PaccmoTtpennslii knaccudukaTtop Ha ocHoBe Merona ELM obGec-
MIEYMBACT MPUEMIIEMOE KayecTBO KJaccu(UKaluu KubepaTak M BbI-
COKYIO0 MPOU3BOJUTENBHOCTh, YTO JENAET €ro IpHUBIIECKATEIbHBIM
peuieHreM A cucrteM oOHapyxkenus Bropxkenuit B UT KOC B pe-
KM€ PEAIbHOTO BPEMEHH.

[TpennoxeHHbIi METOJ CpaBHUBAICS C aJrOpUTMaMHM MallWH
OTIOPHBIX BEKTOPOB, CIyYalHOI'O JIeCa, UCKYCCTBEHHONW HEWPOHHOU
CEeTH U ITyOOKOM HEeMpPOHHOM CEeTH U MPOJEeMOHCTPUPOBa Hanboee
BBICOKYIO TOYHOCTh IPU MCIOJIb30BaHUU (YHKIMH aKkTuBanuu ["ayc-
ca (99.78%) (Tabnuma 3).
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Taéanna 3
OueHKa NPOU3BOINTEIHLHOCTH MPEIJIaraeMoro nojaxoaa AJisi Hadbopa

manabeix NSL-KDD
Meron Bayes Logit 1Bk SVM RF DNN MLP ELM

Net Boost (Gauss)
Accuracy | 69.9 78.8 99.6 | 93.8 97.93 | 915 81.43 | 99.78
(%)

Bo BropoM maparpade mpexncraBieH MeTon oOHapykeHHs DoS
atak Ha K®C ¢ npumeHenuem aHcamOiis kinaccupukaTopoB. B pe-
3ynbrare DoS-arak cepBep M ceTh nepeayu JaHHBIX OrpaHUYUBa-
€T yCIIyTH, a 3TO, B CBOIO OY€pe/lb, MOXKET NpuBeCcTH K 0Tka3zy KOC.

IIpenyioxKEeHHBI METOJ, YKa3bIBAIOIIUKA BEPOSATHOCTh IPHHAJ-
JIeKHOCTH K OIpEJesIeHHBIM KjlaccaM, BO3BpAlllaeT BEKTOP OLIEHOK
KJIaccu(UKAUK Il KQKJO0W TOUYKH JaHHBIX. OCOOEHHOCTh MpPEeIo-
KEHHOT0 MOAX0/1a COCTOUT B TOM, UTO JUIsl Ka)KJ0M TOYKH U3 Habopa
JAHHBIX TOJy4YEHHasl METKa KJacca COOTBETCTBYET MaKCHMaJIbHOMY
3HaYEHUIO CPEAM BCEX OIICHOK, MOJIyYEHHBIX METOJaMH Kiaccupu-
Kalluy JJ1 JaHHOW TOYKH.

B kauectBe Ki1accu(pUKATOpPOB OBUIM PACCMOTPEHBI JIEPEBbS pe-
HIeHUH, anroput™M k-Ommxaiimx coceneil, MalIMHbI OMIOPHBIX BEK-
TOPOB C pa3IUYHbBIMU (PYHKUMAMHU siipa U HAUBHBIA OalleCOBCKUI
kiaccugukarop. Haubonee TouHbIN pe3ynpTar mokasan aHcamOb U3
nsatu knaccuduxatopos (Tabmuna 4). HecMoTps Ha TO, uro NB mo-
Ka3bIBaeT caMblil Hu3kuil pe3ynbrat (80.45%), mpu qo00aBIeHUH €ro
B aHCaMOJb KiIacCU(PHUKATOPOB TOYHOCTh MPEUIOKEHHOTO MOIX07a
yBeNIMUYMIach U coctaBuina 92.33% nns naTH Kiaccu@UuKaTopoB.

Ha ocHOBaHMHM MOJYYEHHBIX PAHTOB Ui MeTpHK purity, Mirkin,
F-mepa, VI u PC 6bu1 paccuntan pe3yiabTUPYIOLIMHA paHr Ui BCeX
METOJIOB KJIaCTEepHU3aIIH:

M M-s+1)7g

rank(method) = Yi=, TR (22)

riae M — 9uciIo METOMOB, Ty - KOJIMYECTBO pa3, KOTJa METO]T IOSBIIS-
€TCs B S paHre.
Ancam6ip DT+KNN+SVM(Polynom)+NB+SVM(Linear) moxazan
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Jy4IIUN paHr TIO BCEM YEThIpEeM METpPHUKaM accuracy, precision,
recall u F-mepa st kimacca DoS.

Tab6auuna 4

CpaBHeHHe MPeII0KEHHOT0 MEeTO0/1a ¢ APYIrUMH KJIaccupukKaTo-

paMH o MeTpHKe accuracy

Kiace «HopmanbHoe»
Mertox DoS COCTOSHIE Hpyrue aTaxn
DT 86.32% [7] 77.19% [7] 64.25% [8]
KNN 88.21% [3] 79.67% [3] 65.80% [6]
SVM(Linear) 87.21% [5] 77.96% [6] 66.22% [5]
SVM(Polynom) 86.64% [6] 79.50% [4] 68.31% [3]
SVM(RBF) 87.25% [4] 78.84% [5] 65.38% [7]
NB 80.45% [8] 71.25% [8] 66.50% [4]
DT+KNN+ . . .
SVM(Polynom) 90.74% [2] 84.77% [2] 74.53% [2]
DT+KNN+
SVM(Polynom)+NB 92.33% [1] 88.58% [1] 83.35% [1]
+SVM (Linear)

B tpetsem naparpade npencrabiieH anroputM oOHapyKEeHUs Bpe-
JIOHOCHOTO IporpammHoro otecrneuenuss B KOC Ha ocHOBe n300pa-
xeHuil. CylecTByOIEe TEXHOJOTUU MO3BOJIIOT CHU3UTh PUCK 3a-
pakeHus BpegoHOCHBIM [1O ¢ moMoIIbI0 pa3InyHbIX HHCTPYMEHTOB.
OpnnHako uaeanbHON 3allUTHl OT Bce 00Jiee M3O0LIPEHHBIX TUIIOB Bpe-
noHocHoro I1O He cymectByer. Pa3paboTan anropuTM Ha OCHOBE
TpaHcepHOro oOyueHus, KOTOPbIM 00bEeINHAET BU3YyaIU3alHI0 Bpe-
nonocHoro I1O u mpeobpasoBanue Panona. B nanHoM uccnenoBa-
HUU H300pakeHus ObUIM MOJIyY€Hbl Ha OCHOBE OMHApPHBIX 00Pa3IoB
BpenonocHoro IIO. IlpeoGpa3oBanue Panona, koTopoe SBiIseTCS
o0paTUMbIM TpeoOpa3oBaHUEM H300paKEHUS M IO3TOMY MOXKET
paccMaTpUBaTBhCS KaK METOJ MPEACTaBICHUS TEKCTYyphl M300paxe-
HUS, TPUMEHSETCd K MOJIYYEHHBIM H300paKeHHSM BPEIOHOCHBIX
porpaMM B OTTE€HKax ceporo. B oTinuue ot 60/1bIIMHCTBAa METO/IOB,
npeoOpazoBanue Panona. Ilogxon He TpeOyeT pa3paOOTKH HOBBIX
IPU3HAKOB U OCHOBaH Ha BU3yaJbHOM aHaln3e 00pa3oB BPEIOHOC-
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goro I10.

DKclepUMEHTAbHBIE PE3yNbTaThl MOKa3ald, YTO OO0BbEeIUHEHHE
NMPU3HAKOB M3 JBYX TIJIyOOKMX HeHpoHHbIX ceTed (AlexNet wu
MobileNet) moxer >PPeKTHBHO KIACCHPHUIUPOBATH BPEIOHOCHOE
I1O B KOC naxke mpu HEOOJIBIIUX U3MEHEHHSIX M300pakeHus. Kpu-
BbIE ITOTEPh IIPU OOHAPYKEHUH M KPUBBIE TOYHOCTHU KIIacCU(DUKALUU
n3o0pakeHuit u3 HabopoB nmaHHbix Malware BIG, IoT Malware u
MaLNet-Image noka3ansl Ha puc. 6.
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Puc. 6. KpuBble TOUHOCTH 00HAPY:KEHHMs BPEAOHOCHBIX MPO-
rpamMM M NOTephb /IJis HA00POB JaHHBIX BPEJOHOCHBIX IPOrpamMMm
Microsoft malware BIG (a,r), loT_Malware dataset (6,1) u
MaL Net-Image (B,e)

[To nmanueiM MeTpuku F-mepa mms Habopa maHHbIX Microsoft
malware BIG «maccer Bpemonocuoro ITO Lollipop, Vundo,
Kelihos_ver3, Kelihos_verl u Obfuscator. ACY moka3anu pe3ylibTa-
Tel >90%. OmHako cemeilcTBa BPEJOHOCHBIX MporpamMMm Ramnit,
Tracur m Gatak ObUIM MEHEe TOYHO PACIO3HAHBI MO ITTOKA3aTEeNIo
precision u coctraBunu 76%, 82% u 90%, coorBercTBeHHO. [lns
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HaOopa manHbix MaLNeT-+Images, cormacHo meTpukaMm precision,
recall u F-mepa, xnaccer Bpenonocuoro 110 Addisplay u SPR 6putn
pacnio3Hanbl ¢ 100% tounocThio. [Ipu 3TOM npennoKeHHbIA TOAXO0/]
Tak)Ke IMOKa3aJl JOCTATOYHO BBICOKYIO TOYHOCTH JUIsl JPYTHUX pac-
CMOTpEHHBIX KiaccoB BpenoHocHoro I1O. [Ins dyerbipex Kiiaccos
Habopa manubix [oT Malware nmo merpuke precision ObUTH MOTy4e-
HBI cleayromue pe3yiastarthl: Benign (99.50%), Gafgyt (97.99%),
Tsunami (96.09%) u Mirai (97.88%). Haubonee TouHO 1O METpUKE
recall ObUT HACHTH(UIUPOBAH KJIACC CEMEWCTBAa BPEIOHOCHBIX MPO-
rpamMMm Mirai, HateneHHbIH Ha 3apaxenne KOC. B To ke Bpemsi MeT-
puku precision u F-mepa mo3BossitoT onpenenuTs kiacc Benign mo-
yTtH ¢ 100% TOYHOCTBIO.

CpaBuenue ¢ merogamu Xception, Inception, EfficientNet u mp.
J0Ka3aj0 MPEeBOCXOJICTBO MpeIokKeHHoro aiaroputMa (Tabmumna 5).
HccnenoBanue mpoaeMOHCTPUPOBAIIO CTAOUIBHYIO TIPOU3BOIUTEIIb-
HOCTB C TOYHOCTBIO 99.89%, 99.95% 1 99.20% nist HabOpPOB TAHHBIX
BpeIOHOCHBIX IporpamMm Microsoft, [oT Malware u MalNeT-Images
COOTBETCTBEHHO.

Tab6aunua S
Ouenka 3(ppeKTUBHOCTH MPEAJI0KEHHOT0 MOAX01A €
HCNOJIb30BAHHEM METO0B HA OCHOBE IJIY0OKOr0 00yueHust

MeTtox HaGop manHBIX TouHOCTH
(%)
VGG16 Microsoft malware da- 98.94
MobileNet taset 99.25
Xception 99.17
LeNet, AlexNet, InceptionV3 99.70
CNN 98.64
InceptionV3 99.60
[IpennoskeHHBIH MEeTOT 99.89
Adversarial learning loT_Malware dataset 97.67
CNN 95.00
[IpennoskeHHBIH MEeTOT 99.95
Vision Transformer MalNet-Image dataset 97.00
EfficientNetBO+SVM+RF 92.90
[TpeasioxkeHHbIH MEeTO 99.20
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YerBepTass riaBa TMOCBALIEHa pa3pabOTKe METOAOB U
anropuTMoB obecrieuenus 3anmmeHHocty OT KOC. AnomansHoe
cocrosuue K®C Moxker ObITh  BBI3BAHO  HEHUCIPABHBIMU
KOMITOHEHTaMH, BPEMEHHBIMU OTKa3amH, HEIpPaBUIBLHON
HACTPOIKO#, KnbepaTakaMy WJIM UX COYETaHHEM. 3JOYMBIIUICHHUK
BmemuBaercss B K®C, 4ToObl MaHUIYIMPOBATH I[MOKA3aHUAMU
CEHCOPOB WJIM HCIOJHUTEIBHBIX MEXaHU3MOB, 4YTO NPHUBOJMUT K
HeITaTHOM pabore cucrembl. OOHapyxeHHEe aHOMalUd B
MPOMBIIUICHHOM CLIEHAPUHU HMEET Ba)XKHOE 3HAYEHHE, IOCKOJIbKY
HEeoOHapyXeHHble CcOOM MOTYT TPUBECTH K  KPUTHUYECKUM
MOBpEXACHUSIM. PanHee oOHapy:keHHE aHOMAJMH MOYKET IMOBBICHTH
HaJEKHOCTh MOJABEP>KEHHOTO cbosm MIPOMBILIIEHHOTO
000py/10BaHUs U CHU3UTH 3aTPaThl HA IKCIUTyaTallMI0 U TEXHUYECKOE
oOciyxuBanue. ['1aBa cocTouT U3 YeThipex maparpados.

B mepBoMm maparpade mpencTaBieH METOA OOHAPYKCHHS
aHomannii B OT K®C Ha OCHOBE HEpPapXUUYECKUX CKPBITHIX
Mapxkosckux mozeneit (MCMM). B stom cinyuae Habmtoaembie co-
ObITUsT MonenupyroTcs ¢ noMombio CMM. UCMM noaxomut s
3a1a4 CO CIJIOKHOM HMEPAPXUYECKOM CTPYKTYpPOH M 3aBUCAIIUX OT
BpeMeHu. HopMasbHble 1 aHOMaJbHBIE COCTOSIHUS, MOJYYEHHBIE U3
mozaenu MCMM M0KHO MCTIONB30BaTh B KAYECTBE BXOAHBIX JTAHHBIX
s uaeHTtudukanuu atak Ha KOC (Puc. 7).

IlepBpiM miarom B oOHapyxkeHuum aHomamuii K®C ¢
ucnonszoBanueM MCMM sBrnsieTcs cOOp NaHHBIX CEHCOPOB. 3aTeM
cpeau HuUX BbIOMparoTcsl Haubosiee WH(OPMATHBHBIE MPU3HAKU.
Hcnonp30BaHne METOAOB BEKTOPHOTO KBAaHTOBAaHUS (Hampumep,
anmroput™Ma K-cpelHHX) CO37aeT 3HAYMMbIC HAONIOACHUS IS
mozaenu. Anroputm  bayma-Ysnua  BBINONHSIET — KOPPEKLHUIO
mapaMeTpoB  Mojeiau  Ha  odrane  oOyuyeHus.  BepositHas
MOCJIeIOBAaTENbHOCTh  cocTostHUE CMM  Ha TnepBOM  ypOBHE
NPUBOAUT K TEHEpallMk BEKTOpa mNpu3HakoB. [IpuMeHeHue
BEKTOPHOTO  KBAaHTOBaHMS K  OTUM  TpPU3HAKaM  CO3/aeT
MoCJIeIOBaTEILHOCTh HaOmoaeHnit n3 CMM BTOpOTO YPOBHS U T. 1.
3aTeM Ha 3Tane TECTUPOBAHUS OINPEACNSIETCS MOCIEI0BaTEIbHOCTD
COCTOSIHMI C TTOMOIIBIO anroputMa ButepOu, KOTOPBIA MCIOJIB3yeT
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napameTpbl Tarna o0 yJdeHHs.

Eciu He 0OHapyXeHO «HEOOBIYHOE» MOBEICHUE B KOMIIOHEHTAaX
K®C, 1O MoOzmenb mnepexoauT Ha CIACAYIOUMA HepapXUUeCKUM
YPOBEHb M TIPOM3BOAMT IMPOBEPKY HA TOIBITKY KHOepaTaku Ha
CUCTEMY.

O6yuatowe | |  AnropuTm
AaHHblEe Bayma-Yanya
MBI g / l
—— l""mm_. Bufop | _| BextopHoe MCMM
npu3Hakos KBaHTOBaHMe Moaent
\ TecroBble ANropuTM HopmansHoe coctostue [
— —
AaHHble Buteptn Kubepataka

Puc. 7. O0masi cxema npeajioskeHHOT0 MeToa

beuto npoBeneHO cpaBHEHHE ¢ TAKUMHU MOJEISMH, KakK Ii1yOokas
HEHpOHHAsT ceTh, MamWHBI OMOpHBIX BekTopoB, TABOR (Time
Automata and Bayesian netwORk), omHomepHass cBepTouyHas
HeliponHas ceth, LSTM-CUSUM u MAD-GAN (Tabnuma 6).
OrneHka MpeanoKeHHOTO METOoJa C HMCIOJIb30BaHUEM METpukH F-
Mepa Jaer Oojiee BBICOKHME IMOKazaTelau. JTO JOKa3blBaeT yCIEell-
HOCTb 0OHapyxeHus anomanuii B KOC ¢ momompio MCMM mopenu.

Tadoauna 6
OueHka npeaaraeMoro noaxoaa
Meron — Merpui

Precision Recall F-mepa
DNN 0.9830 0.6785 0.8028
SVM 0.9250 0.6990 0.7963
TABOR 0.8617 0.7880 0.8232
1D CNN 1.0000 0.8530 0.9200
LSTM-CUSUM 0.9070 0.6770 0.7750
MAD-GAN 0.9610 0.9420 0.9510
TIpeIosKeHHBINA METOT 0.9998 0.9164 0.9563

[Tpeumy1iecTBo, KOTOpOE MOXKHO OXHUAAaThb OT HCIOJIb30BAHUS
NCMM 1o cpaBHeHHIO ¢ 601b110H 01THOYpoBHEBOM CMM Mozebio,
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3akmovaercss B ToMm, uro MCMM ¢ MeHbleld BEpOSATHOCTHIO
nocTpagaer  OT  ImepeodydeHus, MOCKOJIBKY ~ OTJIEJbHbIC
IOJKOMIIOHEHThl OOY4YalOTCsl HE3aBHCHMO Ha MEHbIIUX O0BEMax
nmanaeiX. CiencrBueM d3toro sBisierca 1o, uro MCMM mojeib
TpeOyeT 3HAUUTENbHO MeEHbIE OOy4aroIlUX JAHHBIX  JUIs
JOCTHUXKEHUS IPOU3BOAUTEIBHOCTH, CpaBHUMOI ¢ CMM.

Bo BTOopoM mnaparpade mnpencTaBieH MeToJ OOHapyKEHUs
aHoManuii B akycruueckux curHaiax K®C c¢ mnpumeHeHHeM
TpaHchepHOro O0OydeHUs. ApPXUTEKTypa TiIyOOKOro oOydeHus
UCITONIb3YyeTCsl Uil pabOThl C aKyCTMYECKHMMM CHTHAJlaMH, KOTOpbIE
IIpeIBapUTENLHO 00pabaThIBAIOTCS IS MTOJIYYEHUS CIIEKTPOrpaMM U
ckanorpamm. PaccmarpuBaercsa Gynkuus aktuanuu SPOCU (scaled
polynomial constant unit) 11st MOBBIIIIEHNsI TOYHOCTH MPEIAraeMoro
METOAa. AJTOPUTM SKCTPEMAJIBHOI'O TPaJUEHTHOro OycTHHra
(XGBoost) 0buT HCIOIB30BaH, MOCKOJIBKY OH 00JIaZaeT BBICOKOM
IPOM3BOUTENBHOCTBI0 U TpeOyeT HEeOOJIBIIMX BbIUMCIUTEIBHBIX
pecypcoB Ha sTane o0y4eHusl.

Jlis mpoBeieHusl SKCIEPUMEHTOB ObLIT IPUMEHEH Ha0Oop JaHHBIX
COJIep KA aKyCTHYECKHE CHUTHAJBl YETHIPEX Pa3IMYHBIX THUIIOB
ycrpoiicte  K®C:  knamaHoB, HAcocoB, BEHTWIATOPOB U
HanpaBisomux. JIsi KaXmoro TUMa yCTPOHCTB pacCMaTpPUBAIINCH
pas3yInyHbIe peanbHble aHOMaJIbHbIE CLIEHAPUU: 3arpsi3HEHHe, YTeukKa,
nucOaiaHe BpalleHUs, TOBPEXKCHUE penbca u T. 1. [ u3Bnedenus
NPU3HAKOB M3 M300paXEHUH CHEKTpOrpaMM M CKaJorpaMM
paccMaTpuBaIOTCSl  CIEAYIOIIME  TPEIBAPUTEIIBHO  OOYYEeHHBIC
riyOokue HeilpoHHble cetu: Xception, MobileNet, DenseNet u
Inception. CpaBHeHHE pa3UYHBIX TTTYOOKHMX HEHPOHHBIX MOJEIEH
nokasano, yto Densenet+XGBoost mpeBocXxoIuT Ipyrue paccMoT-
peHHbIE MOJENU B OOHApYKEHUH aHOMaJIMM M3 CUTHAJIOB 000pyHO-
BaHus 1o metpuke F-mepa (Tabmuua 7).

[IpenyoskeHHast MOJAETh TIO3BONMJIA JTOOUTHCS 3HAYUTEITHHOTO
yAay4lIeHuss OOHapy)KeHUS aHOMAIMK MO0 JIaHHBIM CEHCOPOB
ycrpoiicte mo AUC 95.45% mno cpaBHEHHIO C  paHee
IPEeIOKEHHBIMU MOJIEIISIMH.
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Taoauma 7
Ouenka 3(p(peKTUBHOCTH MPEAT0KEHHOT0 METO/1A

YerpoiicTBo
Monenb Mertpuka
Bentunatop | Hacoc |Hampasmsromue |Knaman
Incention+ Recall 87.0 95.0 98.0 100
Xch')ost Precision 89.1 87.9 100 943
F-mepa 92.3 90.6 98.1 96.3
Xcention+ Recall 100 88.0 98.0 100
PHon e cision 84.2 100 100 92.6
XGBoost
F-mepa 96.8 92.8 98.1 95.3
. Recall 96.0 88.0 94.0 100
Mobilenet —
+XGBoost Precision 78.7 95.7 100 96.2
F-mepa 92.0 90.9 96.1 97.2
Densenet+ Recall 99.9 96.0 98.0 100
Precision 87.0 100 100 97.1
XGBoost
F-mepa 98.2 97.1 98.1 97.7

B tperbeMm maparpacde npeacraBieH MeTol OOHapYKEeHUs aTak Ha
ycrpoiictBa KOC ¢ mpumeHeHneM TiyOOKOM TMOpPHAHON MOAENH.
[lpennoxxkeHHbIt  MeTOJ ~ coueTaeT B cebe  MpeuMyllecTBa
OJIHOMEpPHON  KOHBOJIONMOHHON  HeWpoHHOM cetu  (CNN),
ynpaBisgeMoil pekyppeHTHo# HelipoHHOH cetn (GRU) u HelipoHHoH
ceTu C Aoiaroil kparkocpouHoil mnamsaTeio (LSTM). Beixoansie
mauasile Mozermern GRU, CNN um LSTM o00benuHsroTcst UIst
NOBBILIEHUSI TOYHOCTU OOHapyxkeHuss kubeparak Ha KOPC wu
NEPEJaloTCs Ha JiBa IOJHOCBS3HBIX cJosl, cocrosmux u3 150
HEHpPOHOB. 3a HHUMHU cleayeT cioi softmax. Jlns moBbIIEHUS
TOYHOCTH MeToja paccmartpuBaercs (yHkius axtuBauuu SPOCU.
Ontumuzatop AdamW+Amsgrad npumeHsieTcss I YMEHBIICHUS
OomMOKN 00y4eHus: rIyOOKOW HEHPOHHONW MOJENU U YBEJIWYECHUS
CKOPOCTH 00y4eHHs DKCIIEpUMEHTHI MPOBOIMINCH Ha JBYX Habopax
nanabix: SWaT (secure water treatment) u GHL (gasoil heating
loop), xoropeie comepkar HHPOPMAIMIO O KHOPMAIHLHOMY
cocrosianu KOC u c6osix, BpI3BaHHBIX KnOepaTakamu (Puc. 8).

Meton  oueHMBaJICS € UCHOJNb30BAHUEM  Pa3IUYHBIX
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ONTUMHU3ATOPOB: CTOXAaCTHYECKUI TpaaueHTHRIN ciyck (SGD), SGD
¢ cokpamenueM BecoB (SGDW), Adam, Adam c cokpariernem
BecoB (AdamW) u AdamW-+Amsgrad. Hawmyummii pesynbrar
nokasain MIPEITI0KEHHBIN METOJ C ONITUMH3aTOPOM
AdamW+Amsgrad (Puc. 8).

— SGDW

07 AdamW

— 5GD

— Adam
AdamW+Amsgrad

accuracy

— sGOW
02 090 AdamW
— SGD

01 088 — Adam

AdamW+Amsgrad

0o 25 50 15 00 125 150 175 oo 25 50 75 w0 125 B0 175

— SGDW
Adamw
— 6D 0.8
—— Adam
AdamW+Amsgrad

=
@

accuracy

— SGDW
EdamW

— 56D

— Adam
AdamW+Amsgrad

=
=

0z

00 25 5.0 75 100 125 150 175 0o 25 50 15 00 125 150 175
epoch epoch

B) r)
Puc. 8. Kpusble noteps 1 TOYHOCTH O0HApYKeHUsI KHOepaTak
JJ1s1 PE/IJIOKEHHOT0 MeTo1a Ha Habopax nanHbix SWaT (a,0) u
GHL (B,r)

[IpennoxxkeHHslii MeTon 0OOECnedYrBaeT BBICOKYIO TOYHOCTH
obHapyxenus kubOepatak Ha KOC mo cpaBHEHHIO C M3BECTHBIMU
METOJJaMH MAITUHHOTO OOYYeHHs, TAKUMHU KaK MpocTas TiIyOokas
HEHWPOHHAS CETh, MAIIMHBI OTIOPHBIX BEKTOPOB (Tabmmia §).
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Taoauna 8
OueHka npeaiosKeHHOr0 MeTo/1a Ha Pa3JIUYHBIX
Ha0opax JaHHbIX

Habop manHBIX — Merprn
Precision (%) | Recall (%) | F-mepa (%)
Secure Water 99.76 99.75 99.74
Treatment dataset
Gasoil Heating 97.06 95.66 96.04
Loop dataset

B derBepTOoM maparpade mpenctaBieH MeTO] KiaccuUKAIIH
OTKa30B KoC Ha OCHOBE M300pakeHU. Onenka
MIPOU3BOTUTENEHOCTH u CBOEBPEMEHHOE oOHapyxeHHe
HeucnpaBHocTel! KOC MoryT cHU3UTH 3KCIUTyaTallMOHHBIE PACXOIbI
U PacxoJibl Ha TEXHUUYECKOe oOcCiyxuBaHue. PazpaboTaHHbIl MeTOx
coueraer B cebe mpeumymiecTBa riryookoit Heiiponnon cetu (DNN)
u CNN. YacTtoTHbIe 1 BpeMEHHBIC ITPU3HAKH, & TAK)KE H300paKEeHUS
BUOPAIIIOHHOTO CHUTHAJa PAacCMATPUBAIOTCA KaK BXOJHBIC JaHHBIC
Ui TIyOoKol rubpuaHoi moaenu. M300paxeHus CIEeKTporpaMMbl
KpPaTKOBpeMEHHOTo TmpeoOpa3zoBanus Dyppe ©  CKaIOTrpaMMBbI
HENpEepPbIBHOTO BeNBIET-IpeoOpa3oBaHusi curHaioB ceHcopoB KOC
CUMTAIOTCSI BXOJTHBIMU JTAHHBIMH JUTS TTPEIOKEHHOTO METO/IA.

B kagectBe mpumepa Oblla pacCMOTpeHa 3ajadya OOHApPYKEHUS
HEWCIIPaBHOCTEN HE(PTSIHOTO MOTpyKHOT0 Hacoca. CUTHAT BUOpAIIUH
HeceT B cebe Hambosiee BaXHYH0 HH(GOpPMAIMIO O COCTOSHUHU
MEXaHWYECKUX YCTPOMCTB, BKIIOYas HePTAHOEe 000pyIOBaHUE.
XapakTepusyrolue HeucnpaBHOCTH KoMmmoHeHTOoB KDC mnpuszHaku
U3BJIEKAIOTCSl NIl MHTEJUIEKTYalbHOrO aHajin3a HeoOpaOoTaHHBIX
CUTHAJIOB U MOBBIIIEHUSI TOYHOCTH JHATHOCTUKH.

Anamu3 rpaduueckoro npencrasienus ROC-kpuBoil mo3sossier
OLIEHUTHh KAa4yeCTBO MPEIJI0KEHHON ITyOOKOH TMOPUAHOM MOJENH.
DKcIepUMEeHTATbHBIE PEe3yIbTaThl MOKA3bIBAIOT, YTO 3TO JIyYINast
MoJieb sl BbIsBIeHUs HeuctipaBHocTed DITH mo paccMoTpeHHBIM
NpU3HAKaM, TMOJYYEHHBIM W3 CHTHAJIOB BHOpanuu (TUiomans MoJ
ROC-kpuBoii) cocrasmia 100% (Puc. 9).
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Puc. 9. ROC-kpuBbI€e OlIeHKH TOYHOCTH KJIacCH(pUKALUN pac-
CMaTpPHBaeMbIX METO/J0B /ISl IATH KJaccoB: faulty sensor
(SENS), normal operational condition (NORM), unbalance

(UNB), misalignment (MIS) u rubbing (RUB)

OKCHEpUMEHTAJIbHAs OLIEHKA IIOKa3bIBA€T, UYTO IIPEUIOKECHHAS
riyookas ruOpuaHas MoOJelb NPEBOCXOJUT PaHEe MNPEI0KEHHbIE
METOZIbl Ha OCHOBE TiIyOOKOro oOydeHus, B ToM uucie K-
ommwxkaiimx coceneit (KNN) (Ta6mura 9).

Taoauma 9
CpaBHenue 3¢ (peKTUBHOCTH NpeIaraeMoro noaxoaa ¢ ApyrumMu
METOJAAMH HA OCHOBE MeTpPUKH recall

Merton Kiaccst

NORM UNB MIS RUB SENS

(%) (%) (%) (%) (%)
AmncaMOJIEBBII TOIXO0 97.82 97.51 76.00 48.29 95.65
KNN 97.50 89.50 | 60.00 | 33.50 87.00
KNN+ 97.50 89.50 | 68.00 | 38.00 89.00
KNN+FS 97.50 90.50 | 71.00 | 35.50 89.50
KNN+EFS 98.00 93.00 | 81.00 | 34.50 91.00

IIpennoxxeHHbIN METOX 100 100 99.93 100 100
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PesynpTaTel  3TOrO0  MCCIENOBaHHS  IOKA3BIBAIOT,  4YTO
npeIoKeHHas TITyOoKas rTHOpUIHAS MOJIETh MOKET aBTOMATHYECKH
U OJHOBPEMEHHO H3BJIEKAaTh XAPAKTEPUCTHUKH CHUTHAJIOB CEHCOPOB,
KOTOpbIE YYBCTBUTEIBHBI K COOSM BO BpPEMEHHOH, YacCTOTHOU U
YaCTOTHO-BpEeMEHHOU obnacTsax. Takum o0pa3oM, MpenoKeHHas
ruOpuIHast MOJIENb C MCIIOJIBb30BAaHUEM TIyOOKHX HEHPOHHBIX CeTel
MOKET OBbITh MPUMEHEHA NPU JAMArHOCTUKE OTKa30B 00OpYyIOBaHUS
K®C.

IIaTas raaBa nocesiieHa pa3paboTKe METOJIOB OLIEHKU KuOepy-
croitunBoct KOC. Hanbonee BakHOW 3a7a4yeil sSBISCTCS COXpaHe-
Hue cnocooHoctu KOC koppekTHO HYHKIIMOHUPOBATH JaXeE B YCIIO-
BUSAX JECTPYKTHUBHBIX WH(OPMALMOHHBIX BO3ICHCTBHI, MOCKOIbKY
YCIIEIIHOE OCYILECTBICHHE KUOEepaTak Ha TaKUE€ CHUCTEMBbl MOXKET
MPUBECTU K HETATUBHBIM (DMHAHCOBBIM MOCJIEICTBUSAM M HKOJIOTHYE-
CKHUM KaTacTpodam, a Takke MpUBECTH K rudenu mrojei. [lockonbky
3II0YMBIIIJICHHUKN YacTO WIIYT M HalleIMBAIOTCS Ha camoe ciaboe
3BEHO — HanOosee ysA3BUMBIH (yHKIMOHATBHBINH KoMIOHEHT B KOC
— caMmble yA3BHUMBIE YCTPOMCTBAa MOTYT CTaTh XOPOLIEH OTIpPaBHON
TOYKON 117151 3((HEKTUBHOIO HMCCIEI0BaHUS KUOEPYCTOMUNBOCTH CH-
crembl. CyIlecTBYIOIIME METOABI HE MOTI'YT BCECTOPOHHE aHAIM3HU-
poBaTh pacHpOCTpaHEHHbIE MHOTO3TallHble KHUOEpaTaku B Cpele
K®C. I'naBa cocTouT u3 AByX naparpados.

B nepBom maparpade mpeactaBieH METOJ OINpeaAeTeHUs
KPUTUYHOCTH YSA3BUMOCTEH (YHKIMOHAIBbHBIX KOMIOHEHTOB KDC
Ha ocHoBe bailiecoBckoro rpada atak. HTerpanus MHTEIIEKTyalb-
HBIX YCTPOMCTB M TEXHOJOIMI B Pa3JIMYHBIX OTPACIAX CYLIECTBEHHO
W3MEHWIA BCIO TexHoJornmueckyro wuHbpacTpykrypy. KOC pacno-
3HAET OKPYKAIOLIYI0 CPENY € MOMOILIBIO CEHCOPOB, IPUHHUMAET pe-
HIEHUs] B COOTBETCTBHM CO CBOMM Ha3Hau€HUEM U oOecreduBaeT
KOPPEKTHUPYIOIIME JEUCTBUSA C IMOMOIIBIO MCIIOJHUTEIBHBIX MEXa-
HU3MOB. CBs3p Mexay cetamu T n OT BaxkHa npu MOJAETMPOBAHUH
K®C cucrem. Konseprenmus UT u OT pacrert, uTo no3BoJsiet 6oiee
s dextuBHO ympaBiaaTh U dkcruryatupoBath KDOC. Cepbe3HOCTH
orka3za komnoHeHTa K®C BiauseT Ha cucreMy B 3aBUCHMOCTH OT
KOJIMYECTBA KOMIIOHEHTOB M HMX pPa3HOOOpasus. DTO JOKa3bIBAET
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HEOO0XOUMOCTh U3MEPEHUSI KPUTHYHOCTH YSI3BUMOCTEH KOMIIOHEH-
TOB cucTteMbl. CBOEBPEMEHHOE BBISIBICHHE KPUTHUYECKUX HENOCTAT-
koB Oe3zomacHoctu B KOC mno3Bonser oOHapyXnUBaTh PUCKU U IIO-
TEHUUaIbHbIE Yrpo3bl. st pemieHus 3Toil mpoOieMbl CO3Aar0TCS
MOJIEJIM YTPO3, MO3BOJIAIOIINE JIyYlIEe MOHATh NMOTCHIUAIBHBIE ys3-
BUMOCTH, KOTOpBIE HEOOXOIUMO YUYUTHIBATH JUIsI OOECIeUeHUs
HaJIeXKHOCTH CHCTeMbl. BEIOOp ONTUMAIBHOIO pEeIIeHUs Ul OLEHKU
KPUTUYHOCTH (PYHKLIMOHAIBHBIX YsA3BUMOCTeH KommoHeHTOB KDC
— CJIOXKHBIM MpoLecc, MOCKOIbKY BCE YSA3BUMOCTH JIOJKHBI OBITh
UICHTUPHUIMPOBAHBI, KIACCU(PUIIMPOBAHBI U KOJIUYECTBEHHO OLICHE-
Hbl B COOTBETCTBUM C €AMHBIM MOJXOJ0M B paMKax IMpolecca Kube-
pycroiunBocTH. CTaTUCTUKA 3a MOCIEAHUE HECKOJIBKO JIET MOKAa3bl-
BaeT pocT kosmuectBa kubepatak Ha KDOC, mpu 3TOoM B OOJIBIINH-
CTBE CJIy4aeB LIEJIbIO 3JI0YMBIIUICHHUKOB SIBJISIETCS MOIYYEHHE KOH-
TPOJI HAJl OJACUCTEMON YIIPABIICHHUS.

OpnHako perieHue 3Toi MpoOIeMbl BO3MOXKHO C UCHOJIb30BAHUEM
OaiiecoBckoro rpada arak (BI'A), KOTOpbIil TO3BONSET OLIEHUTH KPH-
TUYHOCTH ysa3BUMocTel komnoHeHToB KDC. OH npenocrasisieT uH-
(dopMaIuIo 0 CBA3SIX MEXIY YA3BUMOCTSMHU, YTO SIBJISETCS BaXKHBIM
¢dakxTopoM. BI'A 3aBUCHT OT OnepalMOHHBIX CUCTEM M CETEBBIX MPO-
TOKOJIOB, IpaBuil KoHTposia aoctyna KOC, uaentudukanuu mpo-
IrpaMMHOTr0 obecriedeHus: 1 UHpopMaluu 00 ySI3BUMOCTSX.

MeTo/1b1 MHOTOKPUTEPUAIIBHOTO MPUHATHUS PEIIEHUH MOTYT OBbITh
UCIIOJIB30BAaHbl B KAaueCTBE IMOAXOIALIErO MOAXOAa I PELICHUS
3a/1a4  PAHXKUPOBAHUS KPUTUYHOCTH YA3BUMOCTEH KOMIIOHEHTOB
K®C. Onu nomoraroT aumaM, NIpUHUMAIOIIUM PELIeHUs, BEIOUPATh
ONTHUMAaJIbHBIE AJIbTEPHATUBBI HA OCHOBE 3aJIaHHBIX KpuTepuen. s
OIpeeNeHUs] KPUTUUHOCTH ysa3BUMocTel KoMnoHeHToB KDC mpen-
JIaraeTcs MCIOJIb30BaTh MHOTOKPUTEPUANBHBIA METOJ IPUHATHS
pemenuii Promethee II. OH cumTaercs HOBOJIBHO MPOCTHIM CpPEIU
METO/I0B MHOTOKPUTEPHAIIBHOIO aHAJIN3a U BCE Yalle MCHOJb3yeTCs
JKCIEpTaMM, IPUHUMAIOIMMHU pelleHusd. Meron naer I0BOIBHO
cTaOUJIbHBIE PE3yNIbTaThl U OCHOBAH Ha MOMApPHOM CPaBHEHUU ajlb-
TEpHATUB, COOTBETCTBYIOIIMX KaxaoMmy Kpureputo. Promethee |l
MO3BOJISIET YIOPSIOUUTh U BBIABUTH HauOoJIee KPUTHUHBIE YSI3BUMO-
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CTH paccMaTpUBAaEMOW CUCTEMbI. YSA3BUMOCTb KOJMYECTBEHHO Olle-
HUBAETCs ¢ UCMONb30BaHueM OOIeil CHCTEMBI OIIEHOK YS3BHUMOCTEH
(CVSS) u HarmonanbHo# 6a3sl JaHHBIX YA3BHUMOCTEH.

Jis WutiocTpalMy MOTEHIMANBHBIX CIEHApHEeB KuOepaTak, Huc-
MOJIB3YIOUIUX YSI3BUMOCTH B KoMIloOHeHTax K®C, MOXHO paccMoOT-
peTh MpUMEpP TPAHCIOPTUPOBKH IMPUPOAHOIO raza Kak OJHOIO W3
KPUTHYECKH BaKHBIX CeKTOpoB uHOpacTpykTypsl (Puc. 10). Ipu-
POIHBIN ra3 TPAHCIIOPTUPYETCS MO TPYOOIPOBOJaM KOMIIPECCOPHBI-
MU cTaHUusAMUA. OHU COCTOSIT U3 HECKOJIBKUX T'a30BbIX KOMIIPECCO-
POB, KOTOpBIE TIepeMeNIatoT ra3 no Tpydonposoay. [locine ¢punbrpa-
LMOHHOM cenapanuy IPUPOAHBIA ra3 IMOJAeTCs B KOMIIPECCOPHYIO
ycTaHOBKY. CHCTEMBI CMa3Ku U OXJIAXKACHUSI JBUTATENS] KOMIIPECCO-
pa ciykaT JJs 3alIMThl U NOAJEPKAaHUS CKOpOCTU noToka raza. OT
paccmarpuBaemoit KOC mnpeactapnsitor co0oil mporpaMMupyeMbie
noruueckue kKoHTposiepbl (PLC) u ypaneHHble TepMUHAJIbHbBIE
ycrpoiictBa (remote terminal units, RTU), noakirovaromuecs K ceH-
copaM M HCIIOJIHUTENbHBIM MeXaHu3maM. CeHCOpbl MepefaroT CUT-
HaJIbl Ha KOHTPOJIJIEPBI, KOTOPBIE OTHPABISAIOT YIPABIAIOLINE CUTHA-
JIbl Ha UCIIOJIHUTENIbHBIE MeXaHU3MBbL. OrepaTopsl Ipolecca B3auMo-
JEMCTBYIOT C CHCTEMOW YIpaBJIECHUS Yepe3 UeJOBEKO-MaIIMHHBINA
untepdeiic (HMI). ApxuB naHHBIX XpaHUT 3HAYEHUs] MApPaMeTPOB
nporecca. CepBep JaHHBIX MOJIydyaeT HH(MOPMAIIMIO OT KOHTpOJIepa
u nepenaet ee apyrum kontposuiepam uin HMI. Cerp ynpaBnenus
nepeaaeT MHCTPYKIMM U JaHHbIE MEXJTy OJIOKaMU YIpaBIeHHUS U
u3mepenns u ycrporictBamu SCADA. Unxenepusie padodne CTaH-
UM MOTYT OBITh MOJKJIIOYEHBI K KOPIOpaTUBHOU cetu min MHTep-
HeTy. 3/1eCh yCTaHABJIMBAIOTCS CPE/ICTBA pa3pabOTKHU MPOrPaMMHOTO
o0ecreyeHus, ¢ MOMOUIbI0 KOTOPBIX TEXHUYECKHH CIEeHUAIUCT MO-
KET LEHTPATU30BaHHO BHOCUTh U3MEHEHUS U JIOTIOJIHEHUS B KOH(DU-
rypauuio cucreMsl. KommnpeccopHble cTaHIIMM MIPU TPAHCIOPTHPOB-
K€ TPUPOTHOTO ra3a 0OBIYHO KOHTPOJIUPYIOTCS € MOMOILBIO pacrpe-
JIEJIEHHOM CUCTEMBI YNPABIEHHS, BO3MOKHO, COIPSDKEHHOIO C OT-
JIeNIbHOM cucTeMoit 6e3omacHocT. CTaHIIUU YIPABIISIIOTCS YAAJIEHHO
yepe3 RTU, noxaxmoueHHble k neHTpanbHON cucreMe SCADA
WAN.
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[Ipenmonaraercs, 4YTO ILEJbIO 3JOYMBILIUIEHHUKA MOET OBITh
KOMITPOMETAIIMsI apXMBa JaHHBIX WK pabouel ctanuuu EWS, koto-
pble OOBIYHO SABIISIOTCS OCHOBHBIMU IIENISIMU H3-32 UX B3aUMOCBSI-
3aHHOTO xapakrtepa. MccnenyroTes Tpu cuieHapusi Kubeparak Ha CH-
CTEMY TPAHCIIOPTHUPOBKH mpupoanoro rasza (Puc. 10):

* MaHuITyTUpPOBAaHHE JIEMEHTAMHU YIIPABICHHUS

B 3aBucuMocTH OT KOH(Urypaluu CHCTEMBI 3J0YMBIIUICHHUK,
crocooOHsIi BzaumonaeiictBoBath ¢ WAN SCADA, MoKeT UCITOJIb30-
Bath CVE-2020-13500 wim CVE-2022-29966 nns MaHumyaupoBa-
HUSl CUCTEMHBIMU HACTpoOMKaMu, (haiijiaMHu WM KPUTHYECKHUMH 3Ha-
YEHUSIMH, CBSI3aHHBIMU C KOMIIPECCOPHBIMU CTaHIUAMHU. OH MOXKET
ucnonszoBath CVE-2022-33139 nns oOxona ayreHTudukanuu, a
3aTeM MaHUIYJIMPOBATh 3HAYCHUSIMA MOHUTOPHHTA, CBSI3AHHBIMH C
KOMIIPECCOPHBIMHM CTAHLMUSIMH, YTOOBI MEperpyxaTbh OIEpPaTopoB
JIOKHBIMH CHUTHAJIaMH TPEBOTH WJIM M3MEHATH 33/JaHHBIC 3HAYCHUS
pacxoa, 4ToObl HAPYIIUTH TPAHCIIOPTUPOBKY MPUPOAHOTO ra3a, TeM
CaMbIM pacIIupsisi BO3MOKHOCTH MaHUITYIISLIUH.

* OTKa3 B yIlpaBlIeHUH

37M0YMBIIIIJICHHUK, UMEIOMINHA BO3MOXKHOCTh B3aHMMOJECHCTBOBATH
¢ RTU, moxer ucnonb3oBats yszBumoctu CVE-2022-29961 wnu
CVE-2022-29955 s o6xona ayrentudukanmu B RTU u BBoga Ko-
MaHJl, KOTOpbIE OCTAHABJIMBAIOT OMNEpAIMIO, 4, BOCIOJIb30BaBIIUCH
ysi3BUMOCThI0 CVE-2022-30262, 0H MOXET JUIIHTH OIEePaTOPOB
BO3MOXHOCTH YIPABIATh U KOHTPOJIMPOBATH pabOTy KOMIIpECCOp-
Heix ctanuuii PLC1 u PLC2. AnbrepHaTuBHO, 370yMBIIUIEHHUK,
CHOCOOHBIN B3aMMOJICHICTBOBaTh € ceTeBbIM KoMMmyTaTopoM (NS),
MOYET BOCIIOJIb30BaThCs HEAyTEHTH(PHUIHMPOBAHHBIM COCTUHEHUEM
(CVE-2021-30276 wiu CVE-2021-31886) 1 OoTIpaBUTh OIpeE/ICIICH-
Hble KoMmaHabl Ha RTU, 4TO MOXET NMpHOCTaHOBUTH PalbOTy WM
HapymuTh cBA3b Mexny SCADA WAN u RTU, numas onepatopos
BO3MOXXHOCTH MOHUTOPHHTA U YIPABICHHUS KOMIIPECCOPHBIMU CTaH-
ITUSIMH.

* IloTepst KOHTpOIIA

Jlist 5TOTO 3J0YMBINUICHHUK B3JaMBIBAET CHCTEMY YIPABICHUS
caMOW KOMIIPDECCOPHOM CTaHLMU, HCHOib3ys ysa3Bumoctu CVE-
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2022-30262, CVE-2022-26657, CVE-30315, CVE-2022-30260 unu
CVE-2022-31801. Dto mo3BOJIsSE€T AOOUTHCS BBITOJHEHUS KOAAa Ha
RTU u 6e3 orpanuueHnid 0OIIAThCS Yepe3 Pa3IMYHbIC CETEBhIC WH-
tepdeiicel. Ucnonb3oBanue ys3Bumocteir CVE-2022-30313 u CVE-
2022-30315 mo3BoIsSET MPOHUKHYTHh B CETh O€30macHOCTH. Tem ca-
MBIM 3JIOYMBIIUICHHUK MPOU3BOJUT MAHUITYJISITUBHBIE HACTPONKU
WM Iake noomBaeTcs BhImoiaHeHud kona Ha PLC2 misa oTkiroueHus
CHUCTEM aBapUMHOIO OTKIIIOYEHMS U CUCTEM II0KAPHOM M Ia30BOU
0€30MMacHOCTH.

Ilocne Toro, kak ycrtpoiictBa OT K®C ckoMrnpomMeTUpOBaHBbI,
3JIOYMBIIIJIEHHUKH MOTYT MCNOJb30BaTh pasziauunbie CVSS nns 3a-
MycKa aTakK Ha MPOIIECCHl YIIPaBICHUs, KOTOPbIEC BIUAIOT Ha (uznye-
ckue onepanuu. MHbopMarus 00 ys3BUMOCTSX B3siTa U3 ONMUCAHHMA
NVD. 3noymsinuieHHUK ucnonb3yeT nogkiatodenue UT-cetu KOC k
cetu VIHTEepHET /7151 BBITIOJIHEHUS BPEIOHOCHOTO KOJIa.

rE &

Fuel Gas Backup L
System g Generators ®

Lube Oil System Compressor Units Gas Cooling System

C Field Network | (@)

m[e) —

Compressor Station Compressor Station
Con(rollsymm Sulel)'lSyslem

Data Historian

Puc. 10. Ilpumep koudurypanuu K®C
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Jns mpoBeneHust SKCIEPUMEHTOB Oblla paccMoTpeHa uHpopMa-
U1 O PA3JIMYHBIX YSI3BUMOCTAX KOoMIOHEHTOB KDC, BKirouast 6a3o-
BYIO OLICHKY, OLICHKY BO3JEHUCTBUS Y, MOJOLECHKY BO3MOXHOCTH HC-
MOJIb30BAaHUs €, BEKTOP aTaKW, B3aUMOJEHUCTBUE C IOJIb30BATEIIEM,
TpeOyeMble MPUBUIIETHH U OLIEHKY CII0)KHOCTH KCILIONTA.

BbI10 MpoBEAEHO CpaBHEHHE NPEIJI0KEHHOIO METOAAa C M3BECT-
HBIMU MHOTOKPUTEPUAILHBIMU METOJaMU IPUHSATUS PELICHUM, Ta-
kumu kak TOPSIS, VIKOR u ELECTRE (Ta6muna 10). PesynbsTaTs
paHXHPOBAHUS PUCKOB C UCTOIb30BaHUEM MeToA0B Promethee 11 u
TOPSIS ananornussl. bonee Toro, Ha TPETHIO U YETBEPTYIO MO3ULIUU

ObLIM IOMEIEHbl [Ba pPa3HbIX BapUaHTa PEILIECHUS s METOJOB
VIKOR u ELECTRE.

Ta6auuna 10

CpaBHeHne MPEeAJ0KEHHOIo MeTo4a ¢ H3BECTHBIMU

moaxoaaMu

Kommnonenr KOC | TOPSIS | VIKOR | ELECTRE | IpeasnoskeHHbIH METOA
PLC, 4 4 3 4
PLC, 3 3 4

RTU 3 4 3 3
SW 1 1 1 1
DH 2 2 2 2
NS 1 1 1 1
HMI 1 1 1 1
EWS 1 1 1 1

ITogBomst WTOrM, NPENJIOKEH KOJIWYECTBEHHBIM METOJ OLICHKH
KPUTHYHOCTH Yys3BUMOcTeN kKoMmnoHeHToB KPC Ha ocHOBE MHOro-
KpUTEpUaIbHOro MeTtoaa npuHsaTus pemenuit Promethee II. On nmo3-
BOJISIET PAHXHPOBATh M HJEHTU(PULIMpPOBATH Haubojee Ys3BUMBbIC
KOMITOHEHTHI cucTemMbl. BI'A ObUT CO3/1aH HA OCHOBE paccMarpuBae-
Mo cTpykTypbl KOC ¢ yueToM M3BECTHBIX YSI3BUMOCTEN €€ KOMIIO-
HEHTOB. B pe3ynbpTaTe yaanoch BbIIBUTH Haubojee KpUTUYHbIE Ys3-
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BUMOCTH (YHKIHMOHATBHBIX KOMIOHEHTOB K®C ¢ momorisio
Promethee II.

Bo BTOpOoM maparpade npeacrabiieH MeTo OlleHKH puckoB KOC
¢ npuMeHeHueMm HeueTkoro uHrerpana CyreHo. 3amura KOPC ot
kuOeparak SBJISETCS Cepbe3HOW mpolieMoi, TpeOyroleld MeToA0B
OIICHKH PUCKOB KuOepOe3omacHOCTU. B Hacrosiee BpeMs METOIbI
aHayu3a u olleHKU puckoB KOC MOKHO pa3aenuTh Ha KaueCTBEHHBIE
U KOJHMYECTBEHHBICE METONBI. [lepBble OCHOBaHBI Ha AKCIEPTHOMN
OLICHKE JJISl OMpE/ENICHUsI BEPOSITHOCTH M MOTEHIIMAIBHOIO BO3JIEH-
CTBUSl PUCKOB, a TaKXe PACKpBIBAIOT MpHUpoay puckos. Ilpu stom
KOJIMYECTBEHHBIA aHAJIM3 PHUCKOB HCIOIB3YeT MATCMATHUYECKUE H
CTaTHUCTUYECKUE METOMBI JUIsl pacueTa BEPOATHOCTH U MOTEHIHAIb-
HOTO BO3/IeiicTBUS prCcKOB. OTHAKO MCCIIeI0BATEIN OTAAIOT MPEIO-
YTEHHE KOJIMYECTBEHHBIM METOJAaM aHalli3a U OLEHKU PUCKOB, IO-
CKOJIBKY OHH IIO3BOJISIFOT 00Jieeé TOYHO ONTHUMHU3HPOBATH PECYPCHI
0€301acHOCTH.

CtpyKTypa mpeajiaraeMoi METOI0JIOTHH OI[CHKH PHCKOB BKJIIOYa-
€T MOJIEIIUPOBAHKUE CHUCTEMBI, OTpEJCIeHne U PaHKUPOBAHUE KPU-
TUYHOCTH KOMITOHCHTOB CHCTEMBI M OIICHKY PHCKOB. CMOAEIHpPO-
BaHHBIM rpad arak, HaneneHHbIX Ha ycTpoicTtBa KDC, mo3pomser
MOJTYYUTh Pa3InIHbIE M3MEPEHUs I OLEHKH KuOeppuckoB. Pa3-
JUYHBbIE U3MEpPEHUs U3 Kuobep- u GU3NYECKO cpelibl 0OBEIUHSIIOTCS
B CIUHYI0 KOJIMYECTBEHHYIO OIIEHKY, KOTOpas HWCIOJIb3YeTCS IS
JTUATHOCTHKU COCTOSIHUS CHCTEMbI. 3HAU€HUS YS3BUMOCTEH KOMIIO-
HEHTOB B Kubep- u ¢pusnueckux cinosx KOC ucnons3yrores s pac-
YyeTa pHucKa CUCTeMBbl Ha OCHOBE HedeTkoro mHTerpana CyreHo. Ha
OCHOBE TTOJIYYCHHBIX 3HAYCHUI BBIOMPAIOTCS HanOoJIee KPUTHICCKHE
y31161 KOC 1 mpOrHO3UPYIOTCSI BO3MOXKHBIC TTYTH aTaKU.

Hns obecnieuenus: kubepycroitunBoctn KOC Ha ocHOBe rpada
aTaKk HEeOOXOJUMO OMNpEAeTUTh KPUTHUYHOCTH €€ Yy370B. MHaeKch
OIICHKHU PHCKa MO3BOJISIOT U3MEPHTh, HACKOJIBKO YSI3BHMa CHCTEMa K
kuOeparakaMm, W OMPEACTUTh PACIONIOKeHHEe KOMIMOHEHTOB K®DC
OTHOCHUTEIIHO JpyT Apyra. PaccmarpuBaeMble WHICKCHI OXBaThIBa-
10T creaytomue a8e ocHoBHbIe obnactu: (1) OT u (2) UT. Paccmar-
puBaembie cpenbl — (1) pusnueckas u (2) kubep. [lokazarenu UT u
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OT nporuo3upytor coctostnue KOC npu BOZHUKHOBEHUHM HEXeEsa-
TeJIbHOTO coObITHA. Hanpumep, U1 aHanu3a COCTOSIHUS SHEpreTuyde-
CKOH CHCTEMBI Ha OCHOBE BETpa Ha MPEIMET OTKa30B OIEpaTop J0JI-
KEH CHayaja 3HaTh TAaKHe MapaMeTpbl, KaK CKOPOCTh BKIIIOYCHHUS,
HOMHHAJIBHAsI CKOPOCTh, CKOPOCTh OTKJIIOUCHHS W HOMHHAJIbHAS
MOITHOCTh Ha KaXJIOM y3Jie cUCTeMbl. OTKa3 OTAETbHBIX KOMIIOHECH-
ToB KOC MOXeT BbI3BaTh HEKOHTPOJIMPYEMbIE OTKIOHEHHUS Pa3iny-
HBIX NApaMETPOB M3-3a KHOEpaTak 3JI0YMBIILJICHHUKOB, YTO B KO-
HEYHOM HUTOT'€ MOXET IMPUBECTH K PA3PYIICHHIO CUCTEMBI.

I'pad arak mo3BonseT CBA3BIBATH pa3IM4HbIC yI3BUMOCTH. OH
ompenensieT MOoTeHIMaNbHbIe yrpo3bl st y3imoB KOC Ha ocHOBe
uHpopManuu 00 YSI3BUMOCTSX, YTOOBI MPEACTAaBUTh MYTH aTaKH B
cucreme. @akruyecku, CVSS OIEHUBAET CIOKHOCTH pealn3aluu
KuOepaTaky, MPUHUMAs BO BHHUMAaHHE YSI3BUMOCTU JUIS Ka)KIOTO
yCTPOMCTBA, KOTOPOE CYIIECTBYET B KOHKpeTHOM y3i1e KOC.

K®C cucrembl UMEIOT pa3HOOOPa3HYIO TOMOJOTHYECKYIO CTPYK-
Typy. PaccMoTpuM HeKOTOpBIE MHIEKCHI ISl OLIEHKH KPUTUYHOCTHU
y3510B Tpada aTak. DTH HMHAEKCHI MPEIOCTaBISIOT MOJPOOHYIO MH-
dopmanuto 060 Bceit ceru. Ilycts G = (NV,E) — 310 rpad, rue
N ={1,..,n} — Habop y3noB (BepmmH), a &€ — Habop pebdep,
E ={(,))li,j € N}. n mpencrasnsier coboii 0bIIEe KOIUIECTBO y3-
JIOB B CETH.

a) Lleumpanvnocme no 6auzocmu. LleHTpaTbHOCTH MO OIU30CTH
y3J1a U3MepsieT, HACKOJIbKO OJIM3KO y3en (T. €. i) HaXOAUTCS KO BCeM
JIPYrUM y37aM, IyTE€M BBIYMCICHUS KpaTdallled JUIMHBI IyTH OT
OJTHOTO y3JIa JI0 JPYTUX Y3J0B B CETH. Y3IIbI C BHICOKUM IOKa3are-
JIeM LEHTPAJIbHOCTH 1O OJIM30CTH UMEIOT OoJIblliee BIMUSHUE HA APY-
THE y3JIbI B CETH.

Onpeoenenue (yewmpanvbHocmes no Oauzocmu). LleHTpaabHOCTH
1o Gmm3octy Cf 1UIst y3i1a { BBIYHCISETCS CIISAYIOMUM 00pa3oM:

c__ n-1 .

Ci _n—d--' l—1,...,n, (23)
j=1%ij
i*j
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rae d;j — Kparyaiiiee pacCTOSAHUE OT BEPUIMHBI i 10 BEPUIUHEI j. B
rpade MoxkeT ObITh HECKOJBKO IMyTEW, COCAUHSIONINX [ C j, cpeau
KOTOPBIX d;j — KpaT4aIIui myTh.

0) LlenmpanvHocms no cobcmeenHoMy 6eKmopy TIOKa3bIBaeT
CBSI3b MEXKJy CAaMOM «BIUATEILHON)» BEPIIMHOM rpada U COCEAHUMHU
BEPIIIMHAMHU.

Onpedenenue (YeHmMparbHOCMb NO COOCMBEHHOMY BEKMOpY).
LlenTpansHOCTH 10 COGCTBEHHOMY BekTOpy Ef Iuist y3na i onpeners-
eTcs CIeayouM 00pa3oM:

Ef = ﬁ "agEfi=1,.,m, (24)
A€ Omayx 0003HAUAET HaMOOIBIIIEE COOCTBEHHOE 3HAUCHUE MATPHUIILI

CMEXHOCTH. MaTpuiia cMEXHOCTH MPEJCTaBIsAET cO00M KBapaTHYIO
n (3
MaTpuiy pasmepa n X n, A = ||ai j”ij—l’ 3JIEMEHTBI KOTOPOil ompe-

JENA0TCA KaK: a;; = 1, xorna ysen i coenuuen ¢ ysnom j, u a;; = 0
B IIPOTUBHOM CITy4ae.

B) Llenmpanvnocms no npomedxcymounocmu peopa n3MepsieT Ko-
JUYECTBO KpaT4yalIMX IYyTEeW, MPOXOIAIINX Yepe3 OINpPEICIICHHYIO
BepLIMHY rpada. JTa TeopeTUko-rpadoBas MEeTpuka U3MeEpseT, Kak
4acTo y3€J BBIIOJIHSAET POJib «MOCTa» HAa KpaTyalIINX IyTSIX MEXITY
IByMsl ApyruMu ysnamu. Ilpu nepeBoje ceTM B TEOPETHKO-
rpadoByl0 MOJeNb ILEHTPAIbHOCTh MO MPOMEXKYTOUYHOCTH pedpa
(Bf) mist y31ma yKas3biBaeT Ha BO3MOXKHOCTH aTaKH, MPOXOJISIICH de-
pe3 3TOT y3elL.

Onpedenenue (yeHmpaibHOCMb NO NPOMENCYMOUHOCMU pedpa).
[{eHTpaIbHOCTD 110 POMEKYTOYHOCTH pebpa Bf y3ma i omnpemenser-
Cs CIIEMYIOINUM 00pa3oM:

Bf = Yhjm1 =2 i=1,..,m, (25)
Kk#jri
TJIE Oy ; — 00IIee KONTMYECTBO KPaTYalINX MyTeH OT HCXOAHOTO y3iia
k 1o xoHewHoro ysna j, a 0y;; — KOIMYECTBO IIyTed OT Kk 10 j, mpo-
XOISAIIUX Yepes i.

Kparuaiinme myTtyd OTHOCATCA KO BCEM KpaT4allIuM MyTSIM MEX-

Ny Kaxaoil mapoil BepmuH B rpade. Ecnu onHa BepiinHa sBiseTcs
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YacThIO KpaTYalIIuX MyTeH, TO OHA UMEET BBICOKYIO IIEHTPAILHOCTh
MIPOMEKYTOUHOCTH IO pedpy.

r) Llenmpanonocms no Kamyy — 310 mapameTp Teopuu rpados,
KOTOPBII MPHAAET BAXKHOCTh Y37y C YUETOM CTPYKTYpPBI CETH U TO-
JoxeHus: y3na B cetd. OH ompenensieT KOJUYEeCTBO Y3JIOB, COCIH-
HEHHBIX 4epe3 3TOT MYTh, a BKJIAJl yJAIICHHBIX Y3JIOB «IITPadyeTcs».

Onpeodenenue (yenmpanvnocms no Kamyy). LleHTpaabHOCTH IO
Kariy K y3ma i onpenessieTcsi Kak:

Kf =3¥q=127=1 1A, i=1,..,n, (26)
rae f € (0,1) — ko dunmeHt 3aryxanus, T. €. AOJIS y4acTHs ya-
neHHbX BepiuuH, a (A7) — obliee KoOMMYeCTBO CBA3ell crenenu q
MEXY y3J1aMHU [ U j.

JlaHHBIC UHACKCHI MPEIOCTABIISIOT TOAPOOHYI0 HHpOpMAaIHIo 000
Bcex KOC umeromux pa3sHooOpa3HYIO TOMOJIOTHYECKYIO CTPYKTYPY.

OObenuHeHne 3HauYeHUM KpuTepueB oLeHKU puckoB KPC BbI-
MOJIHSETCS C HCIOJIb30BAHUEM HEUETKHUX MHTETPajoB, KOTOPbHIE
OTIPENIeNIAIOTCS OTHOCHTENBHO HeueTkux Mmep. [Ipemmnomnaraercs, 4to
3HAUEHUsI HEYETKON MEPHI M BCEX BXOJHBIX MapaMeTPOB U3MEHSIIOTCS
B TIpejieNiax eIMHUYHOTO WHTEpBaIA.

Onpeodenenue (neuemkas mepa). Ilycte N = {1, ...,n} xoHeyHoe
muOKecTBO U U: 27V — [0,1] — 5T0 dyHKIMs Takas, uto (@) = 0 u
u(N) = 1. Eciu juig mo6eix A u B, takux, uro A € B € N, BEI-
nosHsieTcst yenoBue U(A) < pu(B), ToO HEYETKOEe MHOXECTBO |l Ha3bI-
BAETCSl HEYETKON MEPOil.

Onpeodenenue (A-mepa Cyzeno). Ilycte N = {1, ...,n} xoHEeYHOE
MHOKECTBO M A € (—1, +00). Ddynximsa pu: 2V - [0,1] spasercs -
Mepoil CyreHo, €CII BBITOJIHSIOTCA CIEAYIOIINE YCIOBHS:

u(@) =0, (27)

puv) =1, (28)

u(A) < u(B), VA, B takux,ut0 A S B € IV, (29)

u(AuB) = u(A)+u(B)+A u(A) u(B),vA,B € N ¢ ANB = ¢,(30)
riae @ — MmycToe MHOKECTBO.

VYpasaenus (27) u (28) npeacTaBisiFOT MEphI MMyCTOTO0 MHOXKECTBA
U KOMOMHAIIMM BCEX MHOJKECTB COOTBETCTBCHHO. YpaBHeHHE (29)
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MIPEICTABISIET CBOMCTBO MOHOTOHHOCTU. Y paBHeHue (30) mpeacras-
JsIeT BO3MOYKHBIE TTOIMHOKECTBA U 00bEIMHEHHBIE TTOMHO)KECTBA.

[Tpu moBTopHOM npumenennu (30) mis kaxgoro A © N 3Hade-
HUE [(A) MOKHO BBIYMCIIUTH CIEAYIOIIAM 00pa3oM:

u(A) = [l 2e@] (31)

Ucnone3ys orpannuenue U(N) =1 (28) u npumensis (31), 3Ha-
yeHrne A MOKHO BBIUHCIIUTH ¢ TOMOIIKIO (32):

A+ 1 =TT (L + ), (32)
rae p; = p({i}).

Onpeoenenue (Ouckpemuwiti unmeepan Cyzerno). Ilycts pu — 310
HeueTkass mepa B N'. Jluckpernwiii unrerpan CyreHo QyHKIUH
x = (X1, X3, ., Xp): [0,1]™ = [0,1] OTHOCHTEIBHO | ONpPENEIACTCS
KaK:

SI (%) = maxy<icn(Min(Xq ), p({m(1), 7(2), ..., 7(M})) =
= ma, <izn{min{xnqy, TN}, ., Minfxr(uy, 1D, .., TEHIH(
33)
rJe T — MepeCcTaHoBKa B V' Takas, 9To Xy (1) < *** < Xg(n)-

OcHoBHas uzaes uHrerpaia CyreHo OCHOBaHa Ha B3BELLIEHHOM
MUHUMYME U MaKCUMYME, YTO TO3BOJISIET OIEHUTHh BaXKHOCTb KaX-
JI0OM MOJIENM € UCIOJIb30BaHUEM HedeTKux Mep. HeueTkuil nHTErpas
CyreHo ompezensieT HauBBICIINN YpOBEHb CXOJCTBA MEXAY Leie-
BBIMHA W TIPOTHO3MPYEMBIMH 3Ha4eHUsMH. OObeInHEHHE 3HAYCHHUN
KputepreB oneHku pucka KPC BBIMOMHSAETCS C HCHOIb30BAHHUEM
HEUETKUX HMHTETPAJIOB, KOTOPBIE OIMPENENIOTCS OTHOCHTEIBHO He-
yeTkux Mmep. [Ipeamnonaraercs, 4ro 3HaU€HUs] HEUETKOW MEphI M BCeX
BXOJIHBIX TTapaMETPOB M3MEHSIOTCS B IMpeesiaX eAMHUIHOTO HHTEP-
Baja.

B uccienoBaHun sl OIIGHKH PUCKOB MTyTEH aTaKW MCIOIB3YeTCs
METpHKa, OCHOBaHHasi Ha HedeTKoM uHTerpaige CyreHo. Puck kax-
JI0T0 y371a rpada atak pacCUMTHIBA€TCS CIEAYIOUIUM 00pa3oM:

Risk; = Probability; X ImpactSl;, i = 1,..,n, (34)
rae Probability; — 5T0 BepOATHOCTH JAOCTYIIA K Y311y [, KOTOpas TO-
Ka3bIBaeT KOJIMYECTBO MyTEH aTaku M PACCUUTHIBACTCS CIIEAYIOUIUM
obpazoM:
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Probability; =1 — ;-‘=1(1 - P]), i=1,..,n, (35
rae P; —3T0 BEPOATHOCTH aTaku Ha y3el j.
3nech P; paccunThIBAETCS KaK

Pi :AViXACiXUIiXPRi, i = 1,...,Tl, (36)
rne AV; — Bektop araku, AC; — cnoxHOCTh aTaku, Ul; — B3aumopen-
CTBUE C IToJIb30BareneM, PR; — TpeboBaHNE IPUBUIIETH.

[ToaBEepKEHHOCTh PUCKY C HCIIOJIb30BAaHHEM HEYETKOTO MHTE-
rpaa Cyreno (Sl) paccumThiBaeTCs ¢ HCIOIB30BAaHUEM HH]ICKCOB
Bf, Cf, E{ u K{, a Taxxe oueHok uenoctHoctd (I;), TOCTYIMHOCTH
(A;) u kouduaenmanbuoct (C;), momydenusix u3 CVSS v3.1, cie-
IyromuM o0pa3om:

ImpactSI; = SI(Bf, C{ ,Ef ,K{,I;,A;,C), i =1,..,n.  (37)
VY31bl ¢ BBICOKUMU 3HaueHUusIMU ImpactSI cuurtarorcs 6omee ys3Bu-
MBIMHU C TOYKH 3peHust kubepOezonacHoctu KOC. Merpuka, ocHO-
BaHHAss HAa HECKOJBKHX HWHJEKCaX, JyYIle XapaKTepU3yeT KayKIbIi
y3e] cUCTeMbl. B oTnuyne oT 0HOTO MHAEKCa, oHa Oojnee nHpopMa-
tuBHa. [locne pacuera TpeOyeMbIx K03()(HUIIMEHTOB OHU OOBEIHHS-
IOTCSl C TOMOIIbI0 MHOTOKPUTEpUANBbHOIO aHanu3a pemieHuil. He-
yeTkuid nHTerpan CyreHo MCIONb3YeTcs Ui OIIEHKH PHCKOB ITyTei
aTak Juis o0ecnieueHust kubepycroitunBoctu KOC.

BBoautcs nepemennas RO — noporoBoe 3HaueHue, Ipu KOTOPOM
y3en KOC ¢ Risk Bbile 3Toro nmopora cuutaercs «HEyCTOWYUBBIMY.
Ha mpakTuke 370 3HaY€HHE JOJKHBI ONPENENSTh OMBITHBIE YKCIIEP-
Tel. Ecniu y3en «HeycToiiunBy», HeMeUIEHHO PUHUMAIOTCS SKCTPEH-
Hble Mephl 110 ycTpaHeHuto pucka. Eciu Risk vmke RO, To y3en cuu-
TaeTcs «yCTOWYMBBIM», W pHCKa HeT. B aToM ciydae ciemyromias
OIIEHKa PHCKOB MOXET OBITh BBITIOJTHEHA 4Yepe3 ONpeAcTICHHBIN WH-
tepBai. OkoHuarenbHOe pemieHue Risk nemaer cucremy Oonee Ku-
OEpyCTOMYMBOM C TOUKHU 3peHUs KHOepPU3nIecKoi O€30MacHOCTH.

B kauectBe mpumepa Obuta paccmoTpeHa KOC s renepanuu
sHeprun Betpa (Puc. 11). DHeprusi, moyiydeHHas Ha OCHOBE BETPA,
SBIISICTCS OJTHUM M3 KPUTHYECKUX CEKTOPOB MH(PACTPYKTYpHI. BeT-
pPOBBIE TYpOHMHBI IIUPOKO WCIOJB3YIOTCS Ha pa3IMYHBIX OOBEKTaxX:
OPEANPUATHSIX, B TOMOXO3SHCTBAaX, YAaCTHBIX J0oMax H T. A. IloToku

BETpa BPAIIAIOT JIOTIACTU BETPSHON TYpOWHBI, IPUBOJIS €€ B JIBUXKE-
54



Hue. YUeM cunbHee BeTep, TeM OOJIblIE BbIPAOATHIBAETCS ISHEPIHH.
DTO BpalleHUE 3alycKaeT TypOHHY, KOTOpas TakKe HAYWHACT Bpa-
marecs. BerpoBele TypOuMHBI — 3TO YCTpOiicTBa, mpeodpasyromue
SHEPIHIO BETpa B AIEKTPUUECKYIO SHEPTUI0. DHEPrUsl IEPEJacTCsl 110
BaJly pOTOpPa, KOTOPBIH COETMHEH C PElyKTOPOM, KOTOPBIA IPUBOAUT
B JCWCTBUE DJEKTporeHepatop. TypOWHA COCTOMUT M3 CHCTEMBI
OXJIQX/IEHUS, CUCTEMbl MOHUTOPHMHIA cOCTOSIHUS U (prorepa. OHu
CILy’KaT BXOJAHBIMU JAHHBIMU JUIsl KOHTPOJIJIEPA, KOTOPBIM OIpenens-
eT MOJIOXKEHUE JionacTel u potopa. Cuctema ynpasieHus: 6arapesmMu
KOHTPOJIMPYET U YIPABIsAeT HECKOJbKUMHU aKKyMYJISATOPHBIMH Oara-
pesiMu U o0ecrieunuBaeT CTadMIN3alMI0 CETU. 3HAYEHUS TapaMeTPOB
npoliecca, MOJIy4YeHHbIE B XOJ€ MOHHMTOPUHIA, XPAHATCS B apXUBE
nanubix. HMI oGecnieunBaeT B3auMoieiiCTBHE ONIEpaTOpPOB Ipoiiecca
C cucTeMoil ympaieHus. HxeHepHble paboune CTaHIMK COAEpIKaT
cpeAcTBa pa3pabOTKU MPOTPaMMHOIO OOECTICYEHHsI, C TOMOIIBIO
KOTOPBIX CIIELUAIUCT MOXXET BHOCUTh MU3MEHEHUS U JONOJHEHHUS B
KOH(HUTYpaIuio CUCTEMBI Yepe3 KOPIOPATUBHYIO ceTh wiu MHTep-
HeT. [lopkimouenne yepe3s RTU cBsA3bIBaeT BeTponapk C LEHTpalb-
HoMl cuctemoit SCADA. Ilpenmnosnoxum, 4To 3JI0yMBIIIJIEHHUK BOC-
MOJIB30BAJICS YA3BUMOCTSAMU KOMIIOHEHTOB KDC u peannsosan cie-
JYIOIIUE CIICHApUH KuOepaTak:

o  Manunyrayua u omka3z 6 ynpagieHuu. 3JOyMBIIJICHHUK,
CHocoOHBIN B3auMojelcTBoBaTh ¢ cepsepoM SCADA, moxer uc-
noab3oBath ysa3BuUMocTb CVE-2019-14925 nns mMaHunmyiavpoBaHuUs
CUCTEMHBIMU KOH(pUTrypanusmu, (aigamMu Wi KPUTHUECKUMHU 3Ha-
YEHUSIMH, CBSI3aHHBIMHM C pabOTOl BeTpomapka. Ys3BUMOCTb MOXKET
INPUBECTH K HECAHKIIMOHMPOBAHHOMY JIOCTYNY K KOHGUIEHIIHAb-
HBIM JITaHHBIM, BKJIIOYas MMEHa IO0JIb30BaTelel, Mapoiau U JIPYryko
KOH(pHICHIIMATIbHYIO HH(OPMAIHIO. 37T0YMBIIUIEHHUK TaK)Ke MOYKET
3JI0yNOTPEOUTh TeM (PAKTOM, UYTO COEITUHEHUS HE ayTEHTHU(PHUIUPO-
Banbl (CVE-2021-27395), 94TO MO3BONHUT HECAHKIIMOHHPOBAHHO Ma-
HUMYJIUPOBATh JAaHHBIMH W BblAaBaTh Komauael RTU. D10 Moxker
OCTAQHOBUTH BBINOJIHEHHE JIOTMYECKMX 3aJady W HapyLIUTb CBA3b
Mexay SCADA u RTU. D10 He mo3BoJUT oneparopamM KOHTPOJIHUPO-
BaTb KOMIIPECCOPHBIE CTAHIIMH.
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Puc. 11. Ilpumeps! cuenapues kudeparak Ha KOC

o [lomepsa ynpasnenus. YToObl CKOMIPOMETHPOBATH YYETHBIC
JAHHBIE U TIOJIYYUTh JIOCTYIl K CETH BETPONapKa, 3JI0YMBIIUICHHUK
ucnons3yet ysazsumoctu CVE-2019-9013, CVE-2022-1159 u CVE-
2021-22797 nns BemonHeHUs kKoAa Ha RTU. D10 mo3BoMT niepeTu
K YIPaBJICHUIO OTAEIbHBIMU TYpOMHAMHU. 3JOYMBIIIICHHUK MOXET
POHUKHYTH BO BHYTPEHHIOIO CETh CUCTEMBI YIIPABJICHUS, HCIIONB3YSI
ysa3BumMocth CVE-2018-5452, 4ro6b1 MaHMNyTUpOBaTh KOH(UTypa-
el CUCTEMBI, PA0OYMMH MTapaMeTpaMH U MTPOIIMBKOI KOHTpoIIepa
(Tabmuma 11). OT0 MOXET MPUBECTH K OTKIIOUEHHIO (YHKIMH 3a-
LIUTHI OT MPEBBIIIEHUS CKOPOCTH, BcTpoeHHOU B RTU, n otkiroue-
HUIO Harpy3KH, 4TO MPHUBEJIET K OTKJIIOYEHUIO TypOuHbI. Mcnonb3ys
CVE-2020-7566, 3m0yMBINUICHHHK MOXET CKOMIIPOMETHPOBAThH
JTAHHbIE M OTKJIIOYUTh CHCTEMbl MOHUTOpPUHIA PabOTOCIIOCOOHOCTH,
KOTOpBIe oOecreunBaiy Obl paHHEE TPEAYIPEXIeHIEe 00 OMAaCHOCTH.
Kpome Toro, onn Moryt Hanenutscs Ha [1JIK u ucnions3oBats CVE-
2020-6992 st KOMIPOMETAIMK YYETHBIX JTAHHBIX U TIOJYYECHHS KO-
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na einosiHeHus Ha [1JIK. C momoIpio 3TOro 3710yMBIIIIEHHUK MO-
JKET TOBIUATh HA (YHKIIUU yIpaBJICHHUS OaTapeeid, 4To MPHUBEAET K
MIPOCTOI0 CUCTEMBI U TOTeHITHAIBHOM nectadmnm3anuu KOC.

Taoauna 11
Nudopmanus 00 yss3BUMOCTAX
Vs13BUMOCTB
Vsen | " oyep | BS| S| ¢ | AV | C I A | Ul | PR | AC
1 | CVE-2021- | 75[36(39[085|056]| 0 0 |085]|085]077
41773
2 CVE-2022- | 98 15939085 | 056|056 | 056|085 |0.85]|0.77
22720
3 CVE-2022- | 75| 3.6 | 3.9 | 0.85 0 0 0.56 | 0.85 | 0.85 | 0.77
30522
4 CVE-2014- | 78 |59 |18 | 055|056 | 0.56 | 0.56 | 0.85 | 0.85 | 0.77
7844
5 | CVE-2019- | 6.1 |27 28085022022 0 |062]085]0.77
9557
6 CVE-2020- | 59 | 3.6 | 2.2 | 0.85 0 0 0.56 | 0.85 | 0.85 | 0.44
2512
7 CVE-2020- | 98 15939085 | 056|056 | 056|085 |0.85]|0.77
24673
8 | CVE-2020- [ 6.7 (5908055056056 056]|085]0.27|0.77
6992
9 CVE-2021- | 81 |52 | 28| 0.85 0 0.56 | 0.56 | 0.85 | 0.62 | 0.77
27395
10 CVE-2020- | 84 | 58 | 2.0 | 0.55 | 0.56 0 0.56 | 0.85 | 0.62 | 0.77
3960
11 | CVE-2021- | 785918 ] 055|056 | 056 | 0.56 | 0.62 | 0.85 | 0.77
22797
12 CVE-2019- | 65| 3.6 |28 | 0.85 | 0.56 0 0 0.85 | 0.62 | 0.77
14925
13 CVE-2019- | 88 |59 |28 | 062|056 056|056 | 085|085 0.77
9013
14 | CVE-2022- | 7259 ]12] 085056056 |056|085] 027|077
1159
15 | CVE-2020- | 73|52 ]21] 062|056 |05 | 0 |062]0.85]0.77
7566
16 CVE-2018- | 75| 3.6 | 3.9 | 0.85 0 0 0.56 | 0.85 | 0.85 | 0.77
5452
17 | CVE-2023- | 74|52 |22]085[056| 0 [ 056|085/ 0.85]|0.44
0286
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e C uenbro NpoBENEHUS HKCIEPUMEHTOB ISl KaXKAOTO y3ia i
cuCTeMbI ObLIM paccyuTaHbl 3HaueHus unuekcoB Cf, Ef, Kf, Bf, a
Takxke nenoctuoctu (I;), mocrymnuoctu (4;), KOHPpUICHINATBHOCTH
(C;), monyuennsie Ha ocHOoBe CVSS. DTO MO3BONMIIO BHISIBUTH KpH-
TUYECKUE Y3/l CUCTEeMBl. VHJekcam ObuIM NPHUCBOEHBI «IKCIEPT-
HbIe» Beca. YeM BBIIIE BEC, TEM BBINIE «HH()OPMATUBHOCTHY MHJIEK-
ca. B tabmuue 11 npuBeneHbl 3HaY€HUS MHAEKCOB Ul BCEX Y3JIOB
paccmarpuBaemort KOC. OTu 3HaueHHS TMO3BOJISIOT OLICHUTH KPH-
TUYHOCTb YCTPOMCTB CHCTEMBbl HAa OCHOBE 3HAYCHHH BO3JCHCTBUA U
BEPOSATHOCTH.

[TpenyiosxeHHbIN 1MOAX0 ObLI BHIOpaH Ul OLIEHKU CEphE3HOCTH
YSI3BUMOCTH 110 KPUTEPHUSIM:

critical, v € [5,10]
R = high, v €][3,5) 38
"~ )medium,v € [2,3) ° (38)
low, vE|02)
bouin paccMoTpeHbl pa3iinyHble NMYTH aTakK, HAaIpaBJIEHHbIE HA BO3-
MOYKHBIE Y37IbI Tpada /Uil U3MEHEHHS UX COCTOSIHUH.

JlanHoe wccrnenoBaHUE HANPaBIEHO HA PEHIEHHE KOHKPETHOM
npoOJIeMbl KOJIMYECTBEHHOIO H3MepeHus kubepdusnueckoin 0e3-
onacHocTi K®C ¢ yuerom ¢akTopoB, BIUSIOUINX KakK Ha ee (puznye-
CKUH, Tak ¥ Ha kuOepciaoi. Monenb 00beIMHIET TOMOJIOTHIO U ys3-
BUMOCTH KubOepdusmueckoil cetu, oOecneunBas 3PQPEKTUBHOCTD
IPEJIOKEHHOTO METO/1a B COXPaHEHUH KUOepyCTONYHNBOCTH.

B 3akioueHnu oTpaxkeHbl Hanlosiee BaKHbIE PE3yNbTAThl JUC-
CepTallMOHHOM paboTHl, a TaKkke chopMyINPOBAHBI OCHOBHBIE BBIBO-
JIbl, CIEAYIOUINE U3 MPEUIOKEHHBIX METOJOB U aJIrOpPUTMOB, U TO-
JTYYEHHBIX Pe3yJbTaToB.
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OCHOBHBIE PE3YJIbTATHI JUCCEPTAIIMOHHOM
PABOTBI
OcCHOBHbIE HAYYHO-TEOPETUUYECKUE U MPAKTUUYECKUE PEe3ybTa-
ThI, TIOJyYEHHBIC NPU PEIICHUU 3a7a4 B paMKax TUCCEPTAIMOHHOMN
paboThl, 3aKJIIOYAIOTCS B CIAEAYIOIIEM:

1. MHccnenoBaHbl 0COOCHHOCTH CTaHOBJICHHUS U pa3BuTus KDC.
[IpoBeneH ananu3 METOAOB U aJTOPUTMOB MHTEIUICKTYalIbHOM 00pa-
6otku Oonpmmx gaHHBIX KOC, obecnedyeHus: kuGepOe30macHOCTH
UT u 3amumennoctu OT KOC, a Takxe oleHku KHOEpyCTOMINUBO-
ctu KOC. Ananus CymiecTBYIOUIMX METOJ0B MOKa3all, YTO aKTyallb-
HBIMU SIBJISIFOTCSL CJIEYIOIIME MPOOIeMbl: pa3paboTKa METOAOB U
QITOPUTMOB MHTEIUICKTYaTbHOW OOpaOOTKH OONBIINX JAHHBIX IS
obecnieuenus kubepycroitunBoct KOC; pa3paboTka METOAOB U
anropuTMoB obecrnedueHus kubdepoesonacHocty UT u 3amuumieHHO-
ctu OT KO®C; pazpaboTka MeTona onpeaeineHuss KPUTUYHOCTH YsI3-
BUMOCTEH (yHKIMOHATBHBIX KOMIOHEHTOB KDC m MeToia oleHKH
puckoB KOC. [IpencrasieHa nocTaHOBKAa HAy4YHOH 3a7aud UCCIEI0-
BaHus. [Ipennoxena KoHIenTyanbHast MOJENIb oOecrieueHus: Kudepy-
croitunBoctu KOC.

2. PaspaboraHbl anropuTMBI OOHApYXKEHUS BBHIOPOCOB B 0OJIb-
IIMX JaHHBIX Ha OCHOBE MeToja K-CpemHUX Ui CHUIKEHHUS pHUCKa
onokupoBkn K®C. AnropuTMbl OCHOBAaHBI Ha KiacTepU3aluud U
YUHUTHIBAIOT KOMIAKTHOCTh U PAa3JeIMMOCTh KJIacTepOB. YHUCIEHHbBIE
9KCIIEPUMEHTHI MPOBOJMIMCH Ha HAOOpax JaHHBIX PA3IWYHOU pa3-
MEPHOCTH M TPOJAEMOHCTPUPOBATU 3((HEKTUBHOCTh MPEITOKEHHBIX
anroput™MoB. CpaBHEHHE C alITOPUTMOM K-CpemHHX a0Ka3aio Mmpe-
BOCXO/ICTBO MPEIIOKEHHBIX aITOPUTMOB.

3. Tpemnoxen anroput™m aHanmm3a O00ibIMX JaHHBEIX KOC Ha
OCHOBE B3BEILIEHHOM KjacTepuzanuu. B anroputMe Beca, MoJydeH-
HbIE TTyTeM CyMMHPOBAHHS BECOB KaXJ0W TOYKH M3 Ha0Opa TaHHBIX,
OBLTM Ha3HAYEHBI KJIacTepaM. Pe3ynpTaThl SKCIIEPUMEHTOB TTOKa3aH
3 PEKTUBHOCTD MPEIOKEHHOTO MOAX0/a, KaK ISl KIacTepu3ali,
TaKk U MpH OOHAPYKEHWU aHOMATHI OJHOBPEMEHHO. DKCIIEPHUMEH-
TalbHBIE PE3YyJIbTAThl MOKA3aJIM, YTO «B3BEIIMBAHHUE» YIYUIIaeT pe-
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IIEHUE KJIACTEPU3ALUU U MPEUIOKEHHBIH alroOpuT™M TOYHEEe OOHa-
pyxuBaer aHomanuu B K®PC 1o cpaBHEHHIO C anroputMoMm K-
CPEIHHUX.

4. Pa3paboran MeTOJ MapamieabHOW 00pabOoTKU OONBININUX JTaH-
HBIX JUJIsl CHUKeHUs pucka Beixona KOC u3 ctpos. Pazdouenue nan-
HBIX Ha HEOOJbINE OJIOKH YBEIUYHIIO CKOPOCTh CXOJUMOCTH U CHH-
3UJI0 BBIYUCIIUTENbHBIE 3aTpaThl AITOPUTMA KiacTepu3anuu. Meron
CpaBHUBAJICS C AITOPUTMOM k-cpesHuX, 4TOOBI J0Ka3aTh ero 3 dek-
TUBHOCTH B MapajiebHON KiacTepusauuu 0ompmmx gaHHbX KOC.
MeToa 3HaYUTEIBHO COKPATUII BpeMs KJIaCTEePU3ALUU 110 CPAaBHEHUIO
C anropuTMOM k-cpeaHux.

5. IlpeanoxeH METOA KIAaCTEPHOI'O aHalM3a OONBLIMX JAaHHBIX
K®C Ha ocHOBE KOHCEHCYCHOI'O aHcaMOJisl. DKCIEpUMEHTAJIbHbIE
pe3yibTaThl Ha Habopax JaHHBIX Pa3IMYHON pa3MEPHOCTHU C UCIIOJNb-
30BAHHMEM pA3JIMYHBIX METPUK PACCTOSHUS IO0Ka3aly, YTO METO[
SBJISIETCS BBICOKO3()(PEKTUBHBIM U MPEBOCXOIUT COBPEMEHHbIE MOJI-
XOJIbl 10 KadecTBY kiactepusauuu gaHHbIXx KOC. bpuio nposeneHo
cpaBHenue ¢ metogamu DBSCAN, OPTICS, CLARANS, k-cpeaaux
u SNNC. Haunyummii pe3yibTar nokasajl NpeyioKeHHbI MEeToJ ¢
MCIIOJIb30BaHUEM KBaJIpaTa €BKJINJ0BON METPUKH.

6. Paspaboran meron knaccudukarum kuOepatak Ha KDC ¢
IPUMEHEHHEM SKCTPEMAIbHOTO MallMHHOTO 00ydeHus. s BeiOopa
HaubOosee MHPOPMATUBHBIX NPU3HAKOB ObUI MPUMEHEH TIeHEeTHYe-
CKHH aJrOpPUTM IIOBEIEHUS «CBETISYKOB)» C LEJIbI0 IOBBIIICHUS
TOYHOCTM M  YBEJIMYEHUS  CKOpPOCTH  pabOThl  alropurMma
kiaaccupukanuu. MeToa OLEHUBANCAd NpU Pa3IMUHBIX (QYHKIHUAX
aKTHBALIUM M CPABHUBAJICS C aITOPUTMaMHU MAIllMH OMOPHBIX BEKTO-
pOB, CIIy4aifHOTO Jieca, HCKYCCTBEHHON HEHPOHHON CeTH U ITyOOKOH
HEHPOHHOW CeTH U MPOJEMOHCTPUPOBAI Hanubosiee BHICOKYIO MPOU3-
BOJIUTENILHOCTh NPHU UCTIOIB30BaHUU (YHKIIMU aKkTHBauuu [ aycca.

7. Paspaboran meton oOHapyxenus DoS arak Ha KOC ¢ npu-
MEHEHHEeM aHcaMOis KiaccupukaropoB. OcoOEHHOCTh METOAA CO-
CTOUT B TOM, UTO JIJIsl KaX/10M TOYKU U3 HAOOpa JaHHBIX MMOTYYEeHHAs
METKa KJIacCa COOTBETCTBYET MAKCUMAJIIbHOMY 3HAUEHUIO CPENIU BCEX
OLIEHOK, IOJY4YE€HHBIX METOAAMHU KJIACCU(PUKALMU JUIsl JaHHOW TOY-
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ki. B kauectBe kiaccuukaropoB ObUTH PacCMOTPEHBI JEPEBbsS pe-
HICHUH, anroput™M K-Ommkalmmx coceneil, MalliHbl OTIOPHBIX BEK-
TOPOB C Pa3IMYHBIMU (DYHKIMSIMH sIpa ¥ HAWBHBIN 0alieCOBCKHIA
kiaccugukarop. Hanbosee TOUHBIN pe3ynbTaT Mokaszai ancamOib 13
ISITH KJIAaCCU(DUKATOPOB.

8. Ilpennoxen anroputm oOHapyxkeHUs BperoHocHoro [10 B
K®C na ocHOBe m300paxkeHUH. AITOpUTM HE TpeOyeT pa3paboTKu
HOBBIX NPH3HAKOB M OCHOBAaH Ha aHAJIM3€ M300pakeHUH BpeIOHOC-
Horo [1O. DkcriepuMeHTaNbHbBIC Pe3yJIbTaThl MOKA3aJIH, YTO 00bEIH-
HEHHME TIPU3HAKOB M3 JIBYX TITyOOKHX HEHpoHHBIX cereil (AlexNet u
MobileNet) moxer >PPEeKTHBHO KIACCHPHUIMPOBATH BPEIOHOCHOE
[10 B KOC paxe npu HEOOJBIIMX M3MEHEHUSX B M300paKCHUSIX.
CpaBHEHHE C Pa3IMYHBIMH TITyOOKHMMH HEHPOHHBIMUA MOJEIISIMHU JI0-
Ka3aJI0 IPEBOCXOJICTBO MPEIIOKEHHOTO allTOPUTMA.

9. Paspaboran merox obHapyxkenusi anomanuii B OT KOC nHa
OCHOBE HEPapXUYECKHUX CKPBITBIX MapKOBCKHX Mojeieid. Meron
MO3BOJIMJI BBISIBUTH HOpMalibHOE U aHoManibHOe cocTostaust KOC. On
TpeOyeT 3HaYMTEIbHO MEHBIIE O0YYaIOUUX JAHHBIX Ui JTOCTHXKE-
HUSI BBICOKOW MPOU3BOAMTENBHOCTU. BBUIO MPOBENEHO CpaBHEHUE C
U3BECTHBIMU METOJIaMH MAIIMHHOTO O0y4YeHMs. DKCIEPUMEHTHI J10-
Ka3aJu YCIENHOCTh oOHapykeHusi kubeparak Ha KOC ¢ momMoribio
pa3paboTaHHOTO METOJ1A.

10. Pazpabotan MeTo 0OHAPYKCHHUSI aHOMAJIUH B aKyCTHYCCKUX
curHaiax KOC ¢ npumenenueM TtpancdepHoro odydenus. TpaHc-
dbepHOe 00yueHne OBLJI0 UCTIOIB30BAHO ISl pa0OTHI C aKyCTUUECKH-
MU CUTHaJaMH, KOTOpBIE Mpe/IBapUTeIbHO 00padaThIBaINCh AN T10-
JYYEeHUsI CHEKTPOTrpaMM M CKaJorpaMM. MeToX AIKCTpeMallbHOTO
IpaMeHTHOrO OyCTHHra OBbLT UCIOJIB30BaH, OCKOJIBKY OH O0Jiajaer
BBICOKOW TPOW3BOJUTEIBHOCTEIO H HE TPeOyeT OOJBIINX BBIYHCITH-
TEJIbHBIX PEecCypcoB Ha dTarne o0ydeHus. [ OLleHKH MpOU3BOIU-
TEJIFHOCTH METOAa OBLJIO MPOBEACHO €r0 CPaBHEHHE C TITyOOKHMH
HEHPOHHBIMU MOJIETISIMH JUISI Pa3IMYHBIX THIIOB YCTPOMUCTB.

11. Tlpennoxen meron ooHapyskeHus atak Ha ycrpoictBa KOC ¢
OpUMEHeHHeM TIiyOoKoi TuOpuaHON Mojenu. Meron coyeraer B
cebe MpenMyIecTBa TaKuX TIyOOKHX HeUpoHHBIX cereid, kak CNN,
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GRU u LSTM. /lna noBsIIeHUsT TOYHOCTH MeToAa ObLjla paccMOT-
peHa ¢pyukius aktuBaiun SPOCU. DkcneprMeHThI TPOBOAMINCEH HA
nByx HaOopax gaHHbIX: SWaT u GHL, kotopsie comepkar undop-
MAaIuio o «HopManbHOM» cocTossHUU KDC 1 cO0sX, BEI3BAHHBIX KHU-
OepatakaMu. MeToj Moka3ajl BBICOKYI0 TOYHOCTb OOHapYyKEHUS KU-
oeparak Ha KOC 1o cpaBHEHUIO C U3BECTHBIMH METOJIaMU MalllUH-
HOro 0Oy4eHHUs, TAKUMHU KaK MpocTas riiyOoKas HelpoHHas CeTb U
MAaIIUHbI ONIOPHBIX BEKTOPOB.

12. Pa3zpabotan meton knaccudukanuu otkazoB KOC Ha ocHOBe
nu3zo0paxenuii. Meton couetaer B cebe npeumymiectsa DNN u CNN.
YacroTa, BpeMs W CHEKTpaiabHas WH(OpMAIUs BHOPAIIMOHHBIX CHT-
HAJIOB MOJIYY€HHBIX OT CEHCOPOB OBUIM PAaCCMOTPEHBI KaK BXOJHBIE
JAHHBIE /IS TPEUIOKEHHOro MeToja. B kauecTBe mpumepa Oblia
paccMOTpeHa 3ajaya OOHapyKeHHsl HeHCIpaBHOCTEH He(TIHOTO
HNOTPYKHOTO0 Hacoca. DKCIEpUMEHTalbHasl OLIEHKa I10Kaszaja, 4To
MPEAJIOKEHHBIM METOJ MPEB30LLIEN U3BECTHBIE METO/Abl MAIIMHHOTO
00y4eHUsI.

13. PazpaboTan mMeToj ompeneieHus] KPUTUYHOCTH YSI3BUMOCTEH
¢yHkoHanbHbIX KomrnoHeHToB K®C Ha ocHoBe baifecoBckoro
rpada atak. [ns ompeneneHuss KPUTUYHOCTH YS3BUMOCTEH KOMIIO-
HeHTOB K®C npumeHsics MHOTOKpUTEpUATbHBIA METOH MPUHATHS
pemennii Promethee 1l. O mo3Bomun ymnopsao4uTh U BBIIBUTH
HauOosee KPUTHYHBIE YSI3BUMOCTH KOMIIOHEHTOB PacCMOTPEHHOMN
K®C. Va3BUMOCTH KOINUYECTBEHHO OLICHUBAIIMCH C HCIIOIb30BAaHUEM
CVSS u HammonanbHO#N 0a3bl JaHHBIX ys3BUMOCTeH. Vcciemora-
JUCHh TPU CLIeHapHsi KuOepaTak Ha CUCTEMY TPAHCHIOPTHPOBKU MPHU-
ponHoro rasza. CpaBHEHHE C M3BECTHBIMH MHOTOKPHTEpPHUAIbHBIMU
MeTogaMu HpuHATHS pemeHuil, Takumu kak TOPSIS, VIKOR u
ELECTRE, noka3ano 3¢¢$eKTUBHOCTh MPEJI0KEHHOTO METOIa.

14. Pazpabotan metof oneHku puckoB KOC ¢ mpuMeHeHNEM He-
yeTkoro nHrerpana Cyreno. OnieHKa pycKa y3j1a OCHOBaHa Ha pacue-
T€ MHJIEKCOB LIEHTPAIBHOCTU MO OJIM30CTH, LIEHTPATIBHOCTH MO COO-
CTBEHHOMY BEKTOpY, LeHTpajbHOCTH 1o Kariy, 1eHTpanbHOCTH 1O
POMEKYTOUYHOCTH pedpa, OLIEHOK LEJIOCTHOCTH U KOH(UIECHIHATb-
HocTU. B kauecTBe nmpuMepa ObLIa paccCMOTpEHa CUCTEMa TeHepaluu
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SHEpruu BeTpa. B oTnuyme OT cymiecTByIOmUX MOAXOA0B, JAHHOE
UCCIIeIOBaHNEe ObUIO HAIPaBJICHO HA peUIeHHE KOHKPETHOW mpolie-
MBI KOJIMYE€CTBEHHOTO M3MepeHus kudepycroitunBoctu KOC ¢ yue-
TOM (DaKTOpOB, BIMSIONIMX KaK Ha € (U3NUYECKUU CIIOH, TaK M Ha
KHOEpCIIOi.

Pe3ynbrarhl, 0JIy4eHHBIE NP OKCIEPUMEHTAIBHBIX HUCCIIEN0-

BaHUAX, ITOKa3aJId NIPEUMYIICCTBA p33pa6OTaHHBIX MCTOAOB M OOKa-
3bIBAIOT IMEPCIICKTUBLI BBI6paHHBIX IOAXOJ0B.
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Poan conckares B Tpyaax, Ol'lyﬁJ'II/IKOBaHHLIX B COABTOPCTBE.

[2-4,9,11] - npoBemeH aHamM3 METOAOB U  aJrOPUTMOB
oOecnieueHus KHOepyCTOMYUBOCTH " MH(POPMALIMOHHOM
oe3omacaoctu KOC;

[21,24] — npemtokeHsl METOABI MapauIEIbHON 00pabOTKH

OOJBIINX JAHHBIX JUIS CHIDKEHUS pucka Beixoga KOC u3 crpos;

[13] — mpemtoken anroput™ aHanusa 6ospmx AaHHbIX KOC Ha
OCHOBE B3BEIICHHOH KJIaCTepU3aIlnH;

[5,7,8] — mpemioxkeHbl aaropuTMbl OOHAPYKEHHUS BBHIOPOCOB B
OONBIINX NaHHBIX HA OCHOBE MeToaa k-CpemHux Ui CHUKCHUS
pucka 6:1okupoku KOC;

[14,16,22] — npennoxeH METOJ KJIACTEPHOrO aHajm3a OOJBIINX
naHHbIX KOC Ha 0cHOBE KOHCEHCYCHOTO aHcamOIIs;

[1,6] — mpemnoxken meron kinaccupukaimu kubdeparak Ha KOC ¢
IPUMEHEHHEM SKCTPEMATIbHOIO MAITMHHOTO 00Yy4eHUS;

[10,12] — npennoxen meroq obHapyxkenus DoS atak Ha KOC ¢
IpUMEHEHHEM aHCcaMOJIs KI1acCU(pUKATOPOB;

[31] — npennoxen aaroput™ oOHapykeHus: Bpeaonocuoro 10 B
K®C Ha ocHOBe M300pakeHuH;

[23] — npennoxen meron obHapyxenus anomanuii B OT KOC na
OCHOBE HEPAPXUUYECKUX CKPBITBIX MapKOBCKHX MOJETEH;

[17,18,25] — nmpemioxkeH MeTo[ OOHApY)KEHHUs aTak Ha
yerpoiictBa KOC ¢ npumeHeHneM riryookoit ruOpuiHon MoJieny;

[20] — mpemnmoxen wmeron kinaccupukaiuu orkazoB KOC nHa
OCHOBE N300pakeHMUI;

[30,33] — mpemnoxkeH MeTOX ONpPEACICHHS KPUTHUYHOCTH
ysa3BUMocTe  (pyHKIMOHANBHBIX KoMIoHeHToB K®C Ha ocHOBe
baiiecoBckoro rpada arak;

[32] — mpemnoxxen meron onenku puckoB KOC ¢ mpumenennem
HeueTKkoro nurerpana CyreHo.
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3amura quccepTaliy CocTouTes ..... 2025 roga B 14% pa 3acelaHun
Huccepranmmonnoro Coera ED 1.35 ngeiictByromero Ha 0ase
HNucturyra Undopmanmnonnsix Texnonoruir MunucrepcrBa Haykn
u ObpazoBanus Azepbaiimkanckoi PecriyOmuku.

Anpec: AZ1141, r.baky, yin. b.Baxa63ane, 9A.

C nmccepranueil MOXKHO O3HAKOMHTHCS B OuOnmoreke MHcTUTyTa
Uudopmanmonnsix  TexHomoruidi  MunucrepctBa Hayku u
O6pazoBanus AzepOaiimxanckon Pecryonuku.

DNEKTPOHHBIC BEPCUU JUCCEPTAIMH B aBTOopedepara pa3MeIIeHbl Ha
opunmampaom caiite (ict.az) HWuctutyra MH(bOpMaIMOHHBIX
TexHomornit MuHncrepcTBa Hayknu u OO6pazoBaHus
Azepbaiimxanckoil PecryOmuku.

ABTopedepaT pazociiaH 10 COOTBETCTBYIOIIUM aapecaM ... 2025 roxa.
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