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Informasiya Texnologiyalar1 Institutunda 20 ilden
artiqdir ki, proqram miihandisliyi problemlari {izre
todqiqatlar aparilir.

Bu miiddat arzinde proqram miihandisliyinin maqgsad
vo vozifalari, beynalxalq tacriibs, elmi-nazari vo praktiki
problemlar tohlil edilmisdir. Diinyanin aparic 6lkslsrinda
progqram miihandisliyi tizro hoyata kegirilmis tadbirlar,
layihaler tahlil edilmisdir. Proqramlagdirmanm elmi-
nozori osaslari, proqram tominatinin meahsuldarliginmn
artirilmasi, program taminatini igloyan komandanm isinin
somoraliliyinin  giymatlondirilma metrikasi, proqram
kodunun miirekkebliyinin miisyyen edilmasi, Soft
compiiting texnologiyalar1 asasinda proqram teminatmnin
somoraliliyinin vo etibarlilignmn artirilmas1 ve s. iizra
metodlar ve alqoritmler islonilmisdir.

Indiys godor institutda hamin moévzular iizre 4 kitab
vo 170-s yaxin elmi aser darc olunmus, onlardan bir ¢oxu
niifuzlu beynalxalq nasrlards ¢ap edilmisdir.

Ekspres-informasiyaya institutun amokdasglar:
torofinden proqram miihandisliyi problemlori iizra derc
edilmis elmi asorlarin xiilasalari daxil edilmisdir.

Elmi redaktor: tex.fol.dok., dosent Safoqat Mahmudova.
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1. Alquliyev RM., Kazimov T.H. Mahmudova Sh.C.,

Mahmudova R.Sh. Corporate Information System
“Educational Center” / Transaction on Enformatika,
Sistem Sciences and Engineering, 8 October 2005,
Budapest, Hungary, vol. 8, pp. 294-298.
The given work is devoted to the description of Information
Technologies NAS of Azerbaijan created and successfully
maintained in Institute. On the basis of the decision of
board of the Supreme Certifying commission at the
President of the Azerbaijan Republic and Presidium of
National Academy of Sciences of the Azerbaijan Republic
the organization of training courses on Computer Sciences
for all post-graduate students and dissertators of the
republic, taking of examinations of candidate minima it was
on-line entrusted to Institute of Information Technologies
of the National Academy of Sciences of Azerbaijan.
Therefore, teaching the computer sciences to post-graduate
students and dissertators a scientific - methodological
manual on effective application of new information
technologies for research works by post-graduate students
and dissertators and taking of candidate minima is carried
out in the Educational Center. Information and
communication technologies offer new opportunities and
prospects of their application for teaching and training.



2. Mahmudova $.C., Mamtiyev K.K. Proqramlasdirma

vo onun inkisaf morhalaleri. Baki, “Informasiya
Texnologiyalar1” nesriyyati. 2011, 141 s.
Materialda  alqoritmlagdirma  va  proqramlasdirmanin
asaslart ~ haqqnda  genis  moalumat  verilmisdir.
Programlasdirmanin qisa tarixi, kompyuterda masalalorin
halli  morhalalori  va s. izah edilmisdir. Proqram
mithandisliyi, — programlasdirmanin  tasnifati,  obyekt
yoniimlii proqramlasdirma, ekstremal programlasdirma,
aspekt yoniimlii programlasdirma, avtomat
programlasdirma, verilonlor bazasimin yaradilmasi, program
miihandisliyinin inkisaf dovrii va miiasir vaziyyati, program
vasitalarinin hayat dévrii modellarinin tasnifat: izah edilmis
va onlarin miiqayisali tohlili aparilmigdir.

3. Kazimov  T.H.,,  Bayramova T.A.  Proqram

miihandisliyi. Baki, “Informasiya Texnologiyalari”
nogriyyati. 2013, 188 s.
Kitabda proqram miihandisliyinin meydana galmasi, inkisaf
marhalalari, problemlari va miirakkab proqram sistemlori
haggnda  moalumat  verilmisdir.  Miirakkab  proqram
sistemlarinin hayat dovriiniin marhalalari, tatbig edilon
model va metodlar arasdirilmsdir. Miras qalmis sistemlar,
onlarin layihalandirilmasi va yenidon islanilmasi, proqram
tominatimin tokamiilii, bu sahada olan diinya tacriibasi va
tatbiq edilon standartlar haqqinda malumat verilmisdir.

4. Bayramova T.A. Azarbaycanda proqram
mithandisliyinin miiasir veziyyati / “Elektron dévlat
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quruculugu problemlari” I respublika elmi-praktiki
konfransi. Baki, 4 dekabr 2014, s.121-123.

Mogalado  Azarbaycanda  proqram  miihandisliyinin
yaranmast va inkisaf morhalolori aragdirir. Olkomizda
program miihandisliyi igtisadiyyatinin formalasdirilmas: va
inkisafi ilo bagl takliflor verilir.

. Bayramova T.A.,, Mahmudova Sh.C. Program
engineering in Azerbaijan // International Journal of
Modern Communication Technologies & Research.
2014, vol. 2, issue 10, pp. 5-7.

The establishment and development stages of program
engineering in Azerbaijan are provided. As a result of
continuing and sustainable development policy of
Azerbaijan in current stage, information-communication
systems development are described. The works to be carried
out for program engineering to gain a specific importance in
the economy and the problems in this sphere are specified.

. Bayramova T.A., Kazimov T.H. Proqram sistemlarinin
tohliikasizliyi ve etibarlilign temin edilmasinds
oziiniiidara mexanizmlari / Beynoalxalq
Telekommunikasiya Ittifaginin 150 illiyine hasr
olunmus informasiya tohliikasizliyinin
multidissiplinar problemloari iizra II respublika elmi-
praktiki konfransi. Baki, 14 may 2015, s.242-245.
Mogqalada progqram sistemlaring olan haker hiicumlarinin
sayimn artmasi ila alagadar olaraq yaranan tahliikalar tahlil
edilir. Bu tohliikalarin qarsisini almaq maqsadila onlarin
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avtomatik askar edilma vasitalorinin, proqram tominatinin
oziiniiidara mexanizmlorinin  islonilmasi va yaradilan
program  moahsullarimin  sertifikatlasdirilmas:  masalalori
arasdirilir.

. Bayramova T.A. Program engineering, development
stages, problems, and perspectives in Azerbaijan //
Network Security and Communication Engineering.
2015, pp. 627-632.

The establishment and development stages of program
engineering in Azerbaijan are provided. As a result of
continuing and sustainable development policy of
Azerbaijan in current stage, information-communication
systems development are described. The works to be carried
out for program engineering to gain a specific importance in
the economy and the problems in this sphere are specified.

. Bayramova T.A. The importance of self-management
mechanisms to ensure software safety // International
Reserch Journal of Engineering and Technology.
2015, vol.2, issue 3, pp.1758-1761.

The paper analyzes the threats arisen from the increasing
number of software hacker attacks. In order to prevent the
threats, the paper studies the automated threat detection
tools, the development of software self-management
mechanisms and the certification of developed applications.

. Bayramova T.A., Oliyeva K.T. Program
mithondisliyinde istifade olunan standartlar /
“Riyaziyyatin totbiqi masalalari va yeni informasiya
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texnologiyalar1” III respublika elmi konfransi,
Sumgqayit, 15 dekabr 2016, s.253-254.

Isda program miihandisliyinin miixtalif tayinatl sistemlarin
yaradilmas1 zamam istifada edilon bazi asas standartlari
haqqinda moalumat verilmisdir. Son bir neca il arzinda
program vasitalarinin  hayat dovriiniin proseslarini va
program moahsullarimin keyfiyyatini tonzimlayan bir ¢ox
beynalxalg standartlar yaradilmigdir. Burada iimumi
gostaricilar iizra hoyat dovriiniin ayri-ayri proseslarinda
totbiq edilon standartlar, keyfiyyatin idara olunmas,
program sistemlarinin  keyfiyyatinin qiymoatlondirilmasi,
modellasdirma va s. proseslor iiciin tatbiq edila bilacak
standartlar hagqinda malumat verilmisdir.

10. Bayramova T.A.,, Abbasova N.A. Proqram

tominatiin  verifikasiya =~ ve  validasiyas1 =/
“Riyaziyyatin totbiqi masalalari va yeni informasiya
texnologiyalar1” III respublika elmi konfrans;,
Sumgqayit, 15 dekabr 2016, s. 197-198.
Isda program taminatinin verifikasiyast va validasiyast
anlayislari, magsadlari, metodlar: gostarilmisdir. Burada
verifikasiya metodlarindan olan ekspertiza, statik va
dinamik analiz, formal, sintetik va sinaq metodlari hagqinda
moalumat verilmisdir.

11. Kazimov T.H., Bayramova T.A. Elektron tibbde
program miihandisliyinin  tetbiqi mosalalori /
“Elektron tibbin multidissiplinar problemlari”



I respublika elmi-praktiki konfransi. Baki, 24 may
2016, s. 197-199.

Mogalado miiasir informasiya texnologiyalarimin tibbda
tatbigi va elektron tibbin asas inkisaf istiqgamatlari haqqinda
moalumat verilmisdir. Movcud tibbi-informasiya sistemlari,
bu sahado tatbiq edilon altsistemlor va standartlar
arasdirilmigdir.  Diinya  tacriibasina  istinadon  bela
sistemlarin yaradilma proseslari va inkisaf tendensiyalar:
tahlil edilmis, bu sahada movcud catinliklor gostarilmisdir.

12. Bayramova T.A. Program miihandisliyinds Big Data
problemloari / “Big Data: imkanlar1, multidissiplinar
problemlari vo perspektivlori” I respublika elmi-
praktiki konfransi. Bak, 25 fevral 2016, s. 205-207.
Mogqalads “Big Data” konsepsiyasimin rellasdirilmasinda
istifado edilon asas texnologiyalar va onlarin yaradilmas:
iiciin istifada edilon proqramlasdirma dillori arasdirilmisdir.
Boyiik wverilonlorin  emali iiciin  proqram vasitalarini
islayarkan meydana galon problemlar tahlil olunmusdur.

13. Kazzimov T.H. Bayramova T.A. Azarbaycanda
progqram miihandisliyinin tedrisinin problemlari //
Informasiya Camiyyati Problemlari. 2017, Nei,
s. 105-111.

Mbqalada  Azarbaycanda  program  miihandisliyinin
tadrisinin hazirki vaziyyati arasdirilmis va raqabatadavamls
program sistemlarinin iglonilmasi iiciin miiasir standartlara
cavab veran miitaxassislarin hazirlanmasiin vacibliyi geyd
olunmusdur. Program miihandisliyinin tadrisinda mévcud
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olan problemlar tahlil edilmis va onlarin aradan qaldirilmas:
iiciin tovsiyalor verilmisdir.

14. Kazimov T.H., Bayramova T.A. Proqram teminatinin

etibarliliginin ~ qgiymatlondirilmasi ~ modellori ~ //
Informasiya Texnologiyalar1 Problemlari. 2017, No 1,
s. 112-118.
Mogalada  program  tominatimn  keyfiyyatinin ~ 3sas
gostaricilorindon  biri  olan  etibarlilhg  va  onun
qiymatlondirilmasi iiciin istifads edilon modellar haqqinda
moalumat verilmisdir. Program vasitalorinin etibarlili§inin
qiymoatlondirilmasi  iiciin  tatbiq edilon movcud riyazi
modellardan bir negasi miiqayisali sakilda arasdirilmisdur.

15. Abbasov H.H. E-imza infrastrukturunun sintezi
problemlari / “Proqram miihandisliyinin aktual elmi-
praktiki problemlari” I respublika konfransi. Baki,
17 may 2017, s. 333-334.

Miiasir dovrda informasiya texnologiyalarinin  inkisafi
olkalarin igtisadi faaliyyatinda onlarin beynalxalg va daxili
miinasibatlarinda biitiin istigamatlorda real cakiya malikdir.
E-dovlat quruculugunda, elektron xidmatlorin tagkilinda
tohliikasizlik meyarlarimin vacib olmast va onun aktual
masalalarda praktiki tatbiqi e-xidmoatlorin dayamghligini va
ondan istifadoni wvacib edir. Elektron imzamn tatbiqi e-
sanad, elektron bankcilig, qorunan e-poct, portal va bulud
iizarinda e-xidmoatlarin tahliikasizliyinin tamin edilmasinda
miihiim vyer tutur. E-imza infrastrukturuna istifadacilor
tarafindan olunan miiraciatlor va onlara cavablandirilmas
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mexanizmi avtomatik rejimda icra olunur. Magala e-imza
infrastrukturunun praktik istifadasinda yaranan texnoloji
va problemlarina hasr olunmugsdur.

16. Malikova N.C. Usaglarm Internet asililigim miisyyean

edan proqram vasitalori / “Proqram miihandisliyinin
aktual elmi-praktiki problemlari” I respublika
konfransi. Baki, 17 may 2017, s. 326-328.
Mogalada internet asihligin usaq va yeniyetmalorin psixi
saglamhiina tasirindon bahs edilir. Kimberli Yanqin
testindon istifada edarak internet asihiligin  miiayyon
edilmasi  iiciin  eksperimentlor —aparilnusdir.  Internet
asitlili§in aradan qaldirilmas: va profilaktikas: iiciin bir sira
tovsiyalar verilmisdir.

17. Bayramova T.A., Ellsazov K.M. Proqram kodunun
yazilmasi zamani yaranan ssehvlarin tohlili / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari”
I respublika konfransi. Baki, 17 may 2017, s. 322-325.
Isda program kodunun yazilmas: zaman: yaranan sahvlar va
onlarin monbayi arasdirilnis, kodun dinamik va statik
analizinin  iistiinliiklori ~ gostorilmisdir. Kodun  statik
analizinin ahamiyyati, proqram taminatimin hazirlanmast
prosesinag va program kodunun  keyfiyyating  tasiri
arasdirilnsdur.

18. Sadiyev Y.I. Veb-resurslarin analitikasinin mdvcud
vaziyyeti vo problemlori / “Proqram miihandisliyinin
aktual elmi-praktiki problemlari” I respublika
konfransi. Baki, 17 may 2017, s. 319-320.
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Moaqalads veb—analitikaya iimumi olaraq nazar salimib. Veb-
resurslarin gostaricilarinin qiymatlondirilmasinin
intellektual analizi, hal-hazirda bu sahads movcud vaziyyat
va problemlor arasdirihb  tagdim  olunmusdur. Veb-
resurslarin analitikasinin aparildi§r platformalara baxilms
va problemlar geyd edilmisdir.

19. Olokberova 1Y, Henifeoyeva Z.R. Program
tominatinda lisenziyalagdirma problemloari / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari”
I respublika konfransi. Baki, 17 may 2017, s. 315-318.
Mogalada program tominatlar: lisenziyalar: ilo bagh bazi
problemlor arasdirilmisdir. Program tominatindan alda
olunan galirin 0Oziinii dogrultmas: iiciin asas sartlar
miiayyanlasdirilmisdir.

20. Sahverdiyeva R.O.  Elmi-texnoloji  innovasiya
texnoparklarinin fealiyyatinin informasiya ve proqram
tominatinin  islonilmasi mosalaleri / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari”
I respublika konfransi. Baki, 17 may 2017, s. 311-314.
Mogalads  elmi-texnoloji  innovasiya  texnoparklarinin
faaliyyatinin  informasiya  va  program  taminatinin
formalagsmas: masalalorinin  aktualli§r  asaslandirilmisdir.
Texnoparklarin miiasir informasiya tominati sisteminin
struktur komponentlori hagqinda moalumatlar verilmis va
onlarin  formalagmasinda  movcud  problemlari  tadqigq
olunmusdur.  Texnoparklarimn  program  miihandisliyi

sahasinda ixtisaslasma istigamoatlori tohlil olunmusdur.
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Onlarn informasiya va program taminatinin islanilmasinda
igtisadi-riyazi va ekonometrik modellor va metodlar,
hamginin  program paketlori kompleks sakilda tadqig

edilmisdir.
21. Abdullayev S.H., Abasova S.E., Karimova X.Z.
1nformasiya texnologiyalarimin korpus

linqvistikasinda tatbiqi / “Proqram miihandisliyinin
aktual elmi-praktiki problemlari” I respublika
konfransi. Baki, 17 may 2017, s. 308-310.

Isda informasiya texnologiyalarmin aparat, sistemli va
tatbigi  progqram  tominatimin, linquistik  verilonlarin
avtomatik emali wva linquistin  avtomatlasdirilmis s
yerlarinda  tatbiginin  zaruriliyi  g0starilmisdir. Korpus
linquistikasimin  miixtalif aspektlori va onlarin qaydalar:
haggnda  moalumat  verilmig,  milli  korpuslarin
yaradilmasimin tistiinliiklari ona cokilmisdir.

22. Kazzimov T.H., Ocaqverdiyeva S.S. Internetda
usaqlarin  tahliikasizliyini temin edan proqram
vasitolorinin tohlili / “Proqram miihandisliyinin
aktual elmi-praktiki problemlari” I respublika
konfransi. Baki, 17 may 2017, s. 305-307.

Mogalada usaglarin Internet miihitinda tahliikosizliyinin
tomin olunmasi ii¢iin  movcud program tominatlari
arasdirilir. Genis istifadagi auditoriyas: qazanmis proqram
vasitalari analiz olunur va onlarin iistiin cahatlari gostorilir.

23. Semidov A.F. 3D qgrafik redaktorlarin miiqayisali

tohlili / “Proqram miihandisliyinin aktual elmi-
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praktiki problemlari” I respublika konfransi. Baki,
17 may 2017, s. 301-304.

Oziinamaxsus tobii mahdudiyyatlori ila zangin olan real
asyalar alomindan forqli olaraq, alatlorin va materiallarin
kompiiter modellari alomi yaradici insanlarin 0ziinii biiruzo
vermoasi tigiin praktiki cohatdon geyri-mahdud imkanlar agir.
Bunun iiciin an alverisli alat fordi kompiiter va ona uygun
program taminatidir. 3D grafik redaktorlar siini asyalarin,
personajlarin  yaradilmasi, onlarin animasiyast va real
agyalarla, interyerlo ahang tagkil etmosidir. Miiasir
dovriimiizda qrafik redaktorlarin istifadasi iiciin  daha
perspektivli istigamatlor movcuddur. Bu isda iicolciilii grafik
redaktorlarimin miisbat va monfi keyfiyyatlari arasdirilmas,
qarsiligly va miiqayisali tohlili aparilmisdir.

24, Hagimova ~ KXK.  Internet-reklam  marketing

molumatlarinin  analizi {iglin proqram tominati /
“Proqram miihandisliyinin aktual elmi-praktiki
problemlari” I respublika konfransi. Baki, 17 may
2017, s. 298-300.
Internet-reklam digar reklam wvasitolorindon forqli olaraq
daha cox imkanlara malikdir. Miiasir dovriin talabina
uygun olaraq biznesin maksimal effektivliyi, reklam
bazarmda  ugurlart  marketing  sistemindon  asilidir.
Mogalada  Internet-reklam sahasindo movcud vaziyyat
arasdirilir, bu sahada istifadaci sor§ularmmin analizi iiciin
bazi parametrlar tohlil olunur, onlarm xiisusiyyatlori va
mahiyyati gostarilir.
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25. Olokbarova 1.Y. STaaS xidmatleri ve viki-layihalor:

oxsar va forqli cohatlori / “Proqram miihandisliyinin
aktual elmi-praktiki problemlari” I respublika
konfransi. Bakiy, 17 may 2017, s. 294-297.
Mogalada bulud xidmotlorinin xiisusiyyatlari analiz edilmis,
bulud saxlamalar ila viki konsepsiyasinin isloma prinsiplari
miiqayisa olunmusdur. Bulud xidmatlari ila viki layihalarin
oxsar va farqli xiisusiyyatlori miiayyonlasdirilmisdir.

26. Fataliyev T.X., Mehdiyev $.A. Sobeks miihitinds
elektron texniki xidmatin tegkili masalaleri / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari”
I respublika konfransi. Baki, 17 may 2017, s. 291-293.
Moqalada e-elmin fasilasiz va etibarli faaliyyatina dastok olan
e-texniki  xidmat sisteminin yaradilmast masalaloring
baxilmisdir. Bu sahada beynalxalq tacriiba arasdirilmis va
miivafiq tokliflor verilmisdir.

27. Yusifov F.F. Elektron idareetmads agiq monbali
program tominatinin istifadesi imkanlar1 / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari”
I respublika konfransi. Baki, 17 may 2017, s. 287-290.
Hazirda genis imkanlara malik e-idarsetma layihalari
vatondaglara daha samarali hallar, xidmoatlor toklif etmoakla
cox sayda tatbiglori movcuddur. Bununla yanasi, proqram
vasitalarinin siiratli inkisaft va qiymotinin yiiksak olmast
faydali,  somoarali  e-idaraetmo  tatbiglorinin  tagdim
olunmasinda asas manea hesab olunur. Moqgalads e-
idaraetmada acig monbali program taminatimin  tatbiqi
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imkanlart  aragdirilir.  Agqig  monbali  platformanin
istifadasinin iistiinliiklari va catismazliglar: gostarilir.

28. dliyev E.R., Imamverdiyev Y.N. Program teminati vo

fordi melumatlarin  tohliikesizliyi mosalalori /
“Proqram miihandisliyinin aktual elmi-praktiki
problemlari” I respublika konfransi. Baki, 17 may
2017, s. 284-286.
Bu maqalada “program tominati” va fordi molumatlarin
tohliikasizliyi sahalarina aid masalalar qoyulur. Bunun iiciin:
hamin anlayiglar va onlarin  predmetini  formalasdiran
komponentlor  identifikasiya  edilir, ~ bu  predmet
komponentlari arasinda sabab-natica va digar qarsiligh tasir
alagalari dagiqlasdirilir; bu sahalara aid normativ hiiquqi va
texniki aktlar asasinda informasiya tahliikasizliyi talablari va
salahiyyatlor bolgiisii alati arasdirilir.

29. Qasimova R.T. Roagemsal irsin saxlanmasinda
texnoloji problemlar / “Proqram miihandisliyinin
aktual elmi-praktiki problemlari” I respublika
konfransi. Baki, 17 may 2017, s. 275-280.

Ragomsal irs insan biliklori va ifada formalarimin unikal
resurslarindan ibaratdir. Rogomsal materiallar fasilasiz
artan,  miixtolif ~ formatlarda  tagdim  edilon  motn
sanadlorindon, verilanlor bazasindan, horakotsiz va horakotli
tasvirlordon, sasli va qrafik materiallardan, program
tominat: va veb-sahifalardon ibaratdir. Magalada ragomsal
irsin mahiyyati, onun yaradilmasi, saxlamilmasi, hamginin
onlara alcatanlig kimi masalalorin movcud problemlari
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arasdirilir. Eyni zamanda raqamsal irsin saxlamilmasinda
bazi texniki va texnoloji problemlar tahlil olunur va bir sira
tovsiyalar verilir.

30. Hacirohimova M.S., ©liyeva A.S. Big Data-nin
proqram teminatinin testetma problemlari / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari”
I respublika konfransi. Baki, 17 may 2017, s. 263-265.
Mogalada  boyiik hacmli  verilonlorin  emalinda  istifada
olunan program tominatimn test edilmasi ilo baglh
problemlar tadqiq olunur. Homg¢inin bu problemin halli ila
bagli toklif olunmus modellar nazara ¢atdirilir.

31. Bagirov E.O. Program tominati bosluqlarinin analizi

tisullar1 / “Proqram miihandisliyinin aktual elmi-
praktiki problemlari” I respublika konfransi. Baki,
17 may 2017, s. 259-262.
Mogalada program tominatinda olan bosluglar, onlarin
basverma  sabablori  va  tozahiirlori  arasdirilmisdir.
Bosluglarin analiz edilmasi iiciin istifada edilon metodlar,
testetma texnologiyalart va proqram alatlori analiz edilmis
va iimumilasdirilmis, taklif va tovsiyalar irali siiriilmiisdiir.

32. Hacirohimova M.S., Ismayilova M.I. Program
tominatinin versiyalarmin vizuallasdirilmas:
problemlari haqqmnda / “Proqram miihandisliyinin
aktual elmi-praktiki problemlari” 1 respublika
konfransi. Baki, 17 may 2017, s. 254-258.

Mbqala program taminatinmin vizuallasdirilmas: masalasinag
hasr  olunmusdur. Isda program tominati, program
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tominatimn  vizuallasdirilmas: va  tokamiilii  problemlari
arasdirilmis va bazi vizuallasdirma alatlorina baxilmisdir.

33. Olokborov  R.Q., Qurbanzado C.T. Bulud
texnologiyalarinda “Microsoft Azure”
platformasindan istifade masalaleri / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari” I
respublika konfransi. Baki, 17 may 2017, s. 250-253.
Moagalada ”"Microsoft” sirkatinin mahsulu olan va hesablama
buludlarinin xidmatindan istifada edilon "Microsoft Azure”
platformast  haqqinda  genis  moalumat  verilmisdir.
Platformanmin modullarimin is prinsiplori tohlil edilmisdir.
Eyni zamanda bu xidmotlorin miiqayisasi verilmis va
iistiinliiklori g0starilmisdir.

34. Olakbarov R.Q., Mustafayev T.I. Paralel progqramlas-

dirma texnologiyalarinin tatbigi masalalori / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari” I
respublika konfransi. Baki, 2017, s.245-249.
Mogqalada elmin miixtalif sahalarinda meydana ¢ixan boyiik
hesablama va yaddas resurslar1 talob edon miirakkab
masalalarin hallinda paralel programlagdirma
texnologiyasindan istifada moasalalori analiz olunmusdur.
Paralel programlasdirma zamani istifada olunan algoritmlar
va platformalar hagqinda genis malumat verilmisdir.

35. Hasimov M.A., Olakbarov O.R. Bulud
texnologiyalarinda mobil qurgularin istifade etdiyi
proqram  vasitolorinin  tahlili </  “Proqram
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miihandisliyinin aktual elmi-praktiki problemlari”
I respublika konfransi. Baki, 17 may 2017, s. 241-244.
Mogalado mobil qur§ular va bu qur§ularim omoaliyyat
sistemlari analiz edilmisdir. Mobil qurgularin istifads
etdiklori  tatbiqi  proqramlar  tohlil  edilmis, onlarin
iistiinliiklori va catismayan cahatlari gostorilmisdir.

36. Mahmudova $.C. Proqramlasdirma  dillarinin
miiqayisali tohlili ve inkisaf tendensiyalar1 / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari”
I respublika konfransi. Baki, 17 may 2017, s. 236-240.
Bu isda program miihandisliyi va onun ohata etdiyi bilik
sahalari hagqinda malumat verilmisdir.
Programlasdirmanin inkisaf marhalalori va bu sahada olan
problemlor  arasdinlmigdir.  Proqramlasdirma  dillari
haganda malumat verilmis, onlarin miiqayisali tahlili
aparilmis, tistiin (7Z] catismayan cohatlari
aydmlasdirilmisdir.  Programlasdirma  dillorinin  reytingi
haqqinda statistik malumatlar verilmisdir.

37. Olekbarov R.Q., Zeynalova D.R., Pasayev LF
Elektron senad doOvriyyasi sisteminin yaradilmas:
moasoalalori / “Proqram miihandisliyinin aktual elmi-
praktiki problemlari” I respublika konfransi. Baki,
17 may 2017, s. 232-235.

Moqalada elektron sanad dovriyyasi sisteminin yaradilmas:
va tasnifatt analiz olunmusdur. Elektron Sanad Dovriyyasi
(ESD) sistemi, kargiizarligin taskilinda asas masalalardon
biri olan sanad dovriyyasi, sonadlarin  daxil olmas,

18



yaradilmas: prosesindon baglayaraq sonadin icra olunmasi
va ya gondarilmasi prosesina qadar kecdiyi marhalalar tahlil
olunmusdur. ESD sisteminin iistiinliiklari gostarilmis,
onun strukturu, tahliikasizlik masalalari tahlil edilmisdir.

38. Qurbanova ©.M. Milli terminoloji informasiya
sisteminin  yaradilmasi1 haqqinda / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari”
I respublika konfransi. Baki, 17 may 2017, s. 215-219.
Mogalada milli terminologiyanin inkisaf perspektivlarindon
biri kimi Milli terminoloji informasiya sisteminin
yaradilmast  masalasing  baxilmisdr.  Azarbaycanda
terminologiya sahasinda movcud vaziyyat va problemlor
arasdirilmas, sistemin yaradilmasi zaruriyyati
asaslandinlmisdir. Bu istiqamatda beynalxalq tacriiba va
standartlar tahlil edilmis, sistemin yaradilan veb-portalin
asas funksiyalar: verilmisdir. MTIS-nin
reallasdirilmasindan gozlonilon naticalor 6na ¢akilmisdir.

39. Osgorov F.S. E-kitabxanalarda totbiq olunan
progqram vasitelerinin  analizi:  Ustlinliikleri  va
catismazliglar1 / “Proqram miihandisliyinin aktual
elmi-praktiki problemlari” I respublika konfransi.
Baki, 17 may 2017, s. 213-214.

Mbqalada elektron kitabxanalarda tatbig olunmus Kitabxana
Idaraetma  Sistemlarinin  tahlili  verilmisdir. ~Miixtalif
olkalarin istehsali olan Alephino, Destiny, Millenium,
IRBIS-64, Virtua, Alexandria, Resource Mate vo s.
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Kitabxana  Idaraetma  Sistemlorinin iistiinliiklori  va
catismazliglar: gostarilmisdir.

40. Agazado O.N. Virtual Oyrotma sistemlarinde
progqram tominatimin  xiisusiyyatlori / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari”
I respublika konfransi. Baki, 17 may 2017, s. 210-212.
Mogqalada virtual Oyratma sistemlari xronoloji ardicilligla
arasdirilmis, onlarm  har  birinin  asas  xiisusiyyatlori
gostorilmisdir. Hazirda istifada edilon 3-cii nasil virtual
oyratma sistemlorinda istifads edilon proqram tominati
sistemlori analiz edilmis, istifada edilon sabako wvasitalori,
Veb xidmoatlardon istifado standartlar: tadgiq edilmisdir.
Virtual oyratma sistemlarinin inkisaf perspektivlorinin asas
istigamatlari gostarilmisdir.

41. Agayev F.T., Mammoadova G.A. Olesgerova E.R.
Bulud texnologiyalar1 asasinda elektron tohsilin
program tominatimin arasdirilmast / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari”
I respublika konfransi. Baki, 17 may 2017, s.203-206.
Moagqalada bulud texnologiyalarimin elektron tahsilda tatbiqi
arasdirilib.  Xarici 6lkalorda  elektron tahsilin - program
tominatimin - buludda  yerlasdirilmasi ila bagli misallar
gostarilib.

42. Bayramova T.A., Abbasova N. Proqram tominatinin
verifikasiya vo sinaq metodlarmin miiqayiseli tahlili /
“Proqram miihandisliyinin aktual elmi-praktiki
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problemlari” I respublika konfransi. Baki, 17 may
2017, s. 198-202.

Isda  program taminatinin  verifikasiya metodlarinin
klassifikasiyast va qisa xiilasasi verilmis, verifikasiyanin
maqsadlori va metodlart arasdirilmigdir. Verifikasiyanin
dinamik metodlarindan olan siaq metodlarimin miiqayisali

tohlili aparilmigdar.
43. Qurbanova K.S., Ismayilov R.M. Tadrisin idara
edilmasinda testlarin rolu / “Proqram

miihandisliyinin aktual elmi-praktiki problemlari”
I respublika konfransi. Baki, 17 may 2017, s. 184-186.
Isda program tominatiun tohsil sisteminda istifadasinin
zaruriliyi sarh edilmis, bununla alagadar moalumatlar 0z
oksini  tapmisdir. Movcud — avtomatlasdirilns  tahsil
sisteminda malumatlar bazasimin yaradilmasinda va biliyin
obyektiv qiymoatlondirilmasinda Elektron test sistemini
hayata keciran program taminatiin shomiyyati va iistiin
cahatlari sarh edilmisdir.

44. Meammoadova R.H., Sahverdiyeva R.O., Okberova
L.©. Milli dil korpusunda liigatler blokunun program
tominatinin  islonilmasi masalaleri / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari”
I respublika konfransi. Baki, 17 may 2017, s.181-183.
Mogalads  Azatbaycan milli  dil  korpusunun liigatlor
blokunun hazirlanmasimin aktualligr gostorilmisdir. Milli
dil korpusunun mazmunu agiqlanmgdir. Miiasir kompiiter
dilgiliyi  sistemlori  tahlil  olunmusdur.  Kompiiter
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liigatciliyinin va onun proqram tominatimn iglonilmasi
masalalari arasdirilmisdir.

45. Mahmudova $.C. Proqramlasdirmanin  aktual

problemlari haqqinda / “Proqram miihandisliyinin
aktual elmi-praktiki problemlari” I respublika
konfransi. Baki, 17 may 2017, s. 176-180.
Isda programegilarm  programlasdirma  sahasindaki  bazi
problemlori arasdirilmisdir. Programlasdirma  sahasinda
calisan  programgilarin  statistik  verilonlarinin ~ bazi
gostoricilari  tohlil  edilmisdir.  Program  miihandisliyi
sahasinda isloyan proqramgilarin  forqli  xiisusiyyatlori
arasdirilmigdir.  Programgilarin  istifado  etdiyi  miiasir
texnologiyalar (big data, cloud computing va s.) va onlar
iiciin istifada olunan programlasdirma dillori  barada
malumat verilmisdir.

46. Imamverdiyev  Y.N.,, Kerimov E.Z. Zororli
proqramlarin  agkarlanmas: {iglin masin  tolimi
metodlarmin tetbigi / “Proqram miihandisliyinin
aktual elmi-praktiki problemlari” I respublika
konfransi. Baki, 17 may 2017, s. 166-169.

Molum zararli progamlar: (malware) miiayyon etmak iiciin
signatura va evristika asasl askarlama metodlarindan genis
istifado  olunur. Lakin qarsiya ilk dafo ¢ixan zorarli
programlart bu metodlarla askarlamaq miimkiin deyil. Bu
problemi magin talimi metodlarindan istifada etmakla hall
etmoak olar. Baxilan isdo PE (portable executable) formatli
icra edila bilon zararli va zararsiz fayllardan istifada edilir.
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Bu fayllardan PE basligi, DLL (Dinamic Link Library —
Dinamik alaga kitabxanasi) adlar: va DLL daxilindaki
miiraciat olunan funksiyalarim adlar1 gétiiriilorok baza
yaradilir. Bu bazadan istifada edarok magin talimi metodlar:
ila ilk dafa rast galinan zorarli proqramlarin agkarlanmasina
baxilir.

47. Hacirohimova M.S., ©Oliyeva A.S. Big Data-nin
proqram miihandisliyinin bazi problemlari / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari”
I respublika konfransi. Baki, 17 may 2017, s. 159-162.
Verilanlarin hacminin siiratlo artmast va emali program
tominat: sahasindaki problemlarin darinlagmasina va yeni
problemlarin meydana ¢ixmasina sabab olmugsdur. Moaqgalada
bu problemlor va onlarm bazi halli yollar1 nazardon

kecirilmisdir.
48. Fotoliyev T.X., Verdiyeva N.N. Qabaqcil elektron elm
layihalarinin program tominatinin spesifik

xiisusiyyotlori / “Proqram miihandisliyinin aktual
elmi-praktiki problemlari” I respublika konfransi.
Baki, 17 may 2017, s. 150-153.

Yiiksok mohsuldarligli hesablamalar va miivafiq e-elm
infrastrukturu miiasir elmi-tadgiqat foaliyyatinin zoruri
tarkib hissaloridir. Onlarin asasini aparat va program
tominatlarimin yaradilmas: tagkil edir. Moqalada e-elmin
formalasmasinda proqram vasitalorinin rolu, qabaqcil e-elm
layihalari va onlarim program tominatimn xiisusiyyatlari
arasdirilmisdir. Gostarilmisdir ki, agiq kodlu tatbigi program

23



vasitalarindan istifada etmoklo milli e-elmin daha samarali
inkisafina nail olmagq olar.

49. Olakbarov R.Q., Dursunov S.M. Grid texnologiya-

larinda istifads olunan proqram vasitalarinin tahlili /
“Proqram miihandisliyinin aktual elmi-praktiki
problemlari” I respublika konfransi. Baki, 17 may
2017, s. 143-147.
Mogqalada boyiik hesablama resurslary talob edon miirakkab
masalalorin hallinda istifada olunan paylanmig hesablama
sistemlori  tohlil  olunmusdur. Paylanmis  hesablama
sistemlorinda  istifado  olunan  program  platformalar
hagqinda genis moalumat verilmisdir. BOINC proqram
platformasinin tarkib hissalari analiz olunmusdur.

50. Fataliyev T.X., Verdiyeva N.N. Vatondas elminds

istifade olunan agiq kodlu proqram vasitalarinin tahlili
/ “Proqram miihandisliyinin aktual elmi-praktiki
problemlari” I respublika konfransi. Baki, 17 may
2017, s. 139-142.
Mogqala vatondas elminin  formalasmas: va inkisafinda
informasiya texnologiyalarimin va aciq kodlu program
mohsullarimin  totbiqi  va  tohlili  masalalorina  hasr
olunmusdur. Vatondas elminin  inkisafimin  spesifik
xtisusiyyatlori  va miiasir texnologiyalarin ona tasir
mexanizmlari  tohlil olunmusdur. Miivafiq layihalarin
hayata kecirilmasinda agiq program vasitalorindon istifada
imkanlar: gostarilmisdir.
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51. Qasimov H.O. Elektron imtahanlar {iciin test
suallarinda  cavab  variantlarinin  yerdeayismasi
alqgoritminin islonmasi / “Proqram miihandisliyinin
aktual elmi-praktiki problemlari” I respublika
konfransi. Baki, 17 may 2017, s. 128-130.

Mogqalada elektron imtahanlarda istirak edacak talobalarin
tadris materiallarina daha da darindan yiyalonmasini tomin
etmok, elaco da imtahan zamani neqativ hallarin bas
vermasinin qarsisini almaq maqsadila miiallimlar tarafindon
avvaldon  hazirlanmig  testlords imtahan prosesi zamani
vaxtasirr olaraq xaotik sakilda suallarin cavab variantlari ila
diizgiin  cavablarimin  parallel ~ olaraq  yerdayismasi
algoritminin tatbigq olunmasy taklif olunur. Bela alqoritmin
tatbiq olunmast ila kegirilon imtahanlarda 100 nafar talaba
iizarinda aparilan eksperimentdan alinan naticalar gostarilir.

52. Mahmudov R.S. Kompiiter pirat¢ilig1 ilo hiiquqi

miibarize problemlori / “Proqram miihandisliyinin
aktual elmi-praktiki problemlari” I respublika
konfransi. Baki, 17 may 2017, s. 124-127.
Mogqalads  kompiiter  piratcih$r ila  hiiquqi  miibariza
problemlari arasdirilir. O ciimladon kompiiter piratciliginin
mahiyyati va formalari, onunla miibariza iisullar1 sarh
olunur. Kompiiter proqramlarimin  hiiquqi  gorunmasi
formalarimin tistiinliiklori va catismazliglar: analiz edilir.

53. Abdullayeva F.C. Program mohsullarinda xatalarin
askarlanmasi metodu / “Proqram miihandisliyinin
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aktual elmi-praktiki problemlari” I respublika
konfransi. Baki, 17 may 2017, s. 119-123.

Program taminatimin keyfiyyatinin qiymoatlondirilmasinda
miihiim amillardan biri program modullarinda xatalarin
askarlanmasidir. Taqdim olunan isda xatalarin askarlanmast
iiciin klassifikatorlar ansamblina asaslanan model toklif
olunur. Xotalarin askarlanmas: kriteriyalara qoyulmus
sarhad qiymotlari asasinda tomin edilir. Burada xatalar:
askarlamaq iiciin  PROMISE  program  miihondisliyi
reyestrindon alda edilmis KC2 verilonlar bazasindan istifada
edilmisdir. Eksperimentlor Matlab va Weka programlar:
vasitasi ila aparilmigdir. Metodun eksperimental tadqiqi
naticasinda 0.88% askarlama daqiqliyi alda edilmisdir.

54. Sadiqova F.C. Miiasir veb texnologiyalarm imkanlari

vo problemlari hagqinda / “Proqram miihandisliyinin
aktual elmi-praktiki problemlari” I respublika
konfransi. Bakiy, 17may 2017, s. 113-115.
Mogalado miiasir veb texnologiyalart arasdirilib, onlar
arasindaki  forq va catismazliglar qeyd edilib. Veb
texnologiyalar1 sahasinda olan problemlar analiz olunaraq
miiayyanlasdirilib.

55. Sadiqova A.O. Big Data texnologiyalarinda istifads
olunan program tominati / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari”
I respublika konfransi. Baki, 17 may 2017, s. 110-112.
Mbqala boyiik verilonlarin emali problemlarina hasr olunur
va boyiik wverilonlorda istifada olunan bazi proqram
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platformalary tahlil olunur. Eyni zamanda boyiik hacmli
verilanlarin analitikasinin mévcud problemlari arasdirilir.

56. dliyev ©.Q., Musayeva E.H. Sahverdiyeva R.O.

Program sanayesinin formalasmas:1 ve inkisafinin
igtisadi moasalalori / “Proqram miihandisliyinin
aktual elmi-praktiki problemlari” I respublika
konfransi. Baki, 17 may 2017, s. 106-109.
Isda program miihandisliyi va sonayesi sahasinda iqtisadi
problemlorin tohlilinin zaruriliyi gostarilmisdir. Program
moahsullar: istehsalimin igtisadi asaslandirilmast zarurati
sarh olunmusdur. Program miihandisliyi iqtisadiyyatinin
vazifolari tohlil edilmisdir. Program moahsullari istehsalinin
miihondisliyinin iqtisadi goOstoricilori va onlara tasir edon
amillar arasdirilnuisdir.

57. Agayev B.S., Mehdiyev S.A., Oliyev T.S. Elektron

tullantilar1 ~ idareetma  sistemlorinin ~ proqram
tominatinin funksionalliq meyarina gore tesnifat:
haqqinda / “Proqram miihandisliyinin aktual elmi-
praktiki problemlari” I respublika konfransi. Baki,
17 may 2017, s. 99-101.
Mogqalads elektron tullantilarin idarsetma sistemlarinda
istifada edilon progqram moahsullar: analiz edilir. Program
paketlarinin tarkibi va funksionalliq gostoricisi iizra forma-
lasdirilmast va tasnifatlasdirilmas: masalalari arasdirily.

58. Abdullayeva F.C. Bulud infrastrukturunda ytikiin
prognozlasdirilmasi tisulu / “Proqram miihandisliyi-
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nin aktual elm-praktiki problemlari” I respublika
konfransi. Baki, 17 may 2017, s. 95-98.

Mogalada bulud infrastrukturunda hostlarda yiiklonmoni
utilizasiya parametrlorina gora proqnozlasdiran iisul toklif
edilmisdir, — miixtalif  klassifikasiya  alqoritmlarinin
miiqayisali tahlili aparilmisdir. Hostun izafi yiiklonmis va
az yiiklonmis oldugu vaziyyatlari yiiksok dagiqliklo prognoz
eda bilon klassifikator asas askarlama wvasitasi kimi tayin
edilmisdir. Yanagmamn test edilmasi Google cluster trace
"verilanlor bazasindan gotiiriilmiis task_events” log yazilar:
iizarinda aparilmisdir. Eksperimental yoxlanma naticasinda
NaiveBayes algoritmi hostun yiiklonmis va ya az yiiklonmis
oldugunu daha daqiq prognoz etmisdir va askarlama
dagiqliyi 0.95 faiz tagkil etmisdir.

59. Oliyev ©.Q., Dkberova L.©. Proqgram moahsullarmin

keyfiyyatinin giymatlondirilmasinin iqtisadi
gostaricilari / “Proqram mithandisliyinin aktual elmi-
praktiki problemlari” I respublika konfransi. Baki,
17 may 2017, s. 92-94.
Mogalads  program  mohsullarimin  iglonilmasi,  tagdim
olunmasi, tatbiqi va faaliyyati proseslarinin keyfiyyatliliyi-
nin mahiyyati va moazmunu tagdim olunur. Miirokkab
program komplekslarinin keyfiyyatinin iqtisadi xarakteris-
tikalarina talablorin formalasdirilmas: masalalari izah edilir.
Miirakkablik gostoricilorina statik va dinamik movgedon
baxilir. Program moahsullarimin iqtisadiyyatina tasir edon
keyfiyyatinin iqtisadi xarakteristikalar: sarh olunur.
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60. Imamverdiyev Y.N, Muradova GM. Qlobal
kibertohliikasizlik senayesinin analizi / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari”
I respublika konfransi. Baki, 17 may 2017, s. 89-91.
Mogalada global kibertahliikasizlik sonayesinin formalagmast
va inkisaft problemlori arasdirilir. Kibertahliikasizliyin
miiasir manzarasing qisa nazar salinir, kibertahliikasizlik
sanayesinin seqmentlori miixtalif meyarlara gora tasnif
olunur, yaxin illar iiciin bu seqmentlorin inkisaf prognozlar
va asas trendlari miiayyan edilir, sonayenin asas oyuncular:
arasinda bazarin paylasilmast analiz edilir.
Kibertahliikasizlik — sonayesinin  asas  trendlori  kimi
mohsullarda  siini intellekt ingilabimin  bas vermasi,
miirakkab, smart silahlarin yaradilmasinda sistemli, layiha
yanasmalarimin istifada edilmasi gostarilir.

61. Ismayillova N.T., Ismayillova N.O. Proqram
mithandisliyi istiqamati tizro “Web of Science” bazasi
asasinda  bibliometrik analiz /  “Proqram
miihandisliyinin aktual elmi-praktiki problemlari”
I respublika konfransi. Baki, 17 may 2017, s. 75-78.
Mogalado Web of Science elmi bazast iizra program
miihondisliyi istigamatinin 1975-2016-c1 illari ohata edon
dovr iiciin  bibliometrik analizi aparilms, istigamatin
inkisafi, miixtalif iinsiirlora gora paylanmasi, 6lkalarin
aktivlik gostaricilari va s. tadgiq olunmusdur.

62. Dasdamirova K.Q. Veb-saytlarin ~ proqram
tominatimin optimallagdirilmasi masslaleri / “Proqram
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miihandisliyinin aktual elmi-praktiki problemlari
I respublika konfransi. Baki, 17 may 2017, s. 72-74.
Moaqalada veb-saytlarin optimallasdirilmast masalalori analiz
olunmug va bir sira aspektlor gostorilmisdir. Veb-saytlarin
program  tominatimn  optimallagdirilmas:  istigamatlori
verilmisdir. Veb-analitika wvasitasilo optimallasdirmanin
iistiinliiklori gostarilmisdir. Veb-saytin optimallasdirilmast
sahasinda aparilan tadqiqatlarin bir sira istigamatlori tadqiq
olunmusdur.

63. Olokbarova LY. Semantik Media Wiki programimin

imkanlar1 haqqinda / Proqram miihandisliyinin
aktual elmi-praktiki problemlari I respublika
konfransi. Baki, 17 may 2017, s. 54-56.
Mogqalads Media Wiki program taminatimin imkanlar: va
catismazhiglart  gostorilmisdir.  Semantic ~ MediaWiki
programimin  xiisusiyyatlori  analiz  edilmis,  istifada
perspektivlari miiayyanlasdirilmisdir.

64. Imamverdiyev Y.N. Informasiya tohliikesizliyi ticiin
aciq kodlu alatlor / “Proqram miihandisliyinin aktual
elmi—praktiki problemlari” I respublika konfransi.
Baki, 17 may 2017, s. 46-49.

Hazirda acgiqg  kodlu program  tominati  informasiya
texnologiyalarina boyiik tasir gostarir, bir sira yeni sahalarin
meydana  ¢ixmasma  imkan  verir.  Informasiya
tohliikasizliyinin  bir ¢ox istigamati iizra kommersiya
analoglar: ila ragabat apara bilon yiiksak keyfiyyatli acig
kodlu program sistemlori movcuddur. Bu maqaloda azad
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program tominatimin asas konsepsiyalarina nazor salinr,
informasiya tohliikasizliyi iizra aciq kodlu alatlor analiz
edilir va onlarin tatbigi iizra bir sira tévsiyalar islonir.

65. 9Oliquliyev R.M., Aliquliyev R M., Abdullayeva F.C.
Bulud infrastrukturunun keyfiyyst gostaricilorinde
anomaliyalarin real zamanda agkarlanmasi metodu /
“Proqram miihandisliyinin aktual elmi-—praktiki
problemlari” I respublika konfransi. Baki, 17 may
2017, s. 30-36.

Bulud istifadacilora sorgu asasinda miqyaslanan resurslar
togdim edon texnologiyadir. Bulud infrastrukturuna
istonilon qurgu vasitasi ila daxil olmagm miimkiinliiyii va
aclg sobakalardon istifada etmasi bu miihiti miixtalif tipli
kiberhiicumlarin  tasirina maruz qoymusdur. Burada
informasiya tohliikasizliyi hiicumlarimin reallasmast bulud
infrastrukturunun serverlorinin yaddas, CPU resurslarinda
anomal davramgin yaranmasina sabab olur. Bu sistemlarin
generasiya etdiyi boyiik hacmda verilonlarin tasnif edilmasi
prosesi boyiik xarc va vaxt talab etdiyi iiciin burada bu
masalanin hallinda anomaliyalarin yarim-oyradilon (semi-
supervised) metodlarin kémayila askarlanmas: qonaatbaxs
hesab olunur. Maqalada bulud infrastrukturunun keyfiyyat
gostaricilorinda anomaliyalarin askarlanmast iiciin yarim-
oyradilon metod taklif edilir. Burada anomal davranis:
askarlamaq iiciin keyfiyyat gostoricilori iizra Google va
Yahoo! sirkatlorinin agiq verilonlori, Python 2.7, Matlab,
Weka va Google Cloud SDK Shell programlari istifada
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edilmisdir. Modelin eksperimental tadgiqi naticasinda 0.99%
askarlama daqiqliyi alda edilmisdir.

66. Alquliyev R.M., Nifteliyeva G.Y. Optimallagsdirma

moasalalorinin holli iiglin metaevristik alqoritmlor /
“Proqram miihandisliyinin aktual elmi-praktiki
problemlari” I respublika konfransi. Baki, 17 may
2017, s. 19-26.
Tabiat cox miirakkab problemlari 6ziinamaoxsus sakilda hall
etmak qabiliyyatino malikdir. Strafimizdak: problemlar real
zaman daxilinda getdikca daha miirakkab hala galmakdadir.
Taobiat biza bu problemlori hall etmoak iiciin montigli va
effektiv tisullar taklif edir. Miirakkab masalalorin hallinda
tabiat optimizator rolunda ¢ixis edir. Bunlari nazara alaraq,
bu moqalado tabiotda gedon proseslori imitasiya edon
alqoritmlor ~ miizakira ~ olunmugsdur. Burada  tabiats
asaslanaraq yaradilmis  algoritmlar  qruplasdirilms  va
onlardan bir necasi nazardon kecirilmisdir.

67. Mammoadova M.H., Cabrayilova Z.Q. Program
mithandisliyinda siini intellekt problemloari / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari” I
respublika konfransi. Baki, 17 may 2017, s. 15-18.

Siini intellekt texnologiyalart va metodlarina asaslanan
sistemlor insan intellektinin  miixtalif funksiyalarin
reallasdirmaga imkan verir, genis sferada miirakkab praktiki
masalalorin  hallinda tatbiq dairasini giinbagiin artirir.
Mbqalada  siini  intellekt  sistemlarinin  yaradilmas:
problemlari, bilik miihandisliyinin, intellektual
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miihondisliyin  ohata etdiyi masalalor  gostarilir.  Siini
intellekt metod va alqoritmlorinin proqram tominatinda
tatbigi vaziyyati va inkisaf tendensiyalar: sarh edilir.

68. Kazimov T.H., Bayramova T.A. Program miihandis-

liyinin elmi-nazeri osaslar1 haqqinda / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari” I
respublika konfransi. Baki, 17 may 2017, s. 10-14.
Bu isda program miihandisliyinin elmi, miihandis va tacriibi
istigamatda  sistemli  tohlili  verilmisdir. ~ Program
miihondisliyinin hayat doorii proseslarinin islonilmoasi ticiin
SWEBOK biliklar bazasinin, standartlarin, infrastrukturun
va menecmentin rolu asaslandirilmisdir. Hazir proqram
komponentlarindan istifado edarak progqram moahsullarinin
islonilmasinin ~ miihondis ~ va  tacriibi  aspektlori
arasdirilmgdir.

69. Mahmudova  S.C. Hesablama  buludlarinda
istifadagilorin biometrik autentifikasiyas1 tisullarinin
analizi / “Informasiya tohliikesizliyinin aktual
problemlari” III respublika elmi-praktiki seminari.
Baki, 08 dekabr 2017, s. 46-50.

Miiasir dévrda hesablama buludlarindan miixtalif sahalorda
genis  istifada  olunur.  Hesablama  buludlarinda
istifadacilorin  tohliikasizliyinin ~ tomin  edilmasi  asas
problemlardan biridir. Bu isda hesablama buludlarinda
tohliikasizliyin tomin edilmasinda biometrik autentifikasiya
iisullarmdan biri olan insamn sifat tasvirlorina asason
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taminmast  tisullart izah edilmisdir. Bu sahada olan
problemlaor arasdirilnisdar.

70. Aaryanes P.M., VMimamsepaues f1.H., Cyxocrar /.B.

Obecrieuenne  MHQPOpPMAIMOHHON  ©e30IacHOCTU
knbeppusmdeckux cucreM / “Proqram miihandisli-
yinin aktual elmi-praktiki problemlari” I respublika
konfransi. Baki, 2017, s. 40-45.
B cmamve npedcmasrer 0030p peuwienuil odecneweHus
0esonacrocmu xubepPpusuueckux cucmem. Onucoieaemcs
npunyun  pabomovt  KuOepPuIUUecKol  CUCHEMDL.
Paccmampusatomcs  ocrosvie  munvl  amaxk  HA
Kubeppusuveckue cucmemvl. I[Ipusodames nanpasreHus
0YOY U UX UCCACI0BAHUT.

71. Hlpixaanes PI. O Merogax Bepupukanum u

MOHUTOPHMHIA IIPOTrPaMMHBIX IPOAYyKTOB / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari”
I respublika konfransi. Baki, 17 may 2017, s. 50-53.
B pabome npedcmasien anHarus memodos 6epuPuKaluu u
MOHUMOPUHZA NPOZPAMMHBIX  npodykmos. Paccmampu-
6a10MC MEMPUKU NPOZPAMMHBIX NpodyKmos U 0CHOGHDbIE
Memodvl  6epuPuUKAUUYU  NPOIPAMMHLIX  NPOOYKMO6, 6
yacmuocmu  Memodvl  CMAmMu4eckoi, PopmarvHou U
JuUHAMUYECKOU 6epuPpuKayuu.

72. Habubekosa I'"Y. Pazpaborka Heuerkoro OLAP-ky0a
B XpaHMAMIIE  AAHHBIX  CUCTEMBI  IOAAEP>KKU
npuHATUsA pemtennit / “Proqram miithandisliyinin
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aktual elmi-praktiki problemlari” 1 respublika
konfransi. Baki, 17 may 2017, s.85-88.

B cmamve noxasana unmezpayus mexrorozuu OLAP
(Online Analytical Processing) u Heuemxoi Aozuxu npu
paspadomxe teuemiozo OLAP-xyba 6 noiuxyOuueckoi
OLAP-modeau 6 cucmeme  noddepxku — MPpUuHAmMusl
peuteriuil. C amoii UeAbto Passuduiuposarsvl usmeperus
OLAP-xy0a. Ilokasaro $popmuposatie Hewemiozo cpea 6
pesyavmame  Hewemxozo 3anpoca. Taxxe npedcmasrero
npaxmuueckoe npumererue 0aHHoz0 1nodxoda 6 cucmeme
1000epKKYU NPUHAMUSL peuleHutl npu peuweHuu 3adawu
YnpasaeHus KaoposvlMu pecypcamu.

73. Araes ®.T., Mamegosa I.A. 3Beitnaaosa A.A.,
Meanxkosa P.T. MeTtogoaornmyeckue ocHOBBI pa3paboT-
K1  oOpasoBaTeabHBIX IIporpamMm /  “Proqram
miihandisliyinin aktual elmi-praktiki problemlari”
I respublika konfransi. Baki, 17 may 2017, s. 170-172.
B cmamve noxasano, umo 6 cés3u c 00HOGAeHUEM U
USMeHeHUeM MeXHOAOZULL Annapamtozo u npozpammHozo
obecneuerus. UHPOPMAYUOHHBLX MEXHOAOZULL HE00X0OUMO
MeHAmb 1nodxodvl K 10020moéke Kaodpos, paspadamvleéa-
H0UUX npozpammmvie cucmemol. B cmamve npedcmasrennt
mpebosanus mexdyrnapoorozo cmardapma SE (ACM)-
2014 x 00paso6amervHLIM NPOZPAMMAM  NPOZPAMMHOU
uMXKeHepuu OAd GblCULUX YdeOHbvLX 3a6edetiil, npueodsmecs
npumepv.  00pas06amMerbHbLIX  NpopamMm  JAHHOZ0
Hanpasaenus 6edyusux yrusepcumemos CLIA u Esponui.
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74. ABayaasaes CI., ®omenko C.C. O TepMmHOAOIUU
IIPOTrPpaMMHOM VH>XKeHepuu / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari”
I respublika konfransi. Baki, 17 may 2017, s. 191-193.
B cmamve daemcsa un@opmauus o noséAeHuu mepmMua
«NPOZPAMMMASL UHKEHePUs», Kpamkas uHGopmayus o
cAO6ape 1O CUCMEMHOU U NPOZPAMMHOU UHXKeHepuu, a
maxke —pacCMampueaemcs — CmaHoApmHolL  2A0CCAPUTE
MepMUHO6 10 NPOZPAMMHOU UHKEHEPULL.

75. Mypagosa I'M. Ilytm wucmoap3oBaHmus MeAMKO-
CTaTUCTUYECKNX AAHHBIX HaceaeHUs AsepOaiigkaHa B
eAnHoit mHPpOpMaIMoHHON cucreme / “Proqram
miihandisliyinin aktual elmi-praktiki problemlari”
I respublika konfransi. Baki, 17 may 2017, s. 228-231.
Ara obecneueHus cospemeHHbIX Memodos YnpasaeHusl
cucmeMmou  30pasooxparerus Asepbaudxana 6 cmamove
onpederervl IMAanbl OP2AHUSAUUY U AHAAUSA MEOULUHCKUX
cmamucmudeckux Jdannvix. Iloxasanvl Mmexanusmor u
uHCmpyMmeHmol CO6epULeHCIB06aAH UL ynpasreHus
cucmemoil 30pasooxparerus 3a pyoexom. Paccmompena
1,eAeco00pasHoCmo UCNOAb306aHUs mexHoroeuti Big Data
0Ad  00pabomku  MeduKo-Cmamucmuieckux OJaHHulx 6
pexume pearvHozo pemeHu.

76. Aanes A.I. AoGacosa B.A. Ilytm dpopmuposanms
pbIHKa IIPOTPaMMHOIO oOecIledeHUs] B HKOHOMIUKe
sHaHnit / “Proqram miihandisliyinin aktual elmi-
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praktiki problemlari” I respublika konfransi. Baki,
17 may 2017, s. 271-274.

B ycaosusx eaobarusavuu obecneverue IKOHOMUUECKO20
pocma mpedyem pazsumus HAYKY, UHHOSAUUU, MEXHUK,
VIKT, xomopuie ¢popmupytom 0cHOEbL IKOHOMUKU SHAHULL.
B pabome anarusupyiomcs — npodiemvl U nymu
popmuposarus  poiHka — NpoPAMMHO0  0becredeHus.
Onucvisaemcs cyuyHoCmb HAUYUOHAADHOU MOOCAU PoIHKA
npozpamMmHuix  npodykmos.  Vsaaeaemcs — cmpykmypa
UHOUTICKOU MOOeAU KOHMPAKIMHO20 NPOZPAMMUPOCAHUSL.
Vccaedytomes ocrogol uspaurbeko-ckanouHasckou ModeAu
aKCcnopma 20mosvlx npodyxmos u peweruti. aromes
Hexomopvle — peKoMeHOAuUU N0 pa3eUmMuio  poiHka
NpoZPAMMHUIX NPOOYKIMO6 U UHKEHEPUU.

77. Mahmudova  Sh.C.  Analysis of  biometric

authentication methods of wusers in clouds //
International Journal of Advanced Engineering and
Technology. 2017, vol. 1, issue 5, pp. 14-17.
Nowadays cloud computing is widely used in various fields.
Ensuring security of users in clouds is one of the main
problems. In this study, one of the biometric authentication
methods, that is human face recognition methods for
providing security in clouds are analyzed. Problems in this
field are studied.

78. Mahmudova Sh.C. On topical problems of
programming // Scientific Light. 2017, vol.1, no.10,
pp. 5-9.
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Particular problems encountered by programmers are
reviewed in this study. Some indicators of statistical data on
programmers working in the programming sector are
analyzed. Distinctive characteristics of programmers
working in the software engineering sector are explored. The
information about modern technologies (big data, cloud
computing, etc.) employed by programmers and
programming languages for these tools are presented.

79. Mahmudova Sh.C. The Ways of Increasing Quality of

Human  Recognition in  Biometric =~ Network
Environment // International Journal of Intelligent
Information Systems. 2017, vol. 6, issue 5, pp. 56-61.
In the paper general information about biometric
technologies is given. The advantages of databases based on
the unified platform in biometric network environment are
shown. The ways of ensuring security in biometric network
are clarified. The effective ways of recognition are
investigated and their comparative analysis is implemented.
The ways of increasing recognition in biometric network are
studied and new method is suggested.

80. Jalilian S., Salar Kaleji F., Kazimov T.H. Fault
detection, isolation and recovery (FDIR) in satellite
onboard software / “Proqram miihandisliyinin aktual
elmi—praktiki problemlari” I respublika konfransi.
Baki, 17 may 2017, pp. 329-332.

The complexity of the avionic systems in satellites is rising
as space missions become increasingly more sophisticated.
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This complexity emphasizes the need for more dependable
systems with minimal anomalies. Noticeably, more tasks for
Fault Detection, Isolation and Recovery (FDIR) are being
implemented in software, where the need comes for a well-
defined software architecture that supports a cost-effective
implementation of the FDIR functions. FDIR was already
explained as key functionality of the OBSW. Since a FDIR
concept usually follows a hierarchical approach, in this
paper we will indicate a FDIR and safeguarding hierarchy
example in the paper. In this structure we will indicate the
levels of failures which handled by unit internal, subsystem
software, satellite system software, onboard computer
hardware reconfiguration unit and ground. Also we will
explain the FDIR hierarchy in safe mode implementation in
a bit more detail. In this paper we will consider FDIR
technologies in the On-board software in a satellite. Today,
there are several proposed methodologies and frameworks
which try to solve this problem. We will analyze the
functionalities in FDIR Module implemented in an OBSW
Framework. Also we have a survey on the FDIR hierarchies
and their relationship to the Packet Utilization Standard
(PUS) Services.

81. Aliyeva K.I. Federated identity technologies and
applications in research and education networks /
“Proqram miihandisliyinin aktual elmi-—praktiki
problemlari” I respublika konfransi. Baki, 17 may
2017, pp. 173-175.
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In this paper federated identity, the technologies it reclines,
and security issues in federated identity is overviewed. A
specific identity federation model, eduGAIN which is widely
used by European Research and Education Networks is
briefly discussed. eduGAIN is suggested for implementation
in AzScienceNet, the National Research and Education

Network of Azerbaijan.

82. Mahmudova S.C. Proqramlasdirmanin elmi-nazari
asaslari. Ekspress-informasiya. “Informasiya
comiyyati” seriyasl. Baki, “Informasiya

Texnologiyalar1” nesriyyati. 2018, 171 s.

Kitabda programlasdirma va programlasdirma dillarinin
elmi-nazari asaslart va s. haqqinda moalumat wverilib.
Algoritmlor nazariyyasinin, evristik algoritm va algoritmik
tafokkiiriin  xiisusiyyatlori  aydinlasdirilaraq  onlarin
programlasdirmada  istifado  mexanizmi  izah  edilib.
Programlasdirma dillarinin effektivliyinin
qiymoatlondirilmasi  iiciin - miiayyon edilmis kriteriyalar
asasinda algoritm iglonilib, hamg¢inin proqram tominatinin
mahsuldarligr  tohlil  edilarak  problemlori  arasdirilib.
Program tominatimin yaradilmasimin texnoloji prosesinin
taskili tisullari analiz edilmisdir.

83. Bayramova T.A., Malikova N.C. Proqram tominatinin
testlagdirilmasi iiclin sinaq texnologiyalarmin tehlili /
“Informasiya tohliikasizliyinin aktual
multidissiplinar elmi-praktiki problemlari” IV
respublika konfransi, Baki, 14 dekabr 2018, s. 131-134.
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Mogalada program tominatimin simar prosesinda istifada
olunan terminlar, sinagimin kegirilmasi iiciin istifads olunan
vasitolor  va  miixtalif metodlar hagqinda  moalumat
verilmisdir. Burada smagn prinsiplari tohlil edilmis va
sinaq prosesinda onlarn nazara alimmasimin  vacibliyi
vurgulanmigdir.

84. Kazimov T.H., Bayramova T.A. Proqram teminati

isloyan komandalarm idare edilmasi ti¢lin metrikalar /
“Informasiya tohliikesizliyinin aktual multidis-
siplinar elmi-praktiki problemlari” IV respublika
konfransi, Baki, 14 dekabr 2018, s. 142-144.
Mogalado  program  taminatimi  islayon  kollektivin
pesakarliginin, onlarin  forqli  bacariq qabiliyyating va
tacriibaya malik olmasinin mahsuldarliga cox boyiik tasiri va
menecerin  rolu hagqinda moalumat verilmisdir. Isda
komandamin idara olunmas: iizra prinsiplor gostarilmis va
amakdagslarin isinin samaraliliyinin qiymatlondirilmasi ticiin
yeni metrikalar toklif edilmisdir.

85. Bayramova  T.A.  Proqgram  miihandisliyinin
metodlari, proseslori ve vasitelori haqqmnda /
“Informasiya sistemlari \C) texnologiyalar:
nailiyyatlar vo erspektivlar” beynalxalq elmi
konfrans, Sumgqayit, 15-16 noyabr 2018, s. 68-71.
Mogqalads miirakkab proqram tominatimin iglonilmasi iiciin
program miihandisliyinin metodlari, proseslori va vasitalar
hagda  moalumat  verilmis, onlarm  tatbiq  sahalori
aragdirilmisdir. Azarbaycanda raqabata davamli proqram
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sistemlarinin iglonilmasi ti¢iin yeni texnologiyalar1 bilon va
miiasir  standartlara  cavab  veran  miitaxassislarin
hazirlanmasinin vacibliyi geyd olunmusdur.

86. Mahmudova Sh. Features of Programming

Languages and Algorithm for Calculating the
Effectiveness // Journal of Information Sciences and
Computing Technologies. 2018, vol.8, no.l,
pp-769-780.
The article provides information on the basics of software
engineering, programming and programming languages.
Software engineering is also defined as a systematic
approach to the analysis, scheduling, design, evaluation,
implementation, testing, service and software upgrading.
Thinking and the peculiarities of the algorithmic
peculiarities are clarified, and the mechanism of their use in
programming is  explained.  Programming  theory
incorporates the formal methods based on software
specifications and the method based on the mathematical
subjects and provides program development using
mathematical symbols and ensures the accuracy to obtain
the required results on the computer. The principles of using
graphs in programming and dynamic programming are
analyzed. The concepts of programming technology and
programming languages are described. The criteria for
evaluating the programming languages are identified and
an algorithm is developed for calculating the effectiveness.
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87. Mahmudova Sh.C. Development tendencies of

programming languages // Journal of Engineering
and Technology. 2018, vol. 9, no. 1, pp. 111-121.
The study presents the information on software engineering
(SE) and the knowledge spheres covered by SE. The
development stages of programming and the problems
encountered in this field are explored. One of the main goals
of modern software engineering is to create software
products for different problem-oriented areas and to ensure
its effectiveness throughout the life cycle. In a broad
spectrum, programming means the creation process of
software. This includes analyzing and managing the issue,
scheduling and designing the program, developing
algorithms and data structures, and writing, executing,
testing, documenting, configuring, completing and
accompanying the program texts. The point is that although
the  programming  languages are  powerful  and
multifunctional, syntax for none of these languages is
currently perfect and wuniversal. The information on
programming languages are presented, the comparative
analysis of those is carried out, and the advantages and
drawbacks of each are clarified. Statistical data on the rating
of programming languages is presented. Various popular
survey agents around the world have compiled a list that
rate the programming languages.

88. Mahmudova Sh.C. Methods of organizing the
technological process of software development //
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Review of Information Engineering and
Applications. 2018, vol. 5, no. 1, pp. 1-11.

The article provides information on the methods of
organizing  the technological —process of  software
development. The key point is that if information is
processed, it must be used for these three elements. It
explores the interaction of people, technology and process.
Types of technological processes and software development
models are analyzed. Software development process in its
production is a process of grouping the implementations
into separate stages to prepare and design software, and to
improve product and project management. It is also known
as a life cycle of software. The methodology may include
predefined certain results and artifacts generating and
finishing the project for software development together with
team. The implementations during the phases of
technological and innovation process are explained. The
methods for effective organization of technological process of
software  development are shown. Disadvantages of
technological process are examined. Possible risks for
software projects and their solution ways are revealed.

89. Mahmudova $.C. Fordi moalumatlarin proqram
vasitolori ilo qorunmasi {iisullarinin arasdirilmasi /
“Informasiya tohliikasizliyinin aktual
multidissiplinar  elmi-praktiki problemlari” V
respublika konfransi, Baki, 29 noyabr 2019, s. 70-73.

44


https://ict.az/az/announce/288/
https://ict.az/az/announce/288/
https://ict.az/az/announce/288/

Isda fordi moalumatlar va onlarm qorummast marhalalori
hagqinda malumat verilmisdir. Fordi malumatlar haqqinda
Azarbaycan Respublikasinin Qanununun bazi miiddoalart
nazardon  kegirilmigdir. ~ Programlar — vasitasilo  fordi
moalumatlarin qorunmast masalasina baxilmigdir. Bu sahada
Qoriilmiis islor barado moalumat verilmisdir. Programlar
vasitasilo malumatlarin qorunmast iisullar: arasdirilmis va
analiz edilmisdir. Goalacokda bu islorin daha da inkisaf
etdirilmasi iiciin tovsiya verilmisdir.

90. Bayramova T.A. Fordi malumatlarin qorunmasi tigiin

program teminati alatlori hagqinda / “Informasiya
tohliikesizliyinin aktual multidissiplinar elmi-
praktiki problemlari” V respublika konfransi, Baki,
29 noyabr 2019, s. 188-191.
Moqalads ragamsal iqtisadiyyata kegidlo alaqodar fordi
verilonlarin  qorunmasinda yeni problemlarin yaranmast
sarh  edilmisdir. Informasiya miihafizasi sistemlorinin
yaradilmasina miiasir yanasmalar arasdirilnigdir. Program
sanayesinin inkisaft ila alagadar olaraq informasiyaya olan
tohdidlor artdi§ina gora miiasir sifraloma texnologiyalari,
onlarmn tatbiq sahalari tadqiq edilmisdir. Informasiyanin
qorunmast iiciin intellektual sistemlorin islonilmasinin
vacibliyi vur§ulanmisdir.

91. Mahmudova Sh. Analysis of Software Performance
Enhancement and Development of Algorithm //
International Journal of Innovative Science and
Research Technology, 2019, vol. 4, issue 1, pp.219-229.
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The article provides information about  software
performance. The software performance is analyzed and
problems are explored. Mathematical and engineering
approaches and models for solving performance issues are
highlighted. The ways to increase software performance are
explained. Importance of considering a number of factors in
this area is emphasized. Performance of employees in
enterprises is compared and an algorithm is developed for its
enhancement. The developed algorithm will increase the
performance of the enterprise software. Experiments are
conducted with the developed algorithm and the proximity
of the performance of the enterprises is identified and
illustrated in the bar chart. A list of the best software to
improve the performance is compiled and analyzed. The
issue of software optimization is highlighted. Information on
the requirements to the software optimization projects is
provided. The article also presents the ways to increase the
performance of programmers and offer supportive
recommendations in this area. A conceptual model of
software performance is developed.

92. Mahmudova Sh. About Some Methods for Software
Security // Transactions on networks and
communications, 2019, vol. 7, no. 2, pp. 14-19.

This study reviews software security, etc. It studies the
methods for the analysis of software security. The problems
of software protection are identified. The risks for software
projects, their management, determination and categories
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are studied. Software development process includes the
construction of an agreed structure for software
development. The design of large distributed systems uses
many programming languages, which in turn causes
certain difficulties. That is, security in these cases is not
provided. Software security is a set of measures aimed at its
protection. Security in software exploitation is also a key
issue. Software security is understood as its functioning
without any problems. Information security threats arise in
the process of software exploitation.

93. Mahmudova Sh. An examination of the methods of

increasing software efficiency based on soft computing
technology // Review of Computer Engineering
Research, 2019, vol. 6, no. 1, pp. 45-56.
This paper examines the methods of increasing software
efficiency based on soft computing technology by analyzing
the benefits and challenges of the components used in
software development. The functions and features of
machine learning, comprising neural networks, perceptron,
support vector machines, and fuzzy logic are highlighted
and explained, along with those of evolutionary
computation (e.g., evolutionary and genetic algorithms) and
probability. Recommendations are presented in conclusion.

94. Bayramova T.A. Scientific-Theoretical Basics of
Software Engineering // International Research
Journal of Engineering and Technology, 2019, vol. 6,
issue 4, pp. 3566-3571.
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The article provides a systematic analysis of the scientific,
engineering and  experimental basics of software
engineering. The role of SWEBOK knowledge base,
standards, infrastructure and management in the
development of life cycle processes of software engineering is
highlighted. The engineering and practical aspects of the
development of software products with the use of ready
software components are studied

95. Mahmudova Sh. Machine learning for software /

Participation in the International Scientific
Conference on Technique, Technology and
Education (ICTTE 2019), Bulgaria, 16-18 October 2019,
pp. 251-256.
The study machine learning for software based on Soft
Computing technology. It analyzes Soft Computing
components. Their use in software, their advantages and
challenges are studied. Machine learning and its features
are highlighted. The functions and features of neural
networks are clarified, and recommendations were given.

96. Bayramova T.A. Proqram miihandisliyinin asaslari,
Baki, “Informasiya Texnologiyalar1” nasriyyati, 2020,
297 s.

Kitabda program miihandisliyinin inkisaf tarixi va asaslari
hagqinda malumat verilmisdir. Proqram tominatimin hayat
dovriiniin marhalalari va islanilma modellari arasdirilmigdur.
Keyfiyyatli program tominatimn islonilmasi iiciin insan
amilinin rolu va bu magsadla yaradilnmis komandanin tagkili
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modellari tohlil edilmisdir. Program tominatimin miiasir
islonilma  metodologiyalar:,  verifikasiya va wvalidasiya
metodlart  haqqinda  moalumat  verilmisdir. ~ Program
miihondisliyi sahasinda mdévcud olan standartlar va onlarin
totbiq sahalori aragdirilmisdir. Proqram miihandisliyinin
igtisadi aspektlari tohlil edilmisdir.

97. Bayramova T.A. Program mithandisliyi

standartlariin analizi // Informasiya Cemiyyeti
Problemlari, 2020, No 1, s. 83-95.
Mogqalada  program miihandisliyinin  standartlar:  tahlil
edilmis va program tominatinin keyfiyyatinin idara edilmasi
iiciin  onlarmm tatbiginin wvacibliyi vur§ulanmisdir. Bu
standartlarin  totbiq sahalori va progqram miihandisliyi
standartlarim  iglayon asas taskilatlar haqda malumat
verilmisdir. Standartlarin proqram tominatimn miixtalif
xarakteristikalar:  iizro  klassifikasiyalar: ~ gOstarilmisdir.
Beynalxalg taskilatlar torafindon islonilmis standartlar
arasdirilmis va Azarbaycanda milli tadrisin xiisusiyyatlorini
nozara  alaraq  pesokar  program  miihandislorinin
hazirlanmas: iigiin beynalxalq standartlar asasinda tadris
programumin  islonilmasinin  aktualligr  vur§ulanmsdir.
Standartlarin islanilmasi va tatbiqi iizra diinyada movcud
olan tacriibaya asaslanaraq Azorbaycanda da program
miihandisliyi tizra milli standartlarin iglonmasi va qabul
edilmasi tovsiya edilmisdir.

98. Shafagat Mahmudova. Exploration of Intellectual
Software Systems and Development of Conceptual
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Model // Review of Computer Engineering, Research,
2020, vol. 7, no. 1, pp. 1-11.

This article explores the field of artificial intelligence and
intellectual systems. The structure, types and classification
of the intellectual system are studied. The article provides
the differences between the ordinary system and the
intellectual system. The system is intellectual when it not
only changes the parameters of information access, but also
changes its behavior itself depending on the system
capability.  Intelligent  system in  decision-making
technologies is an intellectual information-computing
system that solves the problems without human
involvement. The classification of intellectual systems is
analyzed in the article. A conceptual model for intelligent
systems has been developed. The intellectual systems
themselves may also have some gaps. In future, the
development of new intelligence systems and improvement
of existing ones will benefit the economy even more.

99. Shafagat Mahmudova. Application of the TOPSIS
method to improve software efficiency and to
optimize its management // Soft Computing, 2020,
vol. 24, no. 1, pp. 697-708.

Technique for Order of Prevention by Similarity to Ideal
Solution (TOPSIS) method is used for decision-making to
improve software efficiency and to optimize its management
by using methodological approaches. TOPSIS method is a
multi-criteria decision-making analysis method. TOPSIS
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identifies the best alternative variant based on compromise
solution. Criteria and alternatives for software are
identified. Two or three of software features from other
studies are used. Based on international experience,
practically, only few characteristics of software efficiency
have been used in the articles so far, but not all eight
characteristics. Eight attributes of software efficiency are
used, which distinguish this study from others. The values
of the worst and best alternatives are found in multi-
criterion decision-making by using the estimations of four
expert programmers. The software currently run in three
systems was used in experiments. The skills of the experts
are also taken into account for finding the values.

100. Shafagat Mahmudova. Exploring the Personal Data

Protection Methods through Programs // Transactions
on Networks and Communications. 2020, vol. 8, no. 1,
pp. 1-7.
The paper highlights the personal data and the stages of its
protection. Some provisions of the Law of the Republic of
Azerbaijan on the personal data are reviewed. The
protection of personal data through programs is explored.
The studies in this area are reviewed. Data protection
methods through programs are studied and analyzed. Some
recommendations for the further developments in this field
are provided.

101. Shafagat =~ Mahmudova, Zarifa  Jabrailova.
Development of an algorithm using the AHP method
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for selecting software according to its functionality //
Soft Computing, 2020, vol. 24, no. 11, pp. 8495-8502.
The article develops an algorithm by using the analytic
hierarchy  process (AHP) method to evaluate the
functionality of software. Software functionality is the
capacity to perform a number of software product functions.
In other words, the software functionality means the ability
of software product to perform a number of functions. AHP
is a structured technique of unified decision making. It does
not answer the question of what is right or wrong, but
enables a decision maker to evaluate which of the options
he/she chooses complies with his/her needs and to
comprehend the problem. Two options are considered here.
The first option fulfills the pairwise comparison using three
functionality criteria and three functionality alternatives to
determine which criterion is superior. Assume that there are
three criteria: correctness, compatibility, and accuracy. It is
necessary to determine which criterion is most important
through pairwise comparison. The second option uses five
software, five functionality criteria, and five functionality
alternatives. Here, superior criterion and best software are
identified. This work is one of the first articles implementing
the pairwise comparison and evaluation of software
functionality for five criteria and five alternatives through
AHP.

102. Shafagat Mahmudova. Application of Ant
Algorithm for Software Optimization // Review of
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Information Engineering and Applications. 2020,
vol.7, no. 1, pp. 6-17.

Different technologies, methods and algorithms are used
when developing high-quality software systems. There are
various ways to create optimal software. One of them is an
ant algorithm. The ant algorithm can be attributed to the
field of biomimetic. Ant algorithm is one of the most
effective polynomial algorithms for finding approximate
solutions, and it also solves similar route search problems in
graphs. Various methods, including the ant algorithm, are
used to improve software efficiency and optimize it. The
essence of the concept is to analyze, use, and meta-
heuristically optimize the behavior of ants in search of paths
to the food source of the colony. This article analyzes the
studies in this area, and explains the idea of the algorithm
used, compares different ant systems, shows program code
operators as ants, and applies the ant algorithm to them. As
a result of applying the algorithm, the shortest path to some
operators (cycle, condition) contained in the program code is
found. The experiments perform good results.

103. Mahmudova Sh.]J. Study and comparative analysis
of programming languages used for big data //
Review of Information Engineering and
Applications. 2021, vol. 8, no. 1, pp. 1-9.

This article provides information about the industrial
revolutions and analyzes the Fourth Industrial Revolution.
The Fourth Industrial Revolution takes away the potential
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risks of unsustainable growth and world systems, and its
coming is estimated as a challenge. The main technologies of
the Fourth Industrial Revolution are identified. Big data
technologies enable to handle different types of data at the
same time. Big data is very important among technologies.
The difference between big data and usual data is that the
volume of Big Data starts at terabytes. The types
technologies used for big data are explained. The
programming languages used for big data are extensively
analyzed. Their similarities and differences are compared.
Big data will be among the most required information
technologies. The article analyzes the literature in this area
and data analysis methods for Big data. There are other
criteria that emphasize the need for new methods to work
with big data.

104. Mahmudova Sh. Intelligent systems for the Internet
of things: essence, perspectives and problems //
International Journal of Natural Sciences Research.
2021, vol. 9, no. 1, pp. 17-25.

This article outlines the Internet of Things (IoT). The
Internet of Things describes a network of physical objects,
ie, the “thing” including sensors, software, and other
technologies for connection and data sharing with other
devices and systems over the Internet. In other words, IoT is
a relatively new technology enabling many “smart” devices
to get connected, to analyze, process, and transfer data to
each other and connect to a network. The article clarifies the
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essence of intelligent systems for the Internet of Things, and
analyzes the most popular software for the IoT platform. It
studies high-level systems for IoT and analyzes available
literature in this field. It highlights most advanced IoT
software of 2021. The article also identifies the prospects and
challenges of intelligent systems for the Internet of Things.
The creation of new intelligent systems for IoT and the
development of technology will greatly contribute to the
development of economy.

105. Mahmudova S.J. Study and comparative analysis of
programming languages used for Big data // Review
of Information Engineering and Applications. 2021,
vol. §, no. 1, pp. 1-9.

This article provides information about the industrial
revolutions and analyzes the Fourth Industrial Revolution.
The Fourth Industrial Revolution takes away the potential
risks of unsustainable growth and world systems, and its
coming is estimated as a challenge. The main technologies of
the Fourth Industrial Revolution are identified. Big data
technologies enable to handle different types of data at the
same time. Big data is very important among technologies.
The difference between big data and usual data is that the
volume of Big Data starts at terabytes. The types
technologies used for big data are explained. The
programming languages used for big data are extensively
analyzed. Their similarities and differences are compared.
Big data will be among the most required information
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technologies. The article analyzes the literature in this area
and data analysis methods for Big data. There are other
criteria that emphasize the need for new methods to work
with big data.

106. Kazimov T.H., Bayramova T.A. About a method for

evaluating the degree of software complexity
introduction / XVI MexayHapoaHass Hay4JHO-
TexXHIJ9ecKast KOHQepeHIIIs «Onruko-
9A€KTPOHHBIE IIPMOOPBI M YCTPOVICTBA B CHCTEMAX
pacIio3HaBaHIs o0pa3oB 17 00pabOTKM
n3oopaxenmin»  (Pacmosnasanme-2021). Poccms,
Kypck. 14-17 cenTsiOpa 2021, c. 25-27.
Application of program code metrics allows professionals
who work on the project to evaluate various features of
existing or to be created software, to predict the scope of
work, quantitatively characterize these or other project
solutions, to evaluate quality of prepared systems,
complexity and realiability of software.

107. Mahmudova Sh.]. Analysis of models for software
reliability / International Conference on Emerging
Technology and Interdisciplinary Sciences (ICETIS
2021). India-Malaysia, 04 December 2021, pp. 76-80.
Software efficiency indicators play a key role in its
optimization. Various ways are available to ensure software
optimization. One of the key indicators of software is its
reliability. Reliability of software (SR) is the features of the

features to accomplish certain functions, and they are kept
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in certain boundaries under definite circumstances. Non-
denial and recoverability of software define its reliability. In
article Software reliability models show the form of a
random process, as it periodically determines the behavior of
software  failures. The article wuses the VIKOR
(VIsekriterijumska optimizacija i KOmpromisno Resenje)
method for the development of an algorithm to increase
software reliability. The VIKOR method is used for different
areas. Some sources provide information on the application
of the VIKOR method. This method is developed for a multi-
criteria decision making or analysis of multi-criteria
decision. The alternatives here are ranked and the one closest
to the so-called ideal compromise is determined. As a result
of the author’s research, six important criteria for software
reliability are identified and alternatives are used. The fuzzy
VIKOR method is used for multi-criteria evaluation of
software. The work done is considered to be novel, and the
advantage is that the selected criteria have not yet been used
for this type of task, which positively changes its efficiency.
The experiments perform positive results.

108. Valixanli O.V. Kibertoahliikasizliyin tamin olunmas:
tictin PUA naviqasiyasinda istifade olunan movcud
metodlarm analizi / Umummilli lider Heydar
Oliyevin anadan olmasinin 99-cu ildéniimiine hasr

olunmus taleba va ganc tedqiqatcilarin III Beynol-

xalq elmi konfranslar1. Baki, 2022, s. 209-211.
57



Mogalads Pilotsuz Ucus Aparatlarimin (PUA) avtonom
naviqasiyasimin tamin olunmast iigiin miixtalif metodlara
baxilmisdir. Bu metodlara GPS navigasiya sistemi, visual
odometriya (ing. visual odometry) va atalat 6l¢ii cihazindan
(ing. Inertial Measurement Unit, IMU) istifada daxildir.
Mogqalada geyd edilon metodlarin har biri haqqinda ayrica
malumat verilmisdir. Bundan alava metodlarin miisbat va
manfi cahatlari da vur§ulanmisdir. Sonda isa bu metodlarin
birlikda istifada edilmasina aid niimuna gostarilmisdir.

109. Molikova N.C. Magin taliminden istifade etmoklo

proqram sistemlarinin testlogmoasinin effektivliyinin
artirllmas1 alqoritmlorinin analizi / ”informasiya
sistemlari ve texnologiyalar: nailiyyatlar vo
perspektivlar” III Beynalxalq elmi konfransi.
Sumgayzit, 2022, s. 261-262.
Program  sistemlorinda olan sohvlor vaxtinda askar
edilmadikda program tominatimin islonmasina calb olunan
resurs wva biidca wvasaitlori artir. Bu problemi aradan
qaldirmagq iiciin proqram sistemlarinin testlasma prosesinda
intellektual vasitalorin tatbiqi aktual problemlardon biridir.
Moruzo materialinda testlosmo prosesinds magin  talimi
algoritmlarinin tatbigi va reqressiya, qarar agact va tasadiifi
mesa alqoritmlari haqda malumat verilir.

110. Malikova N.C. Program tominat: vasitalerinin sinaq
metodlarinin arasdirilmasi / "Yeni dévrda tohsil ve
todqiqat faaliyyati: realliqlar vo cagirislar" Beynal-
xalq elmi konfrans. Mingacevir, 2022, s. 790-794.
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Program  sistemlorinda olan sohvlor vaxtinda askar
edilmakda program tominatimin islonmasina calb olunan
resurs wva biidca wvasaitlori artir. Bu problemi aradan
qaldirmagq iiciin proqram sistemlarinin testlasma prosesinda
intellektual vasitalarin tatbiqi aktual problemlardon biridir.

111. Bayramova T.A. Proqram teminati xatalarinin

klassifikasiyas1 / ”informasiya sistemlari va
texnologiyalar: nailiyyatlor va  perspektivlor”
III Beynalxalq elmi konfransi. Sumgqayit, 2022,
s. 256-258.
Program taminatinda olan xatalarin axtarilmas: va aradan
qaldirilmasy iiciin metodlar1 nazardon Kecirmazdon avval
program tominatinda an ¢ox rast galinan sahvlari, xatalarin
yaranma sabablorini, ciddiliyini va aradan qaldirilma
prioritetini aragdirmaq lazimdir.

112. Mahmudova S.J. Development of a conceptual
model for intelligent software system designing //
Review of Information Engineering and
Applications. 2022, vol. 9, no. 1, pp. 12-22.

This article provides information on the design of intelligent
software systems. An intelligent software system refers to
any software wusing artificial intelligence to analyze
andinterpret data or to communicate with systems and
people. The article substantiates the relevance of the issue
and highlights existing problems. The following factors are
taken into consideration when assessing the problems of
intelligent software system designing: easy data collection,
low cost of developing intelligent systems, availability of
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experts and necessary resources (computers, program
developers, software, etc.). The article also reports of related
studies and identifies application areas. A conceptual model
is developed for the design of intelligent software systems.
The stages, components, directions, etc. indicated in the
conceptual model for the design of intelligent software
systems are studied and the characteristics of each are
determined. Some examples of design types by the fields of
activity areidentified. The developed model can be used in
the design of intelligent software systems related to any
instrumental programming.

113. Mahmudova S.J. Automatic generation of test cases
for error detection using the extended Imperialist
Competitive Algorithm // Problems of Information
Society. 2022, vol. 13, no. 2, pp. 46-54.

As computing technology progresses, computer systems and
their activity domain are becoming widespread, and
software projects are becoming complicated in the current
society. Software testing is time-consuming and expensive.
It aims at validating software functional and nonfunctional
requirements, including software performance. During the
test stages, first, it is specified whether software elements
perform their tasks accurately and create correct output.
While in software testing at the program code level, we can
text all circles and lines of program and conditional parts of
the program while there needs data in these tests which can
test all these cases and cold pass the program lines with the

most coating that is one of the most challenging problems in
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this type of software tests. Therefore, Imperialist
Competitive Algorithm, an advanced algorithm, is
considered for producing optimal test data for finding errors
in programs. Practical results and evaluating the proposed
method with other methods indicate the presented
algorithm’s excellence.

114. Alakbarov R.G., Hashimov M.A. Fog computing
technology application in cyber-physical systems and
analysis of cybersecurity problems // Problems of
Information Society. 2022, vol. 13, no. 2, pp. 23-29.
New requirements for modern technologies have become a
driving force in the development of information technology.
New distributed computing systems are required to handle a
large data flow generated by the application of the Internet
of Things (IoT) and to ensure their efficient processing.
Although cloud computing is an effective technology for
processing and storing data generated in a mnetworked
environment, it has complications with the real time
transmission of large amounts of data due to the low
bandwidth of network. To speed up the data processing, fog
computing systems have been widely used in recent years.
Fog counting systems are one of the proposed solutions for
working with IoT devices. Because it can meet the
computing needs of multiple devices connected to the
network. In these systems, the data is processed at
computing nodes located near the data generating devices,
which reduces the bandwidth complications of the network
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channel. In this regard, this article considers the application
of fog computing technology in cyber-physical systems. It
analyzes the fog technology architecture and its advantages
over cloud computing. Cyber security problems arising
when using fog technology in cyber-physical systems are
analyzed and available protection methods partially solving
them are highlighted.

115.Nabiyev B.R., Ahmadov F.I. Investigation of
Clustering and Classification Methods for Intellectual
Analysis of Log Files // Problems of Information
Technology. 2022, vol. 13, no. 2, pp. 48-60.
Today, the application of information technology in all areas
of our lives has led to wider spread and popularity of
cybercrime. In modern industrial control systems and
cyber-physical systems, log files are very important in terms
of detecting cyber incidents, identifying and preventing
threats and anomalies. However, today, a large volume of
log files generated in these systems greatly complicates the
process of extracting useful information from them. This, in
turn, highlights the need for intellectual analysis of log files.
To this end, this article explores a number of clustering and
classification methods and algorithms for the intellectual
analysis of log files. Thus, K-means, CURE, EM, kNN,
Naive Bayes and DT algorithms are selected out of these
algorithms and their working principle is studied, explained,
and the application of each algorithm on KDD CUP 99 data
set is studied and compared.
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116.Alakbarov.  R.G. Cloudlet Selection Strategy
According to the Types of Applications in Cloud
Networks / 5th International Conference on
Computing and Informatics (ICCI’2022). Newcairo.
2022, pp. 200-203.
The selection of the most suitable cloudlet that allows
running users applications rapidly in the cloud is still an
urgent problem. For the elimination of resource shortages,
power consumption, and delays in communication channels
on mobile devices, the remote cloud servers are placed
adjacent to devices. The delays on communication channels
and power consumption on mobile devices are reduced
through cloud-based mobile computing. In the paper we
propose a strategy for selecting a cloudlet with high
computing productivity, which provides a fast solution,
considering the complexity degree of the application (file
type). Also, in the paper, the solution of the task in a
cloudlet close to the user, the downloading of the task to the
cloudlet, the sending of the outcome to the user, and the
minimization of network interruptions are presented.

117.Alakbarov R.G., Hashimov M.A. Fog Computing
Application in Oil And Gas Industry and Analysis of
Cybersecurity Problems / Proceedings of the 8th
International = Conference on  Control and
Optimization with Industrial Application. Baku,
2022. pp. 63-65.

63



The article discusses the application of fog computing
technology in the oil and gas industry. Some of the features
and advantages of fog computing technology over cloud
technology are shown. Compared to cloud technology, fog is
based on the computing power of distributed nodes in order
to reduce the overall load of the data center. Since the nodes
generating the data are distributed, centralized control over
them becomes complicated. Currently, the Fog Platform is a
cybercrime hotspot, primarily due to the lack of centralized
management and poorly protected peripheral nodes
Therefore, security issues in FC technology are more
complicated. To this end, the article analyzes potential
cybersecurity threats in the fog computing network and
shows some countermeasures to protect against cyber
attacks.

118.Mahmudova Sh.J. Study of problems of intellectual
software systems / The XIII International Scientific
and Practical Conference “Multidisciplinary
academic research, innovation and results”. Prague,
Czech Republic. 05 - 08 April, 2022, pp. 707-717.
Artificial intelligence is a universal field of science. The
application areas of artificial intelligence are diverse. They
are actively adapting to and changing other sciences when
solving any problem. In 1956, American scientist John
McCarthy first used the term artificial intelligence.
Intelligent System is a technical or software system that
competently solves the problems that are relevant to a
particular subject area and that knowledge is stored in such
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systems. Intelligent systems are studied by a team of
researchers called "artificial intelligence.”

119.Mahmudova Sh.]. Development of a model for the
intelligent software system synthesis /
Multidisciplinary academic  notes. Theory,
methodology and practice. Proceedings of the XVII
International Scientific and Practical Conference.
Tokyo, Japan. May 03-06, 2022, pp. 985-989.
Under certain conditions, software synthesis becomes very
important for the mathematical description of the processes
of building the most probable and alternative set of the
system elements. Synthesis refers to coordination and
construction. The term was first introduced in 1845 by the
German scientist Kim Adolf German. The issue of synthesis
in decision-making becomes its part when the alternative
variants have a complex multi-element structure; and in
this case, the combination of different subdivisions of certain
elements occurs in a single variant. Synthesis involves
procedures for analyzing solutions. These issues can be
classified for many traits.

120.Mahmudova S.J. Development of an Intelligent
Software System to Ensure Cyber Security Through
Ontology / Cybersecurity for Critical Infrastructure
Protection via Reflection of Industrial Control
Systems. Amsterdam, 2022. pp. 27-30.
This study reviews software security, etc. It studies the
methods for the analysis of software security. The problems
of software protection are identified. The risks for software
projects, their management, determination and categories
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are studied. The article describes the ontology of
cybersecurity based on standards. The main concepts related
to cybersecurity problem and their relationships are
reviewed. It studies basic structure, concept, etc. of
intelligent software system to ensure cybersecurity.

121.Bayramova T.A. Analysis of Modern Methods for
Detecting Vulnerabilities in Software for Industrial
Information Systems / Cybersecurity for Critical
Infrastructure Protection via Reflection of Industrial
Control Systems, NATO Science for Peace and
Security Series D: Information and Communication
Security. Amsterdam, 2022, pp. 160-162.
Errors and vulnerabilities in software are analyzed and
problems of their detection are considered. Existing modern
methods of wvulnerability detection using artificial
intelligence technologies are studied. In addition to
detecting these cybersecurity vulnerabilities in a timely
manner, it specifies the correct choice of software
development technologies, methods and operating conditions
to prevent them.

122.Mahmudova S.J. About intelligent software system
and development method for the intelligent interface /
2nd International Symposium on Characterization
ISC’22. Turkey. 22-25 September 2022, pp. 264-266.
An intelligent software system refers to any software using
artificial intelligence to analyze and interpret data or to
communicate with systems and people. The article
substantiates the relevance of the issue and highlights
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existing problems. The following factors are taken into
consideration when assessing the problems of intelligent
software system designing: easy data collection, low cost of
developing intelligent systems, availability of experts and
necessary resources (computers, program developers,
software, etc.). A model is developed for the intelligent
interface. The competency of the expert group is formed and
evaluated, and experiments are conducted. The results
obtained are satisfactory. The developed method can be
beneficial for everyone.

123.Bayramova T.A. Proqram tominati vasitslarinin
lokallagmasi problemlari haqqinda / Umummilli lider
Heydoar Oliyevin 100 illik yubileyina vo Beynalxalq
Ana dili giiniina hasr olunmus “Azarbaycan dilinin
IKT problemlari, IKT-nin Azarbaycan dili
problemlari” respublika elmi-praktiki konfransi.
Baki, 2023, s. 163-166.
Mogalado ~ program tominatimin  lokallasdirilmas:
problemindon, yoni onun basqa dil va madoniyyat
niimayandalaorina uySunlasdirilmas: proseslorindon damisilir
va program taminatimn lokallasdirilmasimin  linquistik
aspektlori tohlil edilir. Lokallasma siiratlo inkisaf edon
kompiiter  texnologiyalar:  ilo  miiasir  tarciima
texnologiyalarimin qovsaginda yerlagir va program taminati

sanayesinin an aktual problemlarindan biridir.
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124 Bayramova T.A. Proqram sistemlarinin tohliikasizlk

problemlori haqqinda / “Dévlet Tohliikasizliyi
Xidmatinin Heydar Oliyev adina Akademiyas: Ulu
Ondor irsinin dasiyicisidir” respublika elmi-praktiki
konfransi. Baki, 2023, s. 743-748.
Moqalada kibercinayatkarlarin hadaflori va kiberhiicumlarin
novlari tohlil edilmis va son illorda an ¢ox ziyan vuran
kibercinayatkar  qruplar  hagda moalumat verilmisdir.
Program tominatimin  bosluglar klassifikasiya etmok va
qiymotlondirmak iiciin  miixtalif tagkilatlar torafindan
yaradilmis sistemlor gostarilmisdir. Proqram taminatinda
olan xatalarin va bosluglarin aradan qaldirilmas: iiciin
program  kodunu analiz metodlar1  hagda moalumat
verilmisdir.

125.Valixanli O.V. Pilotsuz ugus aparatmin yeriistii
idareetma stansiyasinda olan zerorli proqramlarin
askarlanmasi {i¢tin dorin tolim dsulunun iglonmasi /
Umumilli Lider Heydar Sliyevin 100 illik yubileyins
va Beynalxalq Ana dili giiniine hasr olunmus
“Azarbaycan dilinin IKT problemlori, IKT-nin
Azarbaycan dili problemlari” respublika elmi-
praktiki konfransi. Baki, 2023, s. 481-484.

Mogalada  pilotsuz ugus aparatlarimin  (PUA)  yeriistii
idaraetma stansiyalarinda (YIS) olan zararli programlarn
askarlanmast ticiin hibrid model taklif olunmusdur. Toklif
olunmus hibrid model asas iki hissadon ibaratdir. Birinci
hissa  sokillordon  alamatlarin  ¢ixarilmast  funksiyasin
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daswyir. Ikinci hissa isa cixarilmis bu  xiisusiyyatlarin
asasinda zararli proqramlarin tasnif olunmasini tomin edir.
Aparilmis tadgiqatlarin naticasi olaraq toklif olunmusg hibrid
model 10 miixtalif zararli program néviinii yiiksok daqiqlikla
askar etmaya nail olmusdur.

126.Alakbarov R.G., Hashimov M.A. Application
problems of cloud-based SCADA systems in the oil
and gas industry // SOCAR Proceedings. 2023, no.4,
pp. 149-155.
SCADA (Supervisory Control and Data Acquisition)
systems play an important role in the oil and gas industry
providing  real-time monitoring, control and data
acquisition of critical infrastructure. Unlike traditional
SCADA systems based on local hardware and software,
cloud-based SCADA systems take advantage of cloud
computing technologies for real-time data collection and
management. Cloud-based SCADA systems offer many
advantages due to their scalability, flexibility and cost-
effectiveness. To take advantage of these advantages, it is
required to solve a number of problems related to the
application of cloud-based SCADA systems in the oil and
gas industry. One of the most important application
challenges is the cybersecurity issues arising in cloud-based
SCADA systems, which are a significant concern due to the
critical nature of the infrastructure they control. Thus, the
systems face various vulnerabilities and threats that can
destroy the data integrity and the systems availability. This
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article outlines the current cyber-attacks that can
compromise the security of cloud-based SCADA systems.
Threats and vulnerabilities in using cloud-based SCADA
systems are analyzed, and suggestions are made that
partially help to solve them. Some security mechanisms are
recommended to ensure the security of cloud-based SCADA
systems. These mechanisms will help increase the reliability
and security of cloud-based SCADA system operations in
the oil and gas industry.

127.Shikhaliev R.H., Sukhostat L.V. Proactive computer
network monitoring based on homogeneous deep
neural ensemble // Results in Control and
Optimization. 2023, vol. 11, pp. 1-11.
Computer networks are getting more complex these days. A
computer network failure can result in the loss of important
data, disruption of network services and applications, and
economic loss and threaten national security. Therefore, it is
crucial to detect failures on time and diagnose their root
cause, which is possible with the help of proactive computer
network — monitoring  Proactive — computer  network
monitoring requires effective anomaly detection methods.
The paper proposes a conceptual model of a system for
proactive computer network anomaly detection. To achieve
high prediction accuracy, we propose to use a homogeneous
ensemble, which consists of a base learning algorithm. An
ensemble of deep neural networks based on base learning
three-layered LSTM models was created using the bagging
algorithm. We use the CICIDS2017 dataset to evaluate the
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proposed approach. Experimental results show that our
method effectively improves the accuracy of anomaly
prediction in computer networks.

128.Bayramova T.A. Software defect prediction using the
machine learning methods // Problems of Information
Technology. 2023, no. 2, pp. 23-31.
Reliability of software systems is one of the main indicators
of quality. Defects occurring when developing software
systems have a direct effect on reliability. Precise prediction
of defects in software systems helps software engineers to
ensure the reliability of software systems and to properly
allocate resources for the trial process. The development of
an ensemble method by combining several classification
methods occupies one of the main places in research
conducted in the field of error prediction in software
modules. This paper proposes a method based on the
application of ensemble training for defect detection. Here, a
database obtained from PROMISE and GITHUB software
engineering registry is used to detect defects. Experiments
are conducted using Weka software. The prediction
efficiency is evaluated based on F-measure and ROCarea. As
a result of experiments, the defect detection accuracy of the
proposed method is proven to be higher than that of
individual machine learning methods.

129.Mahmudova S.J. Development of a method for
processing log files wusing clustering // Soft
Computing. 2023, no. 27, pp. 1617-1628.
A log file is a document that keeps track of all events that
occur on a website or server. Many log files are very large,
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so they can be regularly written over outdated content, or
entire collections of log files with names, including a date,
for example, can be created. In the event of technical
problems, site inaccessibility, virus infection, hacker attacks
and Distributed Denial of Service (DDoS) attacks, the
resource administrator can use the information in log to
find the cause, which makes it easier and faster to eliminate
unwanted incidents. The paper analyzes the definition,
types, location, use and examples of log files. Data are
transferred to the MySQL database using the Squid.db
database. Clustering is performed using a database. The
study highlights  clustering, analyzes metrics, and
determines the proximity of clusters and objects in clusters
in Euclidean space. Experiments are conducted and the
results are satisfactory. For example, data are transferred to
the MySQL database using the Squid.db database. Since the
Squid proxy server is a cache proxy server, it stores
resources, and the work is done quickly on the next request.
Data are clustered using a compiled table of databases
transferred to MySQL wvia Squid proxy. In this case,
unnecessary entries are deleted from the table, which
significantly speeds up data processing. The application of
clustering method in problem solving is fast and simple. For
the problem stated, the degree of closeness of clusters and
objects in clusters in Euclidean space is determined.
Experiments are conducted using obtained results.
130.Mahmudova S.J. Development of a Method for the
Intelligent Interface Used in the Synthesis of
Instrumental Software Systems // Advances in
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Intelligent Systems, Computer Science and Digital
Economics IV. 2023, vol. 158, pp. 531-545.

The article provides information on the synthesis of software
systems. It explores the issue of synthesis in decision-
making and highlights its importance. In this article, the
development of a conceptual model for the problems of
synthesis of intelligent software systems, creation of a model
of the synthesis process, and the development of knowledge
base, intelligent interface, structural scheme of the
algorithm, the use of artificial intelligence methods, and the
development of mathematical software are the main stages.
One of the most important issues is the role of a set of
criteria in the set of criteria for the most permitted
alternatives. This article develops a conceptual model,
establishes a model of the synthesis process, and builds an
intelligent interface. To provide the user with an intelligent
interface, the program itself must first be intelligent. The
issue of building a knowledge base is considered. Expert
estimation and fuzzy set theory are used to construct the
intelligent interface applying artificial intelligence methods.
Criteria and alternatives are identified in the experts’ group
formation at the knowledge discovery stage. The
characteristics of the users as a group are determined. A
mathematical model is developed for the intelligent interface.
The competency of the expert group is formed and evaluated,
and experiments are conducted. The development and
implementation of such systems leads to decrease of costs,
fast and efficient operation of the program. The results
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obtained are satisfactory. The developed method can be
beneficial for everyone.

131.Mahmudova S.J. Development of an Algorithm
Using the Vikor Method to Increase Software
Reliability ~// Springer Series in Reliability
Engineering. 2023, pp. 229-246.
Software efficiency indicators play a key role in its
optimization. Various ways are available to ensure software
optimization. One of the key indicators of software is its
reliability. Software reliability refers to the program features
to perform certain functions and they are kept within
certain limits under specified conditions. Software reliability
is determined by its non-denial and recoverability. Software
reliability is considered an important quality factor. The
article uses the VIKOR (VlIsekriterijumska optimizacija i
KOmpromisno Resenje) method for the development of an
algorithm to increase software reliability. The VIKOR
method is used for different areas. Some sources provide
information on the application of the VIKOR method. It
refers to a multi-criteria decision method or multi-criteria
decision analysis method. The alternatives here are ranked
and the one closest to the ideal so-called compromise is
determined. As a result of the author”s research, six
important criteria for software reliability are identified and
alternatives are used. The fuzzy VIKOR method is used for
multi-criteria evaluation of software. The work done is
considered to be novel, and the advantage is that the selected
criteria have not yet been used for this type of task, this
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positively changes its efficiency. The experiments perform
positive results.

132.Bayramova T.A. Development of a method for
software reliability assessment using neural networks
/| Procedia Computer Science. 2023, vol. 230,
pp- 445-454.
Software reliability growth models (SRGMs) are used to
estimate future failure rates and the number of residual
defects in software. SRGM helps reliability software
engineers make test termination decisions. Although more
than 250 traditional SRGMs have been proposed for
reliability assessment, research to develop more reliable
models is still ongoing. Recently, new methods based on
neural mnetworks have been developed to improve the
accuracy of software reliability assessment. The article
develops a neural network algorithm for assessing software
reliability. To do this, factors affecting software reliability
and covering its life cycle were assessed. Based on them, sets
for training a three-layer neural network were created.

133.Mahmudova S.J. The role of biometric networks in
recognition of person / XVII MexayHapoaHas
Hay4JHO-TexHm4eckast KoHpepeHnuus "Onrmko-
9A€KTPOHHBIE IIPMOOPLI 1 YCTPOVICTBA B CHCTEMAX
pacnosHaBaHWs o0Opas3oB 17 00padOTKMI
n3oopakenmin" (Pacriosnasanme-2023). Kursk, 2023,
pp- 22-23.
In this article, propose about biometric network, the essence

of the problem and identification. The advantages of
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biometric technology are shown to address the issues facing
the authorities of law enforcement system.

134.Baghirov E.O. Evaluating the performance of
different machine learning algorithms for Android
malware detection / 5th International Conference on
Problems of Cybernetics and Informatics. Baku, 2023.
pp- 1-4.
With the increasing prevalence of Android malware, it has
become essential to develop effective malware detection
techniques. This study aims to evaluate the performance of
various machine learning algorithms for Android malware
detection. Several machine learning algorithms were
evaluated using a dataset of Android applications, including
both benign and malicious apps. The performance of each
algorithm was measured in terms of accuracy, precision,
recall, and F1-score. The results showed that the Light GBM
algorithm had the highest accuracy, precision, and F1-score.
These findings can help to inform the development of
effective Android malware detection systems.

135.Malikova N.C. Proqram tominatinin hazirlanmasinda
stini intellekt vo masin tolimi metodlarmin totbiqi /
"Siini intellekt: nazariyyadan praktikaya" beynalxalq
elmi konfrans. Naxcivan, 17-18 sentyabr 2024,
s. 284-291.
Siini intellektin (Al) va magin taliminin (ML) hayatin
miixtalif sahalarinda tatbiqi genislonmaya davam etdiyi bir
dovrda bu texnologiyalar program taminatinin hazirlanmasi
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metodlarini  tokmillasdirmoak iiciin  yeni imkanlar va
perspektivlor acir. Bu texnologiyalar, xiisusilo proseslorin
avtomatlasdirilmas: va optimallasdirilmast yolu ila program
tominatimin ~ hazirlanmasmin - mohsuldarhigimm - va
samaraliliyini artira, sohvlarin daha daqiq
prognozlasdirilmast va bosluglarin askarlanmas: vasitasila
son mohsulun keyfiyyatini yaxsilasdira bilor. Bu sahada
avtomatik simaq va kodun yoxlamilmas: iiciin daha etibarl
sistemlorin ~ yaradilmasi,  yeni  alqoritm  va  tadris
metodlarimin  hazirlanmasi, layihalorin avtomatlasdirilmisg
idara edilmasi va planlasdirilmas:  texnologiyalarinin
hazirlanmas:  kimi miiasir tadqiqat istigamatlori var.
fstifadagi davramginy  tohlil edarak isini buna uygun
adaptasiya eda bilon aglly interfeyslorin va adaptiv
sistemlarin yaradilmasina xiisusi digqat yetirilir. Moqalada
bu texnologiyalarin program tominatimn yaradilmas
prosesini neca dayisdirmasina baxilir va onun samaraliliyini
artirmast  tohlil  edilorok ~ program  tominatimin
hazirlanmasinda Al va ML-don istifado  movzusuna
toxunulur.

136.Valixanli O.V. Pilotsuz ucus aparatlarinin naviqasiya
sistemino edilon GPS angalloma kiberhiicumunun
askarlanmas1 metodu / Azarbaycan xalqinin
imummilli  lideri Heyder Oliyevin  101-ci
ildoniimiine hasr olunmus Talaba va Ganc
todqiqatcilarin V beynoalxalq elmi konfranslari. Baki,
2024, s. 404-442.
Pilotsuz ucgus aparatlarimn (PUA) navigasiya sistemini
hadaf alan bir neca kiberhiicum novii mdovcuddur.
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Bunlardan biri da GPS oangallomasi kiberhiicumudur.
Moagqalads PUA-larin navigasiya sistemini hadaf alan GPS
angallomasi  kiberhiicumunun askarlanmast iiciin  hibrid
yanasma taklif olunmusdur. Hibrid yanasmada iki miixtalif
tip malumat néviindon istifada edilmisdir. Yeni yanasmanin
samaraliyini  yoxlamaq iiciin  miixtalif eksperimentlor
aparilmisdir.

137.Bayramova T.A. Progqram teminatinda olan xatalarin
askar edilmosi tg¢iin tohliikasizlik alstlorinin tadrisi
haqqinda / “Idarsetmads va tohsildo informasiya
kommunikasiya texnologiyalar1” I respublika elmi
konfransi. Nax¢ivan, 17-18 sentyabr 2024, s. 180-182.
Kiberfiziki sistemlorin informasiya tahliikasizliyinin tamin
edilmasi, kiberhiicumlarin garsistmin almmas: bu giiniin
aktual va halli ¢atin problemlarindan birina cevrilmisdir va
keyfiyyatli  program  sistemlorinin  islonmasi  asas
problemlardan  biri olaraq qalir. Keyfiyyatli proqram
tominatiun islonilmasi iiciin miixtalif ixtisasl pesokar va
intizamli miitoxassislarin olmast wvacib sartlordon biridir.
Program tominati intellektual amak mohsuludur. Layihonin
ugur qazanmast va ya ugursuz olmasi miitaxassislarin fordi
keyfiyyatlarindon, ideyalarindan va pesakarligindan asilidir.
Ali maktab programi daxilinda program sistemlarina olan
hiicumlarin qarsistmin alinmast idigiin tatbiq edilon miiasir
analiz  metodlarimin  tadrisi asas masalalordon  biridir.
Analizatorlar  (skanerlor) — miixtalif moaqsadlor iigiin
badniyyatlilar tarafindon istifada edila bilon bosluglart va
sahvlari askar etmoak iiciin nazarda tutulmus xiisusi
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programlardir. Bu isda statik analiz, dinamik analiz, ekspert
analizi va intellektual analiz alatlari arasdirilmisdir.

138.Malikova N.C. Proqram teminatinin smagmda
miiasir metodlarin tatbiqi / “Idarsetmada va tohsilds
informasiya kommunikasiya texnologiyalar1” 1
respublika elmi konfransi. Naxcivan, 17-18 sentyabr
2024, s. 105-106.
Program taminatimin sinagr onun hayat dovriiniin asas
marhalasidir. Bu marhalado maqsad program kodunda
sohvlori  askar edarak aradan qaldirmagqla  moahsulun
etibarliligini va keyfiyyatini artirmaqdan ibaratdir. Siini
intellekt texnologiyalarimin tatbiqi ilo simaq prosesinin
avtomatlasdirilmas: aktual problemlardan biridir. Bu isda
sinaq prosesinda magin tolimi alqoritmlarinin  tatbiqi
arasdirilmisdur.

139.Meauxkosa H.Ax. IIpobaembl mnpoeKTMpOBaHUA
cucreM  mporpaMMHoro  obecrredenus [ XXIII
MexayHapoaHas Hay4YHO-TeXHIJIecKast
KOHpepeHimsa «Passutne wnHpoOpMaTM3aImM u
roCyAapCTBEHHOM CHMCTEeMbl HAayYHO-TeXHUYEeCKOM
nHpopmanum» (PMHTU-2024). Munck, 21 Hos10psa
2024, c. 257-262.
Paccmomperiot  amanvt u  npobremvi  npoexmuposaHus
cucmem npozpammnozo odecneuerus (I10), nexomopuie
memodol ux peurerus. Ommeuena 6aXHOCHb YEA0BEHECK020
paxmopa 6 obecneuenuu NpasUAbHOU pabomovl MAKux
cucmem, CpoKoS UX 6LINOAHEHUS U 1pedomspaujeHus
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603MOXHbIX owubok. [Tokasana porv cmandapmusayuu 6
npoexmuposanuu cucmem I10.

140.Pzaesa H.A., Bepaumesa H.H. Amnaans Bompocos
3aIIUTHl TI€PCOHAABHBIX AQHHBIX B KIMOepPU3NIecKux
cucremax / XXIII MexayHapoaHasi Hay4HO-
TexXHI4ecKast KOH@pepeHIsI “Passutne
HpOpMaTH3alMM U TOCyAapCTBEHHOV CHCTeMBbI
Hay4JHO-TexHudeckoyi wmH$opmanun” (PMHTU-
2024). MuHck, 21 HOs1O0pst 2024, c. 90-95.
[Ipedcmasaer anaius cyu,ecmseyrouyux npoorem 3aujumol
NepcoHAAbHOIX JAHHOLIX 6 KubepPusuueckux cucmemax
(KDC). Paccmomperivt  mexHoAOUU U MUNbGL  YZpos,
KomopbiM  onu  nodsepzatomcs. Onucanbl  Hekomopuie
peuienus dannoli obracmu uccaedosanuil. Onpedererivl
HANPAGACHUS  UCCAC)06AHULL 6  00AACmU  3AULUIMLL
KOH(UIeHUUAADHOCHIY, — KOMOpble — MOZYm — 1OMO4Db
uccAe06ameAsM paspabomamv Hoble 100X00bl K 3aujume
om yzpo3 6 KOC.

141.Mahmudova Sh.]. Using a digital twin to save energy
in cloud computing // Interdisciplinary Science
Studies. 2024, pp. 97-102.
For this, cloud computing, their features and services are
investigated, related works and the most common cloud
computing models and cloud databases are studied.
Advantages and disadvantages of cloud computing are
identified. The lack of effective approaches to increase the
efficiency of the use of cloud technologies predetermines the
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expediency and importance of a comprehensive assessment
of the advantages and limitations of their use, as well as
further development prospects. Digital twin technologies,
their types, etc. are studied to increase the software system
performance in cloud computing, forecasting, monitoring,
and to reduce production time. Digital twin technologies,
their types, etc. are studied to increase the software system
performance in cloud computing, forecasting, monitoring,
advantages, common types of DTs and to reduce production
time.

142 .Bayramova T.A., Malikova N.D. Developing a
conceptual model for improving the software system
reliability // Problems of Information Society. 2024,
vol. 15, no. 1, pp. 42-56.

In the Industry 4.0 environment, the software systems
development methodology is rapidly evolving, flexible
technologies and new programming languages are being
applied. The development of the software industry has made
the issue of the quality of software systems an urgent
problem. A number of quality models have been proposed for
determining the quality of software systems so far, and these
models specify the parameters and criteria for evaluating
quality. Software reliability is one of the key indicators
among the quality parameters of software systems, as it
quantifies software crashes which can bring down even the
most powerful system, ensuring that software systems run
correctly and unexpected incidents do not occur. The
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increasing difficulty of the software system, the expansion of
the scope of issues assigned on them, and as a result, the
significant increase in the volume and complexity of the
software system have made the problem of the reliability of
the software system even more urgent. The essence of the
issue is to reveal the main factors affecting the reliability of
software systems, demonstrate existing problems in this
area and develop mathematical models for assessing
reliability. Mathematical models estimate the number of
errors remaining in the software system  before
commissioning, predict the time of occurrence of the next
crash and when the testing process will end. It is necessary
to comprehensively approach the issue of ensuring reliability
at all stages of the life cycle of the software system. This
paper proposes a conceptual model to solve this problem.
143.Bayramova T.A. Predicting the reliability of software
systems using recurrent neural networks: LSTM model
// Problems of Information Technology. 2024, vol. 15,
no. 1, pp. 52-61.
The dynamics and complexity of processes occurring in
complex software systems, as well as the emergence of new
types of malicious threats, further complicate the issues of
ensuring software reliability. Despite the development of
hundreds of models for increasing the reliability of software
systems, this issue still remains relevant. Research shows
that the use of neural networks in predicting the reliability
of software systems allows one to obtain more accurate
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results. In this paper, to predict reliability, we used a neural
network model with long short-term memory, which is a
type of recurrent mneural networks. Seven real-world
software crash datasets were used to test the model’s
performance. The experiments were carried out in Python.
Both parametric and nonparametric models were taken for
comparison. The experimental results showed the practical
significance of using the proposed model in predicting the
reliability of software systems.

144.Alguliyev.  RM.,  Shikhaliyev R.H. Network
cybersecurity incidents multiclassification based on
deep learning // Problems of Information
Technology. 2024, vol. 15, no. 2, pp. 16-23.
The rapid increase in network traffic and the growing
complexity of cyberattacks have rendered traditional
cybersecurity monitoring methods insufficient for effectively
detecting and classifying network incidents. To overcome
these limitations, we present a deep learning-based approach
that utilizes a hybrid architecture, combining Convolutional
Neural Networks (CNNs) and Long Short-Term Memory
(LSTM) models, for the multi-classification of cybersecurity
incidents. Our model is trained on the CICIDS2017 dataset,
which encompasses a wide range of attack types. The hybrid
CNN-LSTM model achieved a classification accuracy of
96.76% and an error rate of 9.34%, showcasing its ability to
accurately detect and classify various cybersecurity threats.
This approach offers a robust solution for enhancing the
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detection and classification of network cybersecurity
incidents.

145.Mahmudova Sh.]. Green coding in programming and
practices // Journal of Engineering and Technology.
2024, vol. 15, no. 2, pp. 1-17.
This work explores green coding in programming, its
principles and use in industry. Green coding principles
should not be considered contrary to existing practices. It
analyses some of the studies conducted in this field. Best
practices on green coding aredefined. Software developers
can support their sustainability efforts through a number of
green coding tactics. These best practices range from
minimizing artefacts to improving efficiency. The paper
conducts research on the minimization of resources usedin
testing, testing and deploying updated code, using solar and
sustainable energy, environmental impact on the IT sector,
programming languages used in green coding, etc. The best
practices.

146.Mahmudova Sh. Development of a conceptual model
for ensuring cyber-resilience of software systems //
Open Access Library Journal. 2024, vol. 11, no. 7,
pp-1-9.
Cyber-resilience of software systems is the ability to prevent,
resist, and recover from adverse incidents using IT
resources. Infrastructure can be extended through cyber-
resilience. In this case, the problems can be solved in a short

time. In this study, some methods of ensuring the cyber-
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resistance of the software system are explored. The role,
type, and characteristics of cyber-resilience for the software
system are also examined in the work. Ways to implement
Cyber-resilience  measures  for cyber security and
information technology are analyzed. The paper also
outlines the ways to enhance cyber-resi- lience through
smart threat operations. Cyber security possibilities and the
ways to solve the problems encountered are highlighted. A
new model is developed to ensure the cyber-resilience of the
software system used.

147 Mahmudova Sh.J. Exploring international practices
in the field of green coding // Danish Scientific
Journal. 2024, vol. 1, no. 87, pp. 80-83.

Green coding is a relatively recent term used to refer to
programming code that is produced and written in a way
that minimizes the softwares energy consumption, thereby
limiting its potential impact on the environment. This paper
explores international practice of green coding for software.
Six popular practices are studied out of them. Practices for
sustainable software development on green coding are
analyzed and recommendations are given in this area.
Simple ways to write less malicious code into the
environment are shown. These simple techniques will help
create software code that puts less pressure on computers

and servers.
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148.Mahmudova Sh.]. The essence and challenges of
reverse engineering // Industrial Engineering and
Strategic Management. 2024, vol. 3, no. 3, pp. 1-10.
This paper studies the essence, challenges, etc. of reverse
engineering. It explores how the program works with the
help of reverse engineering, what data it uses, where and
what it sends, as well as what vulnerabilities it has.
Through reverse engineering, it is possible to understand
how a program works, what data it uses, where and what it
sends, as well as the programs weaknesses and how it reacts
in the event of a crash. All this will help to improve the
product and defeat competitors. The process of reverse
engineering may seem simple; however, it is an illusion.
Even experienced reverse engineers can analyze the same
program for months. And it is not a fact that it will be
possible to completely decrypt it. The paper also highlights
the jobs reverse engineering is currently used for, and
describes the procedure for wusing the disassembler,
providing examples of the areas where reverse engineering is
beneficial It presents the exact ways in which reverse
engineering 0CCUrs.

149.Mahmudova Sh.J. Analysis of international
experience on ensuring cyber resilience in software
systems / XI International Scientific and Practical
Conference “Theoretical and practical perspectives
of modern science”. Stockholm, August 27-28, 2024,
pp. 91-94.
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Cyber resilience in software systems is the ability to
prevent, resist, and recover from various malicious events
that occur when wusing information technology (IT)
resources. Computing capabilities, artificial intelligence,
digital security systems, connected devices, national defense
systems, smart equipment and advanced communication
networks such as 5G, 6G, the Internet of Smart Things
(IoST) are tools of Industry 4.0. To ensure cyber resilience,
multiple cyber vulnerabilities must be identified and
addressed in the country’s most critical economic and
national security infrastructures. In addition, obviously, it
is important to have professionals with the necessary skills,
training and experience to solve these problems.
150.Mahmudova Sh.]. Analysis of existing approaches to
increase cyber resilience / XVII International
Scientific and Practical Conference “Challenges and
problems of modern science”. London, September
5-6, 2024, pp. 92-95.
This work studies cyber security, its problems, measures,
and operations. It also analyzes cyber risks and cyber
resilience framework to increase cyber resilience. A cyber
resilience framework is a comprehensive set of structured
guidelines and  practices designed to  strengthen
anorganization’s ability to effectively with-stand and
recover from cyber threats. The difference between a cyber

resilience framework and a cybersecurity strateqy lies in
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their scope and specificity. While a cybersecurity strategy
describes a general approach to protecting digital assets, a
cyber resilience framework examines the finer details of the
activities and processes necessary to ensure resilience. A
strong cyber resilience framework offers many benefits to
organizations. A strong cyber resilience framework promises
many benefits to companies. The cyber resilience framework
rec-ommends 10 powerful propositions and examines their
merits. A cyber resilience strategy prepares to proac-tively
deal with threats, mitigate potential damage and ensure
smooth business continuity.

151.Mahmudova Sh.J. Analysis of programming
languages and database principles used in green
coding / XV International scientific conference.
Manchester. United Kingdom. September 17-18, 2024,
pp. 72-75.
Analysis of programming languages and database principles
used in green coding is one of the main issues. This paper
explores 8 principles of software green coding and 5
database principles and analyzes building minimal artifacts,
following frugal coding practices, minimizing resources
used in testing, testing and deploying updated code, using
solar and renewable energy in green coding, and other
issues. The energy consumption percentage of various
software components are examined.
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152.Shahverdiyeva R.O. Issues of developing the
architectural-technological structure of the application
of artificial intelligence technologies in the
improvement of information support of model-type
enterprises / 2nd International Conference on
Information Technologies and Their Applications
(ITTA 2024). Baku, 23-24 April 2024, pp. 1-15.
In the article, the issues of developing the architectural-
technological structure of the application of artificial
intelligence technologies in the improvement of information
support of model-type enterprises were considered. In the
aspect of building a new generation digital economy, the
relevance of the application of digital technologies such as
Al The principles of working out the architectural-
technological structure of the information support system
and infrastructure of model-type enterprises were
interpreted,  the  scientific-theoretical —bases of its
management, existing approaches, specific features were
analyzed. A conceptual formation model of model-type
enterprises on the Industry 4.0 platform was proposed, and
their management decisions in model-type enterprises has
been developed. Based on the systemic approach of The Open
Group Architecture Framework (TOGAF) standard, which
is a special standard in the field of enterprise architecture of
the information support system and infrastructure, many
recommendations were taken into account for the
improvement of the conceptual model. The directions for the
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formation of the concept of the effective architecture of the
enterprise were explained. Artificial intelligence models,
software, products, and application features of the most used
artificial intelligence technologies in enterprises have been
explained. The main elements of the improved architectural-
technological structural model of the information support of
the model enterprise were proposed. Based on the
requirements for the application and development of
Industry 4.0 elements, appropriate recommendations were
made for the development of the structural model.
153.Hashimov M.A. Application Issues of Fog
Computing Technology in Smart City Environment /
International Conference on Smart Environment and
Green Technologies (ICSEGT2024). Baku, 2024,
pp- 589-595.
The infrastructure of a smart city is built on the basis of
high technology. However, due to limitations in processing
power, power supplies, memory, etc. smart devices used in
smart city environments often make extensive use of cloud
technology services. This technology is considered a
promising solution to provide end users with a variety of
resources at a lower cost. Therefore, cloud technologies with
high computing power and memory are considered an
effective solution for data processing. Although cloud
technology is an effective technology for processing and
storing generated data, existing applications have
limitations due to real-time or latency usage. However,
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issues like limited network bandwidth cannot be addressed
by cloud technologies alone. Considering the above,
intermediate computing systems are currently widely used
for the initial processing of data collected from sensors in a
smart city environment. In this regard, in addition to cloud
technologies, a new computing model known as fog
computing has been introduced. Fog computing technology
is a new concept that offers an adequate solution for smart
cities. Fog computing technology has been proposed as an
alternative solution to support geographically distributed
applications and reduce the load on data centers and
networks in traditional cloud systems. To this end, the
article examines the application of fog computing technology
in a smart city environment. The advantages, architecture,
and areas of application of fog computing technology in a
smart city environment are analyzed. Current problems in
the field of fog computing are shown.

154.Alguliyev.  R.M., Shikhaliyev R.H. Computer
networks cybersecurity monitoring based on CNN-
LSTM model / The 18th IEEE International
Conference Application of Information and
Communication  Technologies (AICT). Turin,
September 25-27, 2024, pp. 1-6.
Business email compromise is a tool used by adversaries to
attack various organizations. Detecting such cyberattacks
using well-known methods is becoming increasingly
difficult. This paper proposes an approach based on natural
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language processing and deep neural networks, such as
BiGRU and CNN, to detect business email compromise
attacks. Semantic features are extracted from emails using a
pre-trained BERT model. At the same time, the BiGRU and
CNN models allow local feature extraction from emails.
Three datasets of different sizes containing phishing and
legitimate emails are considered for the experiments.
Comparison results with other well-known methods
demonstrate the applicability of the proposed Hybrid
BERT+BiGRU+CNN model, outperforming them and
showing accuracy of 99.59%, 98.77%, and 98.67% on the
Ling-Spam, Enron-Spam, and TREC 2007 datasets,
respectively. The proposed approach is a tool for business
email ~ compromise  detection,  providing  various
organizations ~with an  effective  solution  against
cyberattacks.

155.Alakbarov R.K.,, Hashimov M.A. The Role of
Artificial Intelligence in Cyber resilience of
Cyberphysical Systems / Proceedings of the 9th
International  Conference on  Control and
Optimization with Industrial Applications (COIA-
2024). Tirkiye, Istanbul, 27-29 August 2024,
pp. 721-725.
Lately, artificial intelligence (Al) technology has been
extensively applied in the struggle against cyber threats in
CPS. Al may improve system security by providing tools to
quickly detect cyberthreats and automatically resolve them.
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Digitization of critical infrastructures (energy distribution
networks, smart systems, oil and gas industry, water
infrastructure, etc.) has increased  their  efficient
management and at the same time, the number of cyber
attackers on sensors, actuators, networkand control
equipment has also increased. Cyber security of critical
objects can be ensured through Al This article explores the
role of Al in enhancing the cyber resilience of CPS. The
article analyzes the advantages and disadvantages of using
Al technologies in the security of Cyber-Physical systems.
Mechanisms for detecting cyber threats in cyber-physical
systems with the help of Al, predicting and preventing
security threats have been proposed.

156.Kazimov T.H. Bayramova T.A. Application of
LSTM-GRU combined model to calculate the
reliability of software systems / 4th International
Conference on Evolutionary Computing and Mobile
Sustainable Networks. Coimbatore, India, November
28-29, 2024, pp. 1-9.
This study investigated the effectiveness of deep learning
models in assessing the reliability of software systems and
the application of recurrent neural network algorithms in
reliability prediction. A hybrid model consisting of a
combination of LSTM and GRU models is proposed to
predict the reliability of software systems. Along with
historical data collected during testing and implementation,
several environmental factors covering the software life
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cycle and affecting its reliability, as well as the complexity of
the software code, are taken as input. Based on these data, a
new method for expert assessment of software reliability is
proposed, and the calculated expert scores are taken as
output. The proposed model is trained based on these values.
This is a comprehensive approach to assessing the reliability
of software systems.

157.9lakborov R.Q., Olokbarov O.R. Verilonlorin emal
moarkazlarinin soyutma sistemlori: problemlar ve halli
yollar1 // Yasil vo raqamsal transformasiyalar:
qarsiliqll tesirlari, pozitiv ve neqativ aspektlari.
Moaqalslar toplusu. 2025, s.40-45.
Mogalado  moalumatlarin - emal  markazlorinda  enerji
sarfiyyatimin  samaraliliyini  tamin etmak iiciin  effektiv
soyutma sistemlarindon istifadonin vacibliyi qeyd edilir.
Verilanlarin emal markazlarinin (VEM) soyutma sistemlori,
onlarm fasilasiz va samarali  faaliyyati iiciin  olduqca
ohamiyyatlidir. Soyutma sistemlarinin diizgiin qurulmas: va
idara  edilmasi, VEM-lorin dayamqhigimi  va  enerji
samoaraliliyini tamin etmak baxumindan zoruridir. Lakin bu
sistemlordo rast galinan problemlar enerji xarclorinin
artmasi, avadanhglarim siradan ¢ixmast va noaticada isin
dayandirilmas: kimi monfi naticalara gatirib ¢ixara bilar.
Mogalado VEM-lorda enerji sarfiyyatimin  azaldilmas: ila
bagl problemlar, onlarin halli yollari, o ciimladon soyutma
sistemlarinin  optimallasdirilmast va sistemin dayamiql
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faaliyyati diciin samarali soyutma texnologiyalarimin tatbigi
masalalari arasdirilir.

158.Malikova N.C. Proqram sistemlarinin layihslen-
dirilmesinds yasil transformasiya texnologiyalar1 //
Yasil vo raqomsal transformasiyalar: qarsiliql
tosirlori, pozitiv ve neqativ aspektlari. Magqalalor
toplusu. 2025, s. 85-88.
Informasiya-kommunikasiya texnologiyalar: vasitasilarin-
dan samarali istifada ekoloji miihitda karbon emissiyasini 10
dafadon cox azaldir. Bununla bels, [T-nin oziiniin karbon
izini do azaltmaq vacibdir, buna IT-nin yasilasdirilmas:
deyilir. Yasil layihalondirma program taminatimin hayat
dovriiniin biitiin marhalalarinda ekoloji aspektlori nazara
alaraq onun oatraf miihita tasirini minimuma endirmaya
komak edon miihiim bir yanasmadir. Program tominatinin
yaradilmasinda yagil layihalondirma daha dayanigly galacak
yaratmaq yolunda miihiim addimdir. Isda yasil IT-nin
vacibliyi, yasil layihalondirma iiciin prinsiplar va tovsiyalar
verilmisdir. Yasil program tominati proses modelinin
qurulmast va onun nazari asaslar1 gostarilmisdir.

159.Mahmudova $.C. Siini immun sistemlari asasinda
tibbi toyinath proqram sisteminin kibertahliike-
sizliyinin tomin edilmasi alqoritmi / “Raqamsal tibb
4.0: problemlar, imkanlar ve perspektivlor” II
respublika elmi-praktiki konfransi. Baki, 23 may
2025, c.196-200.
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Mogqalada siini immun sistemlori asasinda tibbi tayinatl
program sisteminin (PS) kibertaliikasizliyini tamin etmak
iiciin alqoritm iglonilmisdir. Siini immun sistemi nozori
immunologiyada problemlorin halli iiciin istifads olunan
modellardan, prinsiplardon, mexanizmlardan (Z]
funksiyalardan istifada edon adaptiv hesablama sistemidir.
Onun miixtalif elm sahalarina tatbigi arasdirilmisdir. Siini
immun sistemlorinin proqram sistemi iiciin oynadigr rol
avazsizdir. Siini immun sistemi sahasinds olan bazi
adabiyyatlarin  tahlili aparilmig, hall olunasi masalalar
miiayyanlasdirilmisdir. Bayes metodu miiayyon  sort
daxilinda hor hansi bir hadisanin olma ehtimalini daqiq
hesablamaga icaza verir. Isda siini immun sistemlordon
istifada etmokla tibbi tayinatly proqram sistemina Bayes
metodunun tatbiqi bununla alagadardir. Bunun iiciin
algoritm islonilmisdir. Eksperimentlarin naticasi qganaatbaxs
olmusdur.

160.Alguliyev R.M., Shikhaliev R.H. Computer Networks
Cybersecurity Monitoring Based on Deep Learning
Model // Security and Privacy. January-February 2025,
vol. 8, iss. 1, €459, 18 p.
Effective  cybersecurity monitoring is essential for
safequarding computer networks against evolving threats.
However, the increasing scale, complexity, and data volume
of modern networks pose significant challenges to
traditional monitoring methods. To address these
challenges, this article proposes a deep learning-based
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approach for computer network cybersecurity monitoring.
Leveraging the MnasNet-LSTM model, network traffic data
is classified into distinct categories, including normal traffic
and cyberattacks. The model is trained using the
CICIDS2017 dataset, yielding promising results with a
classification accuracy of approximately 97.05% and a
minimal error rate of 8.46%.

161.Bayramova T.A. Kazimov T.H. Application of
LSTM-GRU combined model to calculate the
reliability of software systems // Procedia Computer
Science. 2025, vol. 252, pp. 127-135.
This study investigated the effectiveness of deep learning
models in assessing the reliability of software systems and
the application of recurrent neural network algorithms in
reliability prediction. A hybrid model consisting of a
combination of LSTM and GRU models is proposed to
predict the reliability of software systems. Along with
historical data collected during testing and implementation,
several environmental factors covering the software life
cycle and affecting its reliability, as well as the complexity of
the software code, are taken as input. Based on these data, a
new method for expert assessment of software reliability is
proposed, and the calculated expert scores are taken as
output. The proposed model is trained based on these values.
This is a comprehensive approach to assessing the reliability

of software systems.
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162.Bayramova T.A. Development of a conceptual model
for ensuring fault tolerance of software systems //
Problems of Information Technology. 2025, no.l,
vol. 16, pp. 35-46.
Digital transformation is a comprehensive process of
integrating information technology into all areas of human
activity. Almost all aspects of our lives, from personal
communications to global economic processes, are
increasingly integrated with digital technologies. Banking,
manufacturing, healthcare, education, and transportation
are all increasingly using software to improve efficiency,
optimize processes, and provide new services. Modern
applications are becoming increasingly complex, consisting
of many interconnected components. This increases the
likelihood of errors and failures. The relevance of research in
the field of software reliability is steadily growing.This
article is devoted to the study of the differences and
relationships between information and software systems, as
well as an in-depth analysis of the key concepts of software
reliability and fault tolerance. The main approaches and
strategies for ensuring fault tolerance are considered,
including redundancy, backup, monitoring, duplication,
load balancing, microservices, backup, prediction and
detection of errors, as well as their practical application. The
aim of the study is to define the principles and methods of
self-healing software and to analyze the risks associated with

automatic response to failures. To solve the problem of
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ensuring fault tolerance in dynamic and complex software
systems, a conceptual model for designing reliable, self-
learning and self-adaptive systems is proposed.
163.Mahmudova Sh.Ch. Development of a conceptual
model for software system maintenance //
International Journal of Research in Engineering.
2025, no. 1, vol. 7, pp. 37-42.
One of the eight main indicators of the software system
effectiveness is its maintenance. The main goal of software
system maintenance is to preserve the functionality of the
software system over time. Software system maintenance is
a broad activity and includes the correction of errors that
have arisen periodically after the software system is
delivered to the customer, increasing its functionality,
removing obsolete functions and introducing new ones, etc.
The software maintenance and its costs constitute more than
20-25% of the total expenses of the software system. There
are various models of the software system life cycle, and the
choice of the model depends on the given project. Each
software engineer must have sufficient knowledge in this
area to choose the appropriate model of the software system
life cycle based on the content and requirements of the
project. In these models, the last and most important stage
of the software life cycle is software system maintenance.
The main purpose of this work is to study the process of
software system maintenance and its main issues, types,
categories, stages, and to develop a conceptual model based
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on them. The goal is to achieve an efficient software system
based on the conceptual model.
164.Mahmudova Sh.]. Detection of incidents that occur

during the operation of the software system / XVIII
MexayHapoaHasi Hay4YHO-TeXHUJecKas KoOH(e-
perisa  «OOTMKO-2AeKTPOHHBIE IIPUOOPBHI W
YCTPOVICTBa B CMICTeMaX pacro3HaBaHMsI OOpa3oB n
00paboTku n3oopaxenmin» (Pacnmosnasanme-2025).
Kypck, 9-12 cenTsiops 2025, pp. 23-25.

The main goal of software system maintenance is to preserve
the functionality of the software system over time. The main
goal of the work is to explore the software system

maintenance process and its main issues.
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