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Abstract— The overall structure of hidden connections and 
information influences detection system in a wiki-environment 
is presented in this article. Several concepts are available for 
detection of information influences, as well as hidden 
connections between users: OLAP, Data Mining, also 
advantages of given mechanisms are listed. 
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I. INTRODUCTION 
Nowadays information wars conducted using computer 

networks, as well as internet are gaining a daunting 
character. Information wars, which are the natural results of 
development of information technologies, create 
preconditions for development of new internet-technologies: 
social networks, blogs, virtual encyclopedias etc.  

These technologies do not only unite people, they also 
give them ability for information exchange, its free 
discussion and self-expression. They also serve as means of 
misinformation, propaganda, opinion control, in a word, for 
conduction of information war in online mode [1, 2].  

II. CAPACITIES AND PROBLEMS OF WIKIPEDIA 
Wikipedia virtual encyclopedia presents a doubtless 

interest for research of information wars and influences in 
internet-environment, in particular for searching task of 
hidden communication among users. There are many 
reasons allowing to successfully working with this project, 
research communications among users:  

• Wikipedia is aimed to create an online encyclopedia, 
written users themselves. Each visitor of  the site can 
bring in their strong contribution: correct an article, 
add or delete information , participate in discussions 
[3];  

• Page history is set, where it is possible to examine all 
changes in the article and editing pages for each 
article; 

• Each article belongs to one or several categories, 
determining thematic directions. Categories for articles 
are selected by article authors from the set of existing 
categories. New categories can be created, connecting 
it with existing ones.  

Main principal of Wikipedia – is complete democracy, 
that’s why a beginning author can participate in the project 
along with experienced experts [4]. Overall observance 
demonstrates that articles on conflict subjects, that have 
hundreds and thousands of corrections become battle fields 
[5]. The sizes of discussion pages often exceed the size of 
the article itself.  

There are more than 280 Wikipedia in different 
languages, with different numbers of crosses and 
connections, which continuously grow by adding new 
crosses and creation of new connections [6].  

Information influence in Wikipedia can be classified by 
different signs: on influence character on users and articles, 
on influence goal, conditions of influence implementation 
situation, position of impacted subject, influence scale etc.  

Many edits on wiki-articles are of political character [7]. 
Analyzing number and character of corrections in one 
article, as well as studying editors we can create a clear 
image of relations among nations and countries amid an 
information war [8].  

During investigation of information relations in 
Wikipedia, it is important to study functional connections 
among events and analyze hidden influences. For this 
reason, it is proposed to use statistical data that can be 
obtained from Wikipedia pages.  

III. OVERALL STRUCTURE OF HIDDEN CONNECTIONS 
DETECTION SYSTEM  

Detection of informational impacts on users of 
Wikipedia and hidden influences is based on forecasting 
determination of possible changes in articles, as well as on 
user pages and subsequent observation of all changes.  

Herewith, different active audit means view the same 
incident from different points of view. Similar impacts and 
hidden connections among events in wiki-environment can 
be detected using hidden connections and information 
influences detection system.  

Information influence detection system collects 
information from Wikimedia Foundation data bases, as well 
as from site that have an access to Wikimedia Foundation 
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data bases, which collect information on edits of articles and 
authors of these edits [9]. Analyzing this information we can 
detect different knowledge, such as misinformation 
implementation attempt, as well as real violation of neutral 
point of view which is considered as the main rule of 
Wikipedia.  

System is intended for development of intellectual 
analysis methods based on messages collected in wiki-
environment. In such intellectual system, following main 
elements are distinguished logically: data warehouse, 
analytical data analysis system and data presentation 
module.  

Data warehouse is used to collect primary information 
on activity of Wikipedia users. Analytical data analysis 
system carries out the search for hidden connections.  

Structural data system consists of one or more analysis 
modules – analyzers. Several analyzers can also be used. 
Presence of several analyzers is required to increase the 
effectiveness of detection. Each analyzer carries out the 
search for hidden connections or influences of a certain 
type. For analyzer, input data is information from 
information collection subsystem or from other analyzer.  

In case when analyzer informs about detection of hidden 
influences, some additional information may occur upon 
exit. Usually this information contains conclusions 
confirming fact of influence presence, entry of 
misinformation in Wikipedia pages or direct attacks – 
deletion of important texts from articles, insulting of users.  

Information influence detection system can be used for 
solution of following tasks: for exposure of vandalism and 
agitation, as well as collection of information about 
abnormalities on Wikipedia. Herewith, vandalism cases on 
Wikipedia can be divided in two categories: accidental and 
intentional.  

Accidental, incorrect edits of users or abnormal 
operation of the system is often developed as deviation from 
normal operation. Deliberate article distortion: entry of 
misinformation, agitation, advertising, spam can be 
described by means of features and signatures.  

OLAP and Data mining are proposed to be used in 
detection system of hidden connections among users and 
their influence on the article.  Data mining is one of the 
most important data warehouse applications.  

OLAP (On-Line Analytical Processing) allows 
conducting fast, complete and effective analysis of large 
volumes of data. OLAP, as well as Data mining, is an 
integral part of any process of decision making support 

system. Use of OLAP is designed to provide “access” to 
multidimensional data [10].  

Data mining systems are used for exposure analysis of 
hidden data. Both concepts can be used in proposed system, 
considering that both OLAP and Data Mining are decision 
making support systems. If necessary, it is possible to use 
proposed system to drill down to contents on 
multidimensional data in order to obtain detailed 
information. 

IV. CONCLUSION 
Proposed system is designed to provide reliability to 

Wikipedia and increase the quality of Wiki-articles. 
Detection of hidden connection among users, as well as 
articles which create and edit in real time scale requires a 
significant amount of data.  

Having an information storage and data mart, system is 
able to expose different types of information influences and 
detect abnormalities in Wikipedia using clustering. Main 
advantage of given mechanism is that after determining 
comparable behaviors of participants, it is possible to 
minimize a large number of false alarms related to 
information input and article editing in Wikipedia.  

REFERENCES 
[1]  Changwang Zhang, Jianping Yin, Zhiping Cai, Weifeng Chen, RRED: 

Robust RED Algorithm to Counter Low-rate Denial-of-Service Attacks 
// IEEE Communications Letters, vol. 14, 2010, pp. 489-49 

[2]  Howard J.D., An Analysis of Security Incidents on the Internet: 1989-
1995, doctoral dissertation, Dept. Eng. and Public Policy, Carnegie 
Mellon Univ., Pittsburgh, www.cert.org/research/JHThesis/Start.html, 
2000 

[3]  Buriol L.S., Castillo C., Donato D., Leonardi S., Millozzi S., Temporal 
Analysis of the Wikigraph // Web Intelligence (2006), Publisher: IEEE 
CS Press., pp. 45-51 

[4]  Alguliyev R.M., Alekperova I.Y., Kasumova R.T. Collective 
knowledge in Internet/Sixth international conference “Internet – 
Education – Science – 2008”. Volume 1, Vinnitsa, 2008, p. 5-7  

[5]  Pnina Shachaf, Noriko Hara, Beyond vandalism: Wikipedia trolls // 
Journal of Information  Science, 36(3), 2010, pp. 357-370 

[6]  http://meta.wikimedia.org/wiki/List_of_Wikipedias 
[7]  Alexander Halavais, Derek Lackaff,  An Analysis of Topical Coverage 

of Wikipedia // Journal of Computer-Mediated Communication, 
Volume 13, Issue 2, 2008, pp. 429–440 

[8]  Steffen Blaschke, Klaus Stein, Methods and Measures for the Analysis 
of Corporate Wikis: A Case Study / In: Proceedings of the 58th Annual 
Conference of the International Communication Association ICA, May 
22-26, Montréal, Canada, 2008, pp 1-24. 

[9]  http://en.wikipedia.org/wiki/Wikimedia_Foundation/ 
[10]  Alguliyev R.M., Alekperova I.Y., Kasumova R.T. Multidimensional 

model of data in MS SQL SERVER 2000 // IX International scientific 
conference “Theory and technology of transmittal, reception and 
processing of information”, Ukraine, KNURE, 2004, p. 28-29.  

 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


