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Abstract— Today effective management of computer networks 
becomes extremely important task which is based on network 
data monitoring. However, a rapid growth of the network traffic 
volume is lead to the accumulation of large amounts of data in 
monitoring systems and the resulting becomes difficultly it 
processing and analysis. Therefore, there is a need in use of more 
effective visualization methods of network data that will allow 
network administrators to carry out virtually instant visual 
monitoring of the network. The paper discusses and analyzes 
some of the existent visualization methods of networks data, 
which are used for monitoring and management of computer 
networks. 
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I. INTRODUCTION 
Today, computer networks more and more widely cover the 

majority of spheres of activity of society and becomes one of 
important infrastructures of it activity. In this regard, effective 
management of computer networks becomes extremely 
important task which is based on network data monitoring. 
However, with a rapid growth of the infrastructure of modern 
computer networks, network data volume is much increased 
that lead to the accumulation of large amounts of data in 
monitoring systems and the resulting becomes difficultly it 
processing and analysis. 

As, in modern monitoring systems, the network data are 
analyzed of the manual or the log-analysis modes, efficiency of 
monitoring and management of computer networks much more 
decreases. It is generally connected with that the analysis of 
network data needs a lot of time and as a result, the facts of 
violation of work of a network can be defined after they were 
already made. Therefore, there is a need in use of more 
effective visualization methods of network data that will allow 
network administrators to carry out virtually instant visual 
monitoring of the network. 

Data visualization is a display of numerical tabular data in 
graphic representation. The purpose of data visualization is the 
representation of the data using methods that accurately reflect 
the data in graphical representation and simplify their 
understanding and interpretation [1]. 

Visualization of network data can briefly introduce and 
display a large amount of network data in a graphical 
representation and an effective mechanism for monitoring the 
performance of network traffic. Visualization of network data 
is particularly important for rapid assessments of the networks, 
which enables the administration of networks quickly and 
easily interpret the results of monitoring. Visualization of 

network data allows you to dynamically present state of the 
network and identify bottlenecks, failures, improper use of 
network resources, etc. In addition, detailed imaging can be 
performed at various levels, such as network load, bandwidth, 
packet types, etc. For expression of the resulting image 
visualization uses different colors to facilitate their 
interpretation. 

Today, for the visualization of network data there are 
various methods [2]. In generally, the feature of these methods 
consists in display of large volume of data on smaller space. 

The paper discusses and analyzes some of the existent 
visualization methods of network data, which are used for 
monitoring and management of computer networks. 

II. METHODS FOR VISUALIZING NETWORK DATA 
Usually, the network data visualization methods include 

simple line graphs and charts that display the change in the 
parameters of network traffic. Thus, the metrics used can range 
from general measurements (e.g., bandwidth) to more specific 
indicators. 

Simple line graphs and charts are very effective for 
displaying the majority of network metrics and are simple to 
understand and interpret. Therefore, a simple line graphs are 
one of the most common types of imaging and the most 
frequently used. Simple line graphs are used to visualize 
changes in the parameters of network traffic over time. In this 
case, each parameter is assigned a unique color. For network 
analysis, a simple line graph provides an intuitive picture and 
depending on the nature of the graphical display line, the 
network administrator can easily analyze traffic and take the 
appropriate decision. 

Simple line graphs are used in many monitoring tools, such 
as the monitoring systems MRTG [3] and RRDTool [4].  
MRTG is used for visualization of use of the current bandwidth 
in time. Example output monitoring system MRTG is shown 
on Figure 1. 

 

Figure 1.  Example output of MRTG monitoring system 

Incoming and outgoing traffic, usually built in two separate 
series on one graph, and can quickly and easily implemented 
and interpreted. This type of visualization, if necessary, can be 
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used for further in-depth analysis of the use of network 
bandwidth. 

Another type of simple line graphs is the so-called layered 
or stacked graphs, which consist of different schedules. For 
example, a stacked graph used in the monitoring system is 
RRDTool [4]. Example output of RRDTool monitoring system 
is shown on Figure 2. 

These types of graphs allow to visualize the common 
network traffic, to represent various traffic protocols (for 
example, TCP and UDP) or subnets by graphs series. 
Accordingly, these graphs allow defining visually which part of 
an available bandwidth consumed protocols or subnets. 

 

Figure 2.  Example output of RRDTool monitoring system 

The main disadvantage of this approach is the complexity 
of the detailing of the common network traffic, that is, if 
necessary, the display of common network traffic on all range 
of TCP and UDP ports, the number of different series may be 
in the thousands. However, in practice, even in relatively large 
networks, the full range of ports are rarely used, therefore, to 
solve this problem, the number of series are limited to two 
dozen, as above this limit by human eyes become difficult to 
distinguish colors. 

The advantage of this approach is that network 
administrators can easily determine how protocols use network 
bandwidth. Also, network administrators, based on the results 
of imaging can monitor the results of actions taken to manage 
the network. 

In addition to these methods proposed more complex 
methods have been, for example, in [5] monitoring network 
traffic has been proposed, the so-called radial traffic analyzer, 
which uses concentric rings represent the hierarchical relation 
between the various measurements. 

In general, this method of visualization is used for 
quantitative analysis of hierarchically structured data and is 
very well suited for visual analysis of network data. Also, this 
method can be used for all data sets, which have hierarchical 
relationship. 

Figure 3 shows an example of radial traffic analyzer [5], 
which shows the relative bandwidth, one used by IP-addresses 
and transfer protocols. 

On this example, the radial traffic analyzer shows the 
distribution of network traffic on the local computer, where the 
two inner rings of the radial graph represent the source and 
destination transmissions. Outgoing traffic of this local 
computer can be recognized by the lavender colored circle 
segment in the inner ring. And the outgoing traffic of local this 
computer can be recognized by the lavender colored segments 

on the second ring. Two outer rings of the graph represent ports 
of the source and destination transmission. Moreover, the ports 
used for each transfer is determined by the transmission 
protocols such as HTTP or FTP. On this example is dominated 
by web traffic (port 80 is colored green), remote desktop and 
login applications (port 3389 - red, port 22 -bright red) and e-
mail traffic (blue). 

 

Figure 3.  Example of radial traffic analyzer 

CONCLUSION 
Today, effective management of computer networks is 

becoming an extremely important task, which is based on 
monitoring network data. However, with a rapid growth of the 
infrastructure of modern computer networks, network data 
volume is much increased that lead to the accumulation of 
large amounts of data in monitoring systems. 

The use of visualization methods of network data will allow 
administrators to analyze quickly network infrastructure and to 
identify conditions of use of network resources and as a result 
effectively to operate their redistribution. Visualization of 
network data also will allow to present dynamically a state of a 
network and to define bottlenecks, refusals, no-purpose 
bandwidth using etc. 

To achieve higher efficiency of monitoring and managing 
computer networks appropriate to the joint use of several 
visualization methods. This will greatly increase the amount of 
available information for administrators on the states of the 
network, without increasing the complexity of the individual 
imaging techniques. 

REFERENCES 
[1] M. Lee, R. Reilly, and M. Butavicius, (2003). An Empirical Evaluation 

of Chernoff  Faces, Star Glyphs, and Spatial Visualizations for Binary 
Data. Proceeding of  the Australian Symposium on Information 
Visualization, 1-10. Sydney: Australian Computer Society Inc. 

[2] D. A. Keim, Information Visualization and visual data mining, IEEE 
Transactions On Visualization And Computer Graphics, vol. 7, no. 1, 
January-March 2002, pp. 100-107.  

[3] T. Oetiker, and D. Rand, Multi Router Traffic Grapher. Online: 
http://www.mrtg.org. 

[4] T. Oetiker, Round Robin Database Tool. Online: http://www.rrdtool.org. 
[5] D. A. Keim, F. Mansmann, J. Schneidewind, and T. Schreck, 

Monitoring Network Traffic with Radial Traffic Analyzer, in Visual 
Analytics Science And Technology, 2006 IEEE Symposium On, 2006, 
pp. 123-128. 

 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


